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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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Introduction
IPv6 is the successor of IPv4, this is due to its address range being future prove, its security and more! This report will go over the key advantages for IPv6 and why it was necessary for it to come out, how older devices using IPv4 will go on when everything is using IPv6. This report will conclude what internet protocol to use, can you update to IPv6.
IPv6 Features
What is IPv6
Overview
IPv6, also known as internet protocol version 6, is a new version that can allow for 3.4×1038 IP addresses according to tutorialspoint [1]. In other words, it can allow for 340 trillion IP address which currently is a must due to us having more and more devices needing internet access.
The security has been upgraded, simpler headers and more!

How would you update to IPv6? Well, according to C. Hoffman [4], they say that if you cannot connect to a website that is running on IPv6, then it might be down to your operating system (unlikely), your router (possible) or your ISP has not enabled it for you yet (likely). To test this, go to http://testmyipv6.com/
Structure
Tutorialspoint [1] said that the header has been made simpler by moving all the unnecessary information to the end of the IPv6 header which results in the address becoming four times longer. They also state that unfortunately, IPv6 is not designed to be backward compatible as it is redesigned entirely.
Ipv6 [2] say that IPv6 was mobile in 2004, they go on to say in some points that IPv6 has newer headers, large address space and built-in security.
Security
IPv6 has built-in security, the header part can allow for extensions that ease adding encryption, authentication and virtual private networks (VPN’s) according to ipv6 [2]. They go on to stay that IPSec is the same in IPv4 and IPv6 however, IPv6 will transfer the security from the source to the destination. This tells us how much more sophisticated IPv6 is, how dynamic it can be and how much can be added in the future!

What is IPv4
Overview
It would be wrong not to mention IPv4, so why was it needed for a new version – why did we have to update to a new architecture? Well quite simply, we ran out of IP addresses according to Wigmore [3], they further state that “IPv4 allowed for four billion IP addresses”. They go on to say “…the assumption was that not everyone on the planet would want an IP address and nobody’s coffee maker…” which reinforces the fact that we live in a technically advanced age where our fridges, lights, heating system and more need an internet connection to communicate to the user or to other end devices.

IPv4 is still common throughout businesses and homes, eventually what devices use IPv4 will be deprecated and moved to IPv6 – ISP will transition their customers when they can do it. IPv4 can be split into what is known as octets, you can have only four octets going left to right. Each octet is split by the full stop, the maximum an octet can have is 255 (this is from 0 to the number). Each octet contains 8 bytes and all the octets combined add up to 32 bytes, an example of an IP address would be 192.168.0.1. The first octet of the example given would be 192, the second octet would be 168, the third 0 and the fourth 1.

Every network has what are known as classes, the class types are: class a, class b, class c, class d and class e; Class a spans from 1-126, class b spans from 128-191 and class c spans from 192-223.
To work out each octet in binary, add up the numbers below to get the allocated number, by using 1 or 0, 0 means you are not adding anything, 1 means you are. So if I wanted 192, I would need to have 128=1 and 64=1, example below. 
	
	128
	64
	32
	16
	8
	4
	2
	1

	192
	1
	1
	0
	0
	0
	0
	0
	0

	168
	1
	0
	1
	0
	1
	0
	0
	0

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



Conclusion
In conclusion, IPv6 is the better option out of the two. It can support more devices, has built in security which can allow for extra security to be used. Understandably, it is off putting that the two cannot be compatible, but this should not a bad thing – soon enough, devices everywhere will be using IPv6 and devices that use IPv4 will update, be replaced or will no longer be used.

IPv6 devices are going to be everywhere, it is inevitable.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B /21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.169.9.254
	172.16.9.255

	D /23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F /24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E /26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A /27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C /29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G /30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H /32
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	[bookmark: _GoBack]192.16.13.111
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