


Abstract
My report as prepared provides a comprehensive data security and governance framework of Health Plus Analytics (HPA), a healthcare technology company with its head office in the UK that processes sensitive patient data on behalf of NHS-related organizations. The present report recognizes internal and external cyber threats, suggests security policies that rely on ISO 27001:2022 and NIST Cybersecurity Framework (CSF) 2.0, and provides mitigation strategies according to the CIA Triad. This follows some recent cases of illegal access to the cloud and a ransomware attack. They follow the UK General Data Protection Regulation (UK GDPR) and NHS Digital Security and Protection Toolkit (DSPT) by having a seven-phase incident response plan and a systematic staff training course. The objective of the framework is to enhance the defense posture of HPA and establish a security awareness culture.
Introduction
The healthcare sector has the highest rate of cybercrime in the world. According to IBM Security, the average healthcare data breach in 2024 cost $9.8 million, the highest cost per breach in any industry and nearly twice as high as the global average [1]. In the UK, there were some of the big NHS attacks in 2024. The best-known was the Qilin ransomware attack of Synovus, a pathology provider of King's College Hospital and Guy's and St Thomas NHS Foundation Trust. This single attack led to over 10,152 outpatient visits and 1710 elective operations to be rescheduled [2]. It is this threat scenario that led to the current security issues at HPA. The UK GDPR stipulates that within 72 hours, breaches should be reported to the Information Commissioner's Office (ICO). All NHS data processors are required to demonstrate that they have strong security controls [3], which is now in line with the NCSC Cyber Assessment Framework (CAF). The five things discussed in this report include finding threats, security policies, risk reduction methods, monitoring and responding to incidents, and staff training.
Identifying Threats
We conducted a threat assessment based on risk assessment (CIA Triad) (Confidentiality, Integrity, Availability) and ensured that it aligned with the MITRE ATT&CK model. Table 1 indicates that threats are either external or internal.
	Category
	Threat
	CIA Impact
	Risk Level

	External
	Ransomware (RaaS)
	C, I, A
	Critical

	External
	Phishing 
	C, I
	High

	External
	Unauthorized Cloud Access
	C
	High

	External
	Supply-chain Compromise
	C, I, A
	High

	External
	DDoS Attack
	A
	Medium

	Internal
	Negligent Insider 
	C, I
	High

	Internal
	Malicious Insider 
	C
	High

	Internal
	Unpatched Legacy Systems
	C, I, A
	Medium

	Internal
	Personal Device Risk
	C
	Medium


Table: HPA threats 
External Threats
The largest external threat is ransomware. Ransomware-as-a-Service (RaaS) has facilitated easier access for attackers to systems. Microsoft Threat Intelligence has documented a 300% rise in healthcare ransomware since 2015, and healthcare will be among the ten most-targeted sectors in 2024 [4]. The 2024 Change Healthcare breach demonstrated that the ALPHV/Black Cat group can steal 192 million records in one server without multi-factor authentication (MFA). The cost of recovery was more than 1 billion. Hackers most often gain access to a system through phishing, and in 2024, the FBI received over 193,000 complaints [6]. An example of a supply-chain compromise is the Synovus attack, which demonstrates that a third-party breach can lead to issues in the whole NHS [2].
Internal Threats
According to a peer-reviewed study published in Applied Sciences (2026), the most frequent reason behind healthcare data breaches is caused by negligent insiders. This is due to the fact that they have excessive work to perform, their operations are too complex, and they receive inadequate training [7]. It is even riskier due to the fact that the workforce of HPA is decentralized, and employees can use their own devices. One threat to confidentiality is malicious insiders, though they are not as frequent. According to the founding CEO of the NCSC, one of the main factors behind the successful Synovus attack was legacy systems that were not patched [8]. This renders patch management significant internal control of HPA.
Policies for Security
ISO 27001:2022 [9] and NIST CSF 2.0 [10] are the two frameworks that HPA's policies are based on. NIST CSF 2.0 added a sixth core function called Govern to the five already in place (Identify, Protect, Respond, Recover), and the four items were now known as the Information Security Management System (ISMS). This took governance as the foundation of any security activity [10].
The ISMS will establish the scope, assign roles (with an Information Security Officer included), and maintain a risk register that is updated at least once per year to ensure that all of the seven UK GDPR principles are adhered to [11]. Access to patient data will be restricted to the minimum number of people through Role-Based Access Control (RBAC). All data which is not in motion will be encrypted with AES-256, and data which is moving will be encrypted with TLS 1.3. A formal BYOD policy will, before any access to company resources, entail enrollment in Mobile Device Management (MDM), encryption and multi-factor authentication (MFA). Critical security patches need to be installed within 48 hours of release by the vendor. High-severity patches need to be put in place within seven days. Any legacy systems that are unable to receive updates will be placed in an accelerated decommissioning process and disconnected from the rest of the network.
Mitigation Measure
Zero Trust and Multi-Factor Authentication.
MFA is the strongest control of HPA. The Change Healthcare hack has exploited a server, which lacked MFA; no sophisticated methods were employed [5]. HPA will mandate MFA on accounts and vendor connections. It will also adopt a Zero Trust Architecture (ZTA), which adheres to the adage of never trust and always verify. ZTA employs ongoing verification, micro segmentation, and least-privileged access to ensure that breaches do not propagate across the network and remain confined in small parts of the network [12].
 Backup and Defense of Ransomware.
The 3-2-1 backup strategy will be implemented by HPA, meaning the data will be stored on two media of varying types, one copy of which will be stored offline and air-gapped. Each month, the backups will be tested by verification of the restoration drills and checked with cryptography to ensure that they are not corrupted before an attack. Clinical and administrative systems should not be interconnected, and in this way, ransomware will not be spread as much. A Cloud Security Posture Management (CSPM) tool will continuously identify cloud misconfigurations which might endanger patient data.
 Third Party and Endpoint Controls.
All third-party suppliers with access to HPA data are required to undergo security assessments annually, which must comply with NHS DSPT standards. The contracts will have security schedules and right-to-audit provisions. This aligns with the directive of the NHS England [13], which stipulates that the suppliers should meet some cybersecurity standards. To monitor behavior in real time and detect fileless malware, which traditional antivirus software fails to detect, an Endpoint Detection and Response (EDR) solution will be deployed on all devices, including BYOD.
Monitoring and Response
HPA will deploy a Security Information and Event Management (SIEM) system to centralize the logs of all network devices, endpoints and cloud services and issue alerts in real time. Intrusion Detection and Prevention System (IDS/IPS), as well as Security Operations Centre (SOC), will also be provided by a Managed Security Service Provider (MSSP) and is open 24/7. Some of the critical indicators that will be configured as priority alerts include unusual location of login, out-of-hours administrative access and spikes in outbound data transfer [14]. Figure 1 displays the seven stages of the Incident Response Plan (IRP) of HPA. It is based on NIST SP 800-61 Rev. 2 lifecycle and complies with Article 33 of the UK GDPR breach notification requirements.

	1. DETECT
	SIEM/IDS alerts were triggered; an EDR or SOC analyst was alerted to suspicious activity

	2. TRIAGE
	The Incident Response Team considers the severity (P1-P4) and classifies the incident.

	3. CONTAIN
	Isolate the affected systems, revoke the compromised credentials and block the known malicious IPs.

	4. ERADICATE
	Eradicate viruses, repair vulnerable holes that have been exploited, and replace encryption keys.

	5. NOTIFY
	Notice NHS Digital and the leadership, and report to ICO within 72 hours (UK GDPR Art. 33).

	6. RECOVER
	Recover verified, offline backups, and verify the integrity of the system before proceeding.

	7. REVIEW
	Following the event, review what occurred, revise policies, document what you have learned, and report to the board.



Figure 1: HPA  Incident Response Process 
An Incident Response Team (IRT) will consist of the Information Security Officer, Lead of IT Operations, Legal Counsel, and Communications Lead and will oversee the IRP. Article 33 of the UK GDPR provides that breaches that have the potential to harm people have to be reported to the ICO within 72 hours. To ensure this occurs, the IRP of HPA has an internal diversion target of 24 hours [11]. Any post-incident reviews will be documented and relied upon to reform policies and retrain employees.

Training and Knowledge
Research always indicates that the primary cause of stolen healthcare data is human error [7]. All the staff are forced to receive regular training on cybersecurity and data protection as part of the NHS DSPT Version 6. This is in line with the training program offered by HPA. The important parts are quarterly phishing simulation exercises to make people less prone to credential theft attacks, annual e-learning on GDPR and data handling, password and MFA awareness modules, and annual training on how to report incidents. IT and security personnel will continue to receive advanced training in certified programs provided by the SANS Institute and NCSC. Annual tabletop IRP exercise will involve the IRT and senior leadership to understand the degree to which the organization is prepared and how there are loopholes before a real incident occurs [15]. All the records of completion will be stored in a Learning Management System (LMS) to ensure that compliance assessments of NHS DSPT can be verified.
Conclusion
In this report, a research-backed data security and governance system at Health Plus Analytics has been compiled. It includes all the cyber threats that are experienced by healthcare technology companies in the UK. The framework considers ISO 27001:2022 and NIST CSF 2.0 as the primary standards and suits the requirements of the UK GDPR and NHS DSPT. Zero Trust Architecture, MFA, network segmentation, SIEM, and offline backup are all important technical controls that directly respond to the weaknesses that were exploited in the Change Healthcare and Synnovis attacks. The incident response plan has seven steps that provide a legal pathway to take between the identification of the problem and its resolution. Instead, the human aspect of the matter is in the spotlight of the training program, which remains the most widespread method of assaulting healthcare. The key to success in the long term is good commitment by the board, continuous monitoring and a safety awareness culture.
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