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Previous sessions...

>
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Understanding Information Security, Risks
involved, assessing, managing and monitoring
Risks, Cyber risk resilience

Purpose and role of Hackers, Penetration
Testing, Various Laws and Standards
Understanding Footprinting and
Reconnaissance Concepts, Methodology.
Using various Tools, Taking Countermeasures
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So far, we discussed about Information security, the threats
and attack vectors. In continuation to that, | hope you all
have understood the hacking concepts and the reasons to
stay ethical. Add more insight, we also discussed various
security laws and standards. To conclude, we covered
various “Risk” concepts like risk factors, cyber risk resilience
in the process of enhancing security.

In continuation, we discussed Footprinting concepts
focusing on different methodologies like Search Engines,
Google Hacking Techniques etc. giving a walkthrough on
Website Footprinting, Email Footprinting, Competitive
Intelligence, Network Footprinting etc.

During the tutorials, under isolated lab environment we
used different Footprinting tools to understand the
countermeasures and pen testing attacks.
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Scanning and Enumeration

> NetworkScannu.wg During this week, with applied knowledge and

> Tools and Techniques understanding on Foot printing your network, let us

> Banner Grabbing focus on Network Scanning, different tools and

> Scanning — Pen Testing methodologies used etc. We shall also understand

» Enumeration a the concept of Banner Grabbing and scanning
» Concepts Penetration testing. we shall move ahead focusing on
> Techniques enumeration concepts, its different tools and
> Countermeasures techniques etc

During the tutorials, under isolated lab environment
you will be using different tools to scan a network
and understand the outcomes.
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Scanning Networks

o Like, Reconnaissance is the method of collecting
information about a target system without alerting it,
also known as Footprinting, it is the first step in
any form of hacking.

o It will help in understanding the target system and
identify potential attack vectors & vulnerabilities

o Network scanning is the next process which helps in
identifying hosts, ports and services in the network.

o Network scanning could be done using a set of
procedures.

o It is one of the components of intelligence gathering
that can be used by attackers to gather information and
create a profile of their targets.

B & Prifysgol Cymru
% Y Drindod Dewi Sant

N9 University of Wales
" Trinity Saint David



7S @

Scanning Networks

o The main objectives of network scanning « wiib A
\ - A, =~
Sy 7 2 D

IN_ T

Find and Confirm
Information

(live hosts, its IP
Address and its
open ports)

Discover
>Vulnerabilities in
live hosts

Host Information

(its Operating
Systems & System
Architecture)

Deep-dive
(Its services)
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Scanning Networks — TCP Communication Flags

\ Earlier, we discussed about TCP Control Bits, As we know, TCP

segment information appears immediately after the IP header.
v'Data in the packet with this flag need to be processed immediately

. v'Acknowledges the receipt of a packet

\

Bit (0) Bit(15) Bit(16) Bit (31)

Source Port (16) Destination Port (16)
Sequence Number (32)
v'Sends all buffered data immediately
Acknowledgment Number (32)

v . Header Length] Reserved () Window (16)
Resets a connection (4)
[
g Urgent (16)
¥'Initiates a connection between hosts

v'No further transmissions

20 Bytes I
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Scanning Networks — TCP Communication Flags

. = -]

Send SYN 9 7
(SEQ=100 CTL=SY! __-_'———* SYN received
v'Data in the packet with this flag need to be processed immediately
o Send SYN, ACK

SYN, ACK received | """

(SEQ=300 ACK=101
CTL=SYN, ACK)
Established
‘ v Acknowledges the receipt of a packet (sEa=101 Ack=01 cTLACK &3 ® Attackers can also create
{ fragmented packets to bypass

security systems like firewalls, IDS/

= g -

”')
send PN @~ | e = Packet Crafting Tools like NetScan

‘ v'Sends all buffered data immediately

v'Resets a connection Tools Pro, OSTINATO, LANforge
Send ACK
[ AcK recstes | 1@ 5 FIRE etc can be used.
FIN received 4--——'—"__—-'0 SREEEIN .
v'Initiates a connection between hosts = Colasoft Packet Builder enables the

creation of custom network

SendAcic o ACK received
|\ packets to audit networks for

v'No further transmissions A sends ACK response to B various attacks
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Scanning Networks — IPv6

o Structure of IPv6 is comparatively sophisticated and secured with more levels of addressing
hierarchy.

o Focusing on Traditional network scanning Techniques for IPv6 networks brings in complex
situation due to its larger subnets.

o So, scanning IPv6 networks involve more techniques rather than using the traditional network
scanning tool, as most of the scanning tools do not support ping sweeps on IPv6 networks.

o Need to look into the network traffic, recorded logs, header lines etc to get information about
IPv6 addresses.

o However, if successfully scanned, the IPv6 networks gives more privileges. Eg: Compromising One
host in the subnet can help in probing all other hosts using “all hosts” and “link-local multicast
addresses”
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canning Networks: Tools

arting Nmap

Many tools are available e e

NMAP

® Purpose of Nmap is to

gather Network inventory,
managing service upgrade
schedules, monitoring
hosts, its service uptime
etc.

e Nmap can be also used to
get live host, its services
like  application  name,
version,  packet filters,
firewalls, operating

systems, its versions etc
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Completed
ad data fil
Nnap done:
STATE SERVICE VERSION

M soft IIS httpd 10.0

map
dpliciopiny OPTIONS TRACE GET HEAD POST

y risky metheds: TRACE
Mic of .a
ndows Ser

t Windows

t Windows

t Windows

t Windows
t Windows
t Windows
s elapsed (1 total ts) / HTTPAPT {: 2. DP/UPNP)
solution of 1 host. 1 2.8
n of 1 host. at @

ndows

@.1e.
le.10.
on 10.10.10.1 1
on 10.10.10 . _response: supported
8:11 (@:01 ) I signing: disabled (da s d
11 (0:00:43 ng) at: : SERVER e unknown>, NetBIOS MAC

elapsed I E , 0.00s elapsed
Initiating NSE at @8:12
elapsed ompleted at 08 0.00s elapsed
Initiating N
ompleted = 2, 0.00s
d data files
10165 n 5 r detection performed. Ple incorrect results at https://nmap.or:
4 filtered tcp ) Nmap done: 1 IP address (1 host i seconds
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hping3 --help
jsage: hping3 host [options]

. . -h --help show this help
Scanning Networks: Tools
-c --count packet count
-1 interval wait (uX for X microseconds, for example -i ul©e0)
--fast alias for -i uloee® (10 packets for second)
--faster alias for -i uleee (100 packets for second)
--flood sent packets as fast as possible. Don't show replies.
. -n  --numeric numeric output
Hp'ng3 -q --quiet quiet
-I --interface interface name (otherwise default routing interface)
-V --verbose verbose mode
-D --debug debugging info
9 - z --bind bind ctrl+z to (default to dst port)
e |t is a command line network s el koo
scanning and packet crafting tool --beep beep for every matching packet received
. Mode
focusing on TCP/IP protocol default mode TCP
-8 --rawi RAW IP mod
« It can be used for
e Auditing network security I -
ute -1
e Testing Firewall ,
e manual path MTU discovery
e Advanced traceroute, ; e MBS T
nsit from ip=78.144.1.48 name=ae
e Remote OS Fingerprinting S e e
) Remote uptlme guess[ng ; it from ip .118 name=UNKNOWN
L. ? nsit from i 142.106.211 name=te®
e TCP/IP stacks auditing etc
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i File Edit Accessibility View IPvE Help

Welcome Click here to Buy Now!
. Automated Tools
. Database Automatic Update Sources Popup Alerts T
Manual Tools (all)
. ping Scanner Jump To Automated
(T - [ANetwork Shares - M8 [ouplicate IP address with different MAC Address 140
o (7] sNMP Advanced/Arp Cache Report [Jouplicate MAC Address with different IP Address Lot Reports
= [“] ARP Scan (MAC Scan
DNS Tools A‘dvan:eﬁ =] (MAC Scan) [C]dd to Favarites
= Manual Undate
e B:tchQ 5 1P Address MAC Address Hostname Last Update Date/Time
00Is - uenes
) 172.17.226.155 00-15-5D-7D-7F-9B 2022-02-12 17:46:37.369
i & T 132.168.1.1 44-RD-BL-AS-04-36 2022-02-12 17:46:36.883
152.168.1.25 BE-5F-98-21-F3-AC 2022-02-12 17:46:37.037
DN Traffic Monitor 2 ? :
192.168.1.55  44-85-00-EF-30-BC 2022-02-12 17:46€137.238
B Datshass Conteol 192.168.220.254 00-50-56-EF-23-54 2022-02-12 17:46:36.705
) Edit Selected 224.0.0.22 01-00-5E-00-00-18 2022-02-12 17:46:36.051
Duplicate [P Scanner = =
n r 224.0.0.251 01-00-5E-00-00-F8 2022-02-12 17:46:36.203
Dol Seiered 224.0.0.252  01-00-SE-00-00-FC 2022-02-12 17:46:36.404
= 239.255.255.250 01-00-SE-7F-FF-FA 2022-02-12 17:46:36.551
Compact
Edit IP/MAC Address Entry X
Please enter ecit an IP address and MAC =
Address combination here,
et hel ] troubleshooti ==
MAC = Media Access Control (hardware address)
eips in rounbiesnooting,
] . . ] ] . IP Address: ex. a.b.c.d MAC Address: ex. J00-XX-XX-XX-XX-XX
diagnosing, monitoring, discovering el \
d 3 Hostname
evices ‘ UOW-08147762557 [et Hostame for 1P Address| Stop
o/t lists IPv4, IPv6 Addresses,
hostnames, domain names, email

addresses, urls.
e |/t does automatically or manually.

Favorite Tools

Active Discovery Tools

Passive Discovery Tools

DNS Tools

Packet Level Tools

External Tools

Application Info

% Prifysgol Cymru . |
| Y Drindod Dewi Sant Trawsnewid Addysg, Trawsnewid Bywydau

\ %N University of Wales Transforming Education, Transforming Lives
Trinity Saint David




Scanning Networks - Techniques

Open TCP Scanning TCP Connect/ Full
Open Scan

Methods

Xmas Scan

— Half-Open Scan

Stealth TCP Scanning |l
Methods

Inverse TCP Flag Scan o= FIN Scan

= ACK Flag Probe Scan NULL Scan

3" Party and Spoofed
TCP Scanning Methods

Scanning

s | DLE/IP ID Header Scan

UDP Scanning
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Scanning Networks — ICMP

o ICMP Scanning — To check for live systems

o ICMP Scan will send ICMP ECHO requests to a particular host.

o If the systemis LIVE, it will send back an ICMP ECHO reply
o Using an ICMP Scan, you may
v’ determine an active device.

v’ determine if Firewall is blocking ICMP
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Scanning Networks — Ping Sweep

o PING Sweep - To find live systems from a range of IP Addresses
o Ping Sweep will send ICMP ECHO requests to multiple host.
o If the systemis LIVE, it will send back an ICMP ECHO reply
o You need to determine the subnet mask to find out the number of hosts that are found

1S3N0D3Y OHD3 dINDI

A
in the subnet.
o Mostly, Ping Sweeps are done to create an inventory of live systems in the subnet. >
== a 7 ) &
o
@)
T
O
L
(a
=
1)
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Scanning Networks — TCP
Connect/ Full Open Scan

©)

Full Open Scan can detect when a port is

open after the three-way handshake

It establishes full connection and sends back

RST Packets to bring down

o Does not require super user privileges.

When a Port is closed?

SYN Packet + Por‘(n)

&’—\// RST

/o <

I —
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Scanning Networks — TCP
Connect/ Full Open Scan

W

/o

wn
=<
nmap -sT 192.168.0.1 3 |3 2
3
-
o
' N ;’
When a Port is closed? D -
S|l
SYN Packet + Por‘(n) V V¥ ¢
When a Port is Open? S
T
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Scanning Networks — Half
Open Scan

o Otherwise, Stealth Scan can reset the TCP
Connection between the client and the

server quickly before the three-way
handshake, resulting in a half open
connection.

o This technique is used to bypass firewall
rules, logging mechanism and hide under
network traffic.

SYN (Port 80)

When a Port is closed?
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The Attacker cendc a c<incle SYN packet to the

tarcet to anp nort

An oben port: cende the SYN/ACK nacket

The Attacker cend<c back RST nacket <tatino the

remote norticin ClOSFD <tate

The Tarcetce cendce the RST nacket to cloce the

initiation hefore a connection ic ectahliched

v

When a Port is Open?
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Scanning Networks — Inverse
TCP Flag Scan

o Attackers send TCP probe packets with a TCP Flag (FIN, URG, PSH) set or with no flags.
5 .

> No Response? > Portis Open Probe Pkt (FIN/URG/PSH/NULL)

» RST = Port is Closed }

No Response X

Probe Pkt (FIN/JURG/PSH/NULL)
When a Port is closed? }

When a Port is Open?

< RST/ ACK
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Scanning Networks — Xmas Scan

o Attackers send TCP frame to a remote device with (FIN, URG, PSH) set.
o Note: FIN scan works only with RFC 793-based TCP/IP implementation OS.

FIN + URG + PSH

>

When a Port is Open? w No Response

&>

When a Port is closed? FIN + URG + PSH

»

4 RST/ ACK
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® /home/kali
10.10.10.11

Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-13 02:17 EST

Scanning Networks — ACK Flag Probe Scan i pelie i o e e e O

Initiating ACK Scan at 02:17

Scanning 10.10.10.11 [1000 ports]

Completed ACK Scan at 02:17, 0.04s elapsed (1000 total ports)
Nmap scan report for 10.10.10.11

o Attackers send TCP probe pkts to remote devices with ACK Flag set. Host is up (0.00000405 latency).

All 1000 scanned ports on 10.10.10.11 are in ignored states.
Not shown: 1000 unfiltered tcp ports (reset)

o Analyse the header information like TTL, Window Field of received RST |

Nmap done: 1 IP address (1 host up) scanned in 1.22 seconds

packets to find out the open/closed ports e el e e

ACK Probe Pkts

4
Stateful Firewall
}‘ XNO Response

No Firewall ACK Probe Pkts

<

‘ RST/ ACK

-l peres 20

I IR porEs s
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Scanning Networks — IDLE/ IPID Header Scan

o Itisa TCP port scan. However, it uses a spoofed source address to the target to find out the available services.

o Itisacomplete blind scanning of a target.

Victim
SYN + ACK PKT Q

4

TARGET

ﬁ SYN PKT to port 80 with victims IP as source
RST IPID 12345 —= L.J° >

RST IPID 12346 SYN + ACK PKT
SYN + ACK PKT

*ST IPID 12347

v

If the port is closed, Target will send an RST instead of SYN + ACK,
which will not trigger the Victim to send an RST and hence when
the attacker is again sending an SYN+ACK, the IPID would be 12346
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Scanning Networks — UDP Scan

@ /home/kali
10.10.10.10
0 For UDP’ there iS no 3—Way Handshake. That means, the St;t‘ting Nmap 7.92 ( https://nmap.org ) at 2022-02-13 @3:35 EST
) . Initiating ARP Ping Scan at 03:35
system won’t respond with a message to tell the port status. EHIEEICECRCRCRCRER T3
Completed ARP Ping Scan at ©3:35, 0.05s elapsed (1 total hosts)

i i i Initiating Parallel DNS resolution of 1 host. at ©03:35
O If a UDP paCket Is sent to a port that 15 Closed’ the SVStem WI" Completed Parallel DNS resolution of 1 host. at ©3:35, 0.00s elapsed

respond with ICMP port unreachable message Initiating UDP Scan at 03:35
Scanning 10.10.10.10 [1000 ports]

HP H : : Discovered open port 137/udp on 10.10.10.10
o Genera”y' ma||C|OUS appllcatlons’ TrOJan horses’ Spywares Completed UDP Scan at ©3:35, 7.30s elapsed (1000 total ports)

use UDP Ports. Nmap scan report for 10.10.10.10
Host is up (0.00039s latency).
Is Port 1572 Open for UDP? Not shown: 999 open|filtered udp ports (no-response)

PORT STATE SERVICE
137/udp open netbios-ns
MAC Address: 00:0C:29:75:0F:C6 (VMware)

> —

Q No Response: Port is Open
o

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 7.47 seconds
Raw packets sent: 2034 (94.116KB) | Rcvd: 10 (1.693KB)

{ ICMP unreachable message
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Scanning Networks — SSDP/ List Scan

o SSDP: Simple Service Discovery Protocol working with Universal Plug and Play to detect devices.
o This helps the attackers to launch Buffer Overflow or DoS attacks
o Metasploits, or UPnP SSDP M-Search info discovery tool could be used to check the UPnP vulnerability.

o List scan generates and prints the IP address and names without pinging them. A reverse DNS resolution could be
carried out to identify the host names.

® /home/kali
10.10.10.10
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-13 03:49 EST
Initiating Parallel DNS resolution of 1 host. at ©3:49
Completed Parallel DNS resolution of 1 host. at ©03:49, 0.00s elapsed
Nmap scan report for 10.10.10.10
Nmap done: 1 IP address (© hosts up) scanned in 0.00 seconds
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) ) SYN/FIN Small IP Fragments + Port (n)
Scanning Networks — Firewalls!!! >

o In many cases, placing a Firewall/ IDS, IPS Systems may protect
the network from scanning networks. However, there are various
methods to overcome Firewalls and other protection
mechanisms. ; : e L S

{ RST/ ACK

canning.

o One way, is to fragment (divide into small packets) the probe be=
paCketS Ci ol 2 -I .B@s elapsed

.B@s elapsed

o TCP Header may be split into many small packets in order to avoid
packet filtering mechanisms placed in the network.

.on, u]ap;nd

o Source Routing is another way, where the attacker decides on the
route (specified route) to ignore the IDS/IPS/Firewalls.

; B8.03s elapsed

@ D - - o
Initiati é P42
Scanning n 10.10.10.16
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Scanning Networks — Firewalls!

/home/kali
RND:10 10.10.10.16
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-14 04:33 EST

o In many cases, placing a Firewall/ IDS, |t e L

Host is up (0.0022s latency).
IPS Systems may protect the network Hot chown: 992 filtered tcp ports (no-respanze)
from scanning networks. However, there 80/tcp open http
. 35/tcp open msrpc
are various methods to overcome |y TSNS HENHSHE.
. . 445/t n micr ft-d
Firewalls and  other  protection |ESIV et
. 2103/tcp open zephyr-clt
meChanlsms. 2105/tcp open eklogin
2107/tcp open msmg-mgmt
MAC Address: ©0:0C:29:1D:CQ:EF (VMware)

o Generate/ Manually assign an IP address
to bypass the firewall. This is known as IP
Address decoy. ® ot

10.10.10.1,10.10.10.3 10.10.10.16
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-14 04:37 EST

o Change the source IP Address to make it SR LIECEIIEY

Host is up (0.00078s latency).

IOOk ||ke an attack from a d|fferent Not shown: 992 filtered tcp ports (no-response)
PORT STATE SERVICE

source. This could bypass firewalls as 3-  EYSTIEEEEINIES e
. .. 135/tcp open msrpc
way handshake is not complete. This is /P  FE At ER e EEEEn i
. 445/tcp open microsoft-ds - »
Address Spoofing 1801/tcp open msmq
2103/tcp open zephyr-clt
2105/tcp open eklogin
2107/tcp open msmg-mgmt
MAC Address: 00:0C:29:1D:C@:EF (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.16 seconds

Nmap done: 1 IP address (1 host up) scanned in 4.79 seconds
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Scanning Networks — Security Perspective

As a security professional, there is always ways to analyse the packets to identify these scans

* Send a packet to the host. You will get a reply. Look at the TTL with the initial packet received. If the TTL is not same, it is
a spoofed packet.

* Send probe to the suspected host. Compare the IPID in its reply. If IPID value is not any nearest value to the packet
examining, it is a spoofed traffic.

Target 10.0.0.25

Sending pkt using 10.0.0.5 [eee |
oI
W » == >
o TTL 13 02
IPID 2525 %p\<“ )&

Victim 10.0.0.5  gend\™=-

[
f IP 1D 4532
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Scanning Networks — Security Perspective

As a security professional, there is always ways to analyse the packets to identify these scans

* If an attacker is sending a spoofed TCP packet, he/she will not receive the SYN-ACK. (as it is spoofed with a different ip
address and the SYN-ACK will reach the original spoofed address). This will limit the attackers from receiving any
updates. If the received traffic continues even after a window size exhaustion, the packets are spoofed.

Target 10.0.0.25
Sending SYN pkt using 10.0.0.5 X
I
&/\j > . ——
P TTL 13
IPID 2525
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Scanning Networks - Countermeasures

o Information is Wealth: Restrict sensitive information from public access
o Firewalls: Always make sure firewalls/ IDS/ IPS are configured to identify and block probes. Use multiple firewalls.

o Self-Test: Try to do TCP and UDP scan along with ICMP probes against your networks IP address to check the status of
your network

o Configurations & Updates: Have a look at routers and firewall configurations, firmware updates
o Anti-Spoofing: Make sure, anti-scanning & anti-spoofing rules are effective
o Block: Block unused ports

o Filter: Filter all inbound and outbound ICMP messages. Use routers and firewalls to filter incoming packets and outgoing
packets.

o Encrypt all the traffic: Use Ipsec, TLS, SSH, HTTPS etc

o IP-based authentication: It is not reliable. Use random initial sequence number to prevent IP Spoofing attacks based on
seq. number spoofing.
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Scanning Networks Proxys

An intermediary device helping in connecting with devices is a proxy server. Proxys help in hiding the actual source of scan
and bypass security restrictions.

A Request is made for a resource via a Proxy Client

The Proxy Client connects to a Proxy server and passes the request

The Proxy server removes the user id’s and passes it to the next proxy server.
The process continues until the request reaches the resource.

From the source to the destination, the traffic is encrypted. It is decrypted when it reaches the destination.

O O O O O

o Tools like Proxy Switcher is used to browse internet without disclosing the IP address.

CyberGhost VPN: Online Privacy, Anonymous Browsing, Access/Block censored contents etc
o Tor, Burpsite, Proxifier etc...

O

Any Proxy’s you know? List out....
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o On discussing about scanning the
target for concrete information which
would be very helpful in identifying
their vulnerabilities, details on Open
Ports, Applications etc is good to
know. Adding to those information,
finding out the running operating
system adds more value to the
gathered information.

Active
Passive

o Determining/ ldentifying the target’s
Operating System is Banner Grabbing.

Scanning Networks — Banner Grabbing
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Scanning Networks — Banner Grabbing

Countermeasures:
o Set False banners.
o Turn off Services that are not used/required

o Hide file extensions.
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Scanning Networks —

Map the Infrastructure

o Logical/ Physical path.

o Intranet
o DMZ
o Intranet
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Scanning Networks — Security Perspective!!!

As a Security Professional, look at your Network’s security.

O Look for o Acton
v’ Live systems v’ Close all the unused ports
v Open Ports v’ Disable Services that are not used
v’ Services Running v" Hide Banners
v’ System Banners v’ Fix configuration errors
v Etc.... v" Check Firewall rules.
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Scanning Networks — Steps

~N
¢ |dentify Host
e Nmap, IP Scanner, NetScanTools etc
J
* Scan for open ports h
¢ Bypass Security Infrastructure
* Packet Fragmentation, IP address spoofing etc )
~N
¢ Banner Grabbing
e Craft packets and capture the response
J

* Map the Target Network
e Mapper, OpManager, NetBrain etc
¢ Record/ Document the information
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Enumeration

o Like, Reconnaissance is the method of collecting
information about a target system without alerting it,
also known as Footprinting, it is the first step in
any form of hacking that helps in understanding the
target system and identify potential attack vectors &
vulnerabilities followed by network scanning to
identify hosts, ports and services in the network.

o Enumeration is when you try and connect to the
system and do deliberate actions to gather more
information.

O OHI!!I NO----- NOT AGAIN!!!I How many stages are
there to collect information?

O Are you really tried? Are you in a hwrry? Then this is
not your
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Enumeration

o The main objectives of Enumeration

v’ Use the earlier gathered information to look out the weak points to initiate system attack and gain access on the target
system

Further get more information, but this time from an intranet environment.
v Network Resources

v’ Shared Folders

v’ Routing Information

v’ System/ Security Settings

v Names, Users, Groups

v’ Applications

v SNMP, FQDN Information etc
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Enumeration

o NetBIOS
o What itis?
o Used to identify the network devices
o Uses TCP/IP

\
e

o Enumerate NetBIOS information to
o List the computers of the domain.
o List the shares on the hosts

o Look for Policies and Passwords
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S Communication using NetBIOS Name |
(= 1]

NetBIOS Name:

16 Digits

15 Digits — Device Name

1 Last Digit — Service/ Name Record Type
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Enumeration

o NetBIOS
o What itis?
o Used to identify the network devices
o Uses TCP/IP

&Z NetBIOS Name:
A 16 Digits
15 Digits — Device Name
1 Last Digit — Service/ Name Record Type

o Enumerate NetBIOS information to
o List the computers of the domain.
o List the shares on the hosts

o Look for Policies and Passwords
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Name NetBIOS Code Type Information
<host name>  <00> UNIQUE Hostname
<domain> <00> GROUP  Domain Name
<host name> <03> UNIQUE Messenger Service for the computer
<user name>  <03> UNIQUE Messenger Service for the user
logged in
<host name>  <20> UNIQUE Server services running
<domain> <1D> GROUP  Master Browser name for the
subnet
<domain> <1B> UNIQUE Domain Master browser name:

identifies the primary domain
controller (PDC) for that domain
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Enumeration p—

SNMP Manager
o SNMP Get Reguest> EI
o SNMP has Manager (NMS) and Agent (Each Network Device) gi E %
o SNMP Manager uses 2 passwords to access and configure its Agents. UDP Port 161 ReSPO”S‘E/N/_
o Read Community String: Public. View device Configuration =
o Read/Write community String: Private. Edit Configuration
o Enumerating user accounts and devices on a Target System SNMP Agents

o Gathers default community strings information and gets details like hosts, intermediate devices, shares,
routing tables, ARP tables, network traffic etc.

o Community Strings are stored in MIB (Management Information Base) which needs to be matched. If not, an error
message will be sent to the pre-configured SNMP Manager.

o MIB is a virtual database with information related to network objects (Scalar Objects — define a single object
instance; Tabular Objects — Multiple related object instances are grouped) managed used SNMP

o MIB database is hierarchical, and they are addressed using Object Identifiers (OIDs). OIDs includes counter,
string, address, access levels (not accessible, read-only, read-write), size restrictions, range information etc.

o SNMP uses the MIB’s hierarchical namespace containing Object Identifies (OIDs) to translate the OID
numbers into a human-readable display.
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Enumeration

o LDAP

o AD LDS is a hierarchical file-based directory store with directory information source and the
service that makes the information available and usable

Manageability

Security
Interoperability * Address Book

* QoS Policy
» Security Policy

@ » Queries LDAP services and gets information like usernames, department details, address etc.

Y/ o

» Tools like LDAP Admi Tools, LDAP Search, Active Directory Explorer could be used to
enumerated LDAP.
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o Network Time Protocol (NTP) is used to synchronize a set of network clocks in a distributed client/server architecture.

o NTP is a UDP-based protocol that connects with servers on port 123. The client source port is dynamic. The Time zone in
Cisco devices is UTC
o NTP is based on a hierarchical concept of communication.
o At the top of the hierarchy are authoritative devices that operate as an NTP server with an atomic clock.
o The NTP client queries the NTP server for its time and then updates its time based on the response.

o The NTP synchronization process is not fast, gaining an accuracy of tens of milliseconds requires hours or days of
comparisons.

» Attacker targets NTP server to look for the connected hosts to it, IP Addresses, System Names and
Operating Systemes.

» Internal IP Address can also be obtained if NTP Server is located in DMZ
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Enumeration
o SMTP

o Simple Mail Transfer Protocol (SMTP) is used to send emails.

o SMTP has commands to validate users (vrfy), give actual deliver address and mailing lists (expn) and give the receivers
details (rcpt to).

o The response to valid users and invalid users defers in SMTP servers.

» Attacker uses telnet connection to get the list of valid users from an SMTP Server

W
I

(0.2 queries / sec)

/home/ethical
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Enumeration
DNS

o Enumerating DNS is a process of finding out the DNS Server of the target.

o Enumerating DNS can give an attacker information like DNS Server Names, usernames, IP Address, Host name, machine
names etc.

o DNS Zone Transfer enumeration is used to get a copy of entire zone file for the domain from DNS Server
IPsec
o A scan for ISAKMP in UDP port (???) can indicate the presence of a VPN Gateway.

o Using various available tools, attackers can get information like encrypting & hashing algorithms, authentication type, SA life
duration etc.

VolP
o VolP (SIP) uses UDP/TCP ports (??7?).

o Using various available tools, attackers can get information like VolP gateway/servers, IP-PBX Systems, client softwares/ VolP
Phones, user-extensions etc.

o Later, these information may be used to attack the target.
RPC

o By enumerating RPC endpoints, attackers gather information on vulnerable services on the ports.
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Enumeration - Countermeasures
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Enumeration - Countermeasures
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Enumeration — Steps

e |dentify Network Range, Calculate Subnet Mask, Discover Host, Scan the Ports
e Whois Lookup, Nmap etc

e Start with NetBIOS Enumeration, SNMP Enumeration, LDAP Enumeration, NTP
Enumeration, SMTP Enumeration, DNS Enumeration, Ipsec, VolP, RPC

e Document all the findings
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Module Feedback VM Download

[=]

\W\192.168.135.200\ACCB6000S
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Any Questions?

References

. EC-Council CEH

= Cisco Networking Academy

= Tevel Cyber Corps

. Certified Ethical Hacker (CEH) Version 10 Cert Guide, 3rd edition
. Wikipedia

= Other website sources given in this presentation

* The intension of usage is for Educational Purpose Only
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