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Abstract
The reason for this report is to demonstrate to the construction company Che-si their flaws in their current policy in terms of cyber security and the risks that come with allowing users to access their network from anywhere on any device. I research current methods used and the importance of them. I then explain and demonstrate how their network is vulnerable to attacks and then recommend mitigation methods.
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1. Introduction
Cybersecurity is already important but it is getting increasingly important as technology advances such as internet of thing (IoT) and more information is online. There are three things that are available to attackers because attackers don’t just want cash there is Personally Identifiable Information such as your name, date of birth, credit card numbers etc. there’s Protected Health Information like your medical records and there is Personal Security Information which is usernames and passwords. There are many threats to a network and attacks that can happen there are less technical ones such as social engineering but there are also more advanced attacks such as malware attacks. First of all I will be reviewing literature by looking into what types of devices will be used in order for the staff members, clients and vendors to access the network from any locations, I will then describe the threats and different attacks that are possible by because of the current policy. After that I will explain vulnerabilities and then demonstrate a possible attack using Cisco packet tracer. Once I have explained the vulnerabilities I will recommend ways to lower the risk of attacks.
2. Related work
According to a Cisco survey in 2012 [1] companies all across the world are supporting the use of a personal device with 89% of IT leaders supporting the use of personal devices for business purposes, the top reason for employees using their own devices is to have the ability to work from anywhere not just the office. This can be a problem though as Purple WiFi [2] surveyed people and asked them if they used public Wi-Fi and 72% of the 2450 said that they do use Wi-Fi in public areas out of the people who said they use public Wi-Fi 27% said that they use it for work purposes, and only 6% of the people said they don’t access the Wi-Fi because of security reasons proving that there is a lack of knowledge on network security and this is just one way to compromise a networks security. Some other areas of threat could be packet sniffing tools which monitors information coming across a network as stated in Packet Sniffing: Network Wiretapping [3] packet sniffing tools can be used for analysing network performance, logging network traffic and more but what this article doesn’t state is that there are many ways attackers can use these tools to retrieve sensitive data such as login credentials. Another attack could be a form of social engineering that relies on people trusting someone and handing over information as explained in Social engineering attack examples, templates and scenarios [4] where the attacker would have a target, a way of social engineering whether it be email, phone call etc. and finally a reason for the attack that could be financial gain or service disruption. An example of an attack as stated in the Journal of Network and Computer Applications [5] could be a DDos which stand for distributed denial-of-service which is an attack that attempts to shut down a network by flooding it with internet traffic. As explained in A Low-Cost Distributed Denial-of-Service Attack Architecture [6] in order to commit a DDos attack an attacker must use botnet but this can be an expensive prosses therefore this paper tries to eliminate the direct use of botnet.
There are many disadvantage of using a personal device for both the company and those who access to the company’s network [7]. Some of the risks of bring your own device (BYOD) as stated in the Journal of Economic and Financial Sciences [8] are malware which could allow attackers to access the organisations computer as malware can be difficult to detect and can be hidden in many software applications. The solutions and demonstrations shown on ways to protect your network using various methods [9] such as a VPN network and as explained by James Longworth [10] the rise in BYOD is complemented well by the rise of VPN.
The University of Exeter has a Bring Your Own Device Policy [11] with many good measures to keep data safe including the need to encrypt important documents, although the password policy isn’t great as there is no in depth policy in place for passwords. Another good remote access policy is the Marion military [12] where they state the remote access must be encrypted with a VPN as an example. I believe that both of these polices are not strict enough with passwords as Orange cyberdefence [13] explain it is important to stop reusing passwords as it in effect allows hackers to not only access one account but multiple if someone uses the same password for everything.
3. Threats and vulnerabilities
Allowing staff members, clients and vendors to access the network from anywhere on any device makes many different types of attacks possible one of these may be social engineering[14], there are different types of social engineering that can be dangerous while allowing remote access to the network. One type could be shoulder surfing which is when an attacker simply looks at the device and notes down any passwords, usernames, etc. in order to be able to easily log into the network and now they have access to the same data as the person whose details they stole which could be staff or even clients details. Another attack made possible because of the policy allowing users to communicate from anywhere is the man-in-the-middle attack [15] and this is made easier if the user is using a public Wi-Fi as the Wi-Fi might be using WEP or WPA instead of the more secure WPA2, this can be a threat while using email as the attacker can eavesdrop on the conversation and use that information at a later date to impersonate one of the users to get confidential information or a form of phishing to get the user to open an attachment that contains are form of malware.
Another type of attack is sniffing although sniffing can be used by IT professionals to do things like troubleshoot performance problems it can also be used by an attacker and this is when a sniffer becomes dangerous which is when an attacker examines the traffic that passes through a network whether they are supposed to see it or not this is made easier for the attacker when the user uses a public Wi-Fi although it is possible without the target using a public Wi-Fi. I will demonstrate a sniffing attack by using Cisco Packet Tracer, and setting up two different networks, one home network and an office network. The home network will have a PC with remote access to the office router using telnet, while using the sniffer you can see each packet in plain-text including usernames and passwords. There are many different packet analysing tools one of the more popular ones is Wireshark [16] which is a free software that can capture and analyse data. It is not just telnet that is vulnerable some of the other protocols that can be sniffed are HTTP and FTP [17], this can be very dangerous to the company because if an attacker successfully captures for example the username and password of a user with access to change files, the attacker can view the files that contain confidential data or even erase file from the system completely. 
As you can see in Figure 1 which is what the captured packet looks like, there is a lot of information available
. [image: ]  Figure1: Information given by packet sniffer 

Once the user accesses the telnet you must type a username and password as displayed in Figure2 in this case the username is cisco and the password is pw123. 
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Figure2: Command centre to access telnet


As soon as the user accesses the router using telnet the sniffing tool can see each key used so it is easy to follow the keys used in order to find the username and password as displayed in Figure 3 I have put the first eleven packets that were captured and displayed the telnet data captured and it is clear to see the username and the password. 
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Figure3: First eleven packets captures 

Figure4 is showing that the attacker can also see the source and destination IP address so they know what devices they have access to. 
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[bookmark: _Hlk60733599]Figure4: Source and destination IP address

           
4. Mitigation 
Policies and training are extremely important in this case because of attacks like social engineering where the employee doesn’t have the knowledge to stop these somewhat easy to defend attacks research by Grayson Kemper [18] proves that there is a gap in knowledge of employees when it comes to cybersecurity as he found 48% of employees don’t know if their company has a cybersecurity policy therefore almost half of employees are not sticking to policies. Another way to lower the risk of hackers accessing and changing files would be to change permissions for different users, for example don’t give clients and vendors write and modify files and don’t give permission to them to view all files only the one relevant to them. To help prevent the man-in-the-middle attack could be solved again by training staff and implementing policies because the risk of this attack can be lowered by only visiting HTTPS websites as these encrypt data whereas HTTP does not as explained here [19], this will also help prevent sniffing attacks. Also making staff aware of phishing attacks in order to protect themselves and the company’s data. One solution to the sniffer attack would be instead of using telnet to access and manage devices remotely would be to use SSH (Secure Shell) because telnet uses simple plain text whereas SSH uses an encryption format to send data as demonstrated in ‘computer networks’ [20]. 
Data encryption is where data changes into an unreadable format that can only be decrypted by using the correct key. Data encryption comes in two types and as explained by Eiichiro Fujisaki and Tatsuaki Okamoto [21], one type is symmetric algorithms which is a simpler method as it uses one shared key to encrypt and decrypt data. The disadvantage of this method is that you have to get the key to the people who you are communicating with and if the wrong person get the key they can then decrypt data using that key. The other type is asymmetric algorithms, this type of algorithm uses two keys which are not shared a private key and a public key, one for encryption which can be done by anyone with the public key and one for decryption which can only be done by the private key of the receiver therefore the data is secure until it reaches the receiver. The problem with this method is that anyone can use the public key therefore someone can send data using the public key and pretend to be someone else, this is where digital signatures come into play.
Digital signatures can be used to ensure authentication by giving the receiver a reason to trust the message and believe it was sent by the claimed sender. It also can ensure integrity because it shows that the message has not been changed while in transit. Digital signatures are legal in many countries including USA, UK and Australia [22] meaning they have the same legal importance as a hand signed document. The way digital signatures work is by using asymmetric encryption. Firstly the sender uses a hash algorithm to create a message digest and then encrypts the digest using the private key, creating the digital signature. The sender will then send both the digital signature and the message to the receiver where they will decrypt the signature to get a message digest, the receiver will use a hash algorithm on the message to produce a message digest and if the two message digests are the same the receiver will know that the message has come from the sender and not been tampered with. This can be used while sending a document to a customer who has placed an order, therefore you might have a price on the document and also maybe financial details but if a hacker gets a hold of this they could read the information and alter the details which could result in the loss of money and data. Refer to annexure for my recommendations for the new policy.
5. Conclusion
Cyber security is more important now than ever before with more data being used and shared online and across multiple networks. With technology becoming more advanced protecting data is becoming more difficult as attackers tool kits grow, as I have spoken about in this report there are multiple vulnerability’s while using remote access to a network but there are also many ways to mitigate and lower the risk of attacks.
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Annexure 
Recommendations for a New policy
I would recommend that you have at least once a year you train your staff on the dangers of social engineering and how to stay safe while using a personal device because as I have found there is a gap in knowledge when it comes to cybersecurity. I also suggest that while allowing staff to have access to the network ensure that telnet is not used but instead use ssh while accessing the network remotely. Implementing the use of digital signatures while sending confidential or sensitive documents  to ensure privacy and integrity is another important policy to implement. Also using both symmetric and asymmetric encryption where necessary to keep confidential documents safe while in transit. Ensuring staff give the correct permissions on files is very important making sure only the correct people have permission to modify files.
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