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S udiliEn i 1822 - 2022 In continuation to our earlier lectures, where we discussed

about various Digital Forensics aspects, today, lets discuss

Understand Anti-Forensics Techniques about “Anti-forensics techniques”.

Data Deletion and Recycle Bin Forensics o ,
They are used by cyber-criminals to complicate or prevent

File Carving .. . .

. proper forensics investigation. Cyber-criminals employ these
Password Cracking techniques to make evidence collection extremely difficult
Detecting Steganography and to compromise the accuracy of a forensics report.
Artifact Wiping Techniques
Countermeasures Let's discuss and try to understand what AFT is? Its Goals,
Techniques and concepts around this.

Lab/ Tutorials
» Handson Activity 4
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Anti Forensics

» Anti-forensics, also known as counter forensics,

> It is a set of techniques that attackers or perpetrators use to sidetrack the
forensic investigation process

(try to make the investigations much harder).

» It will negatively affect the quantity and quality of evidence from a crime
scene.

(making the forensic investigation process difficult).

» As an investigator, you might have to perform additional steps to fetch the
data.

(leading to a delay in the investigation process).
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Anti Forensics

» Interrupt and prevent information collection
» Make the investigator’s task of finding evidence difficult
» Hide traces of crime or illegal activity
» Compromise the accuracy of a forensics report or testimony
» Delete evidence that an anti-forensics tool has been run
Techniques
Data/File Deletion
Password Protection

> Artifact Wiping
>

» Steganography

>

>

Overwriting Data/Metadata
Encryption

Program Packers
Minimizing Footprint

Data Hiding in File System Structures
Trail Obfuscation

YV VYV YVYY
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Anti Forensics — Deletion

Deleting files/data is a common anti-forensics technique used by attackers.
» What happens when a file is deleted from the hard drive?

» How will you try to recover the deleted data?

» What tools will you use?

Discuss with your group and share your thoughts!!!
Duration: 5 Mins Discussion — 5 Mins Presentation
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Anti Forensics — Deletion

ESh!
Rings a bell? What is it?

SBitMap
Rings a bell? What is it?

Recycle Bin
What is it? — Storage Location — Maximum Limit — How it restores?
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A nti FO re n S i CS - D e | et i O n Directory of C:\$Recycle.bin\5-1-12-1-6733117686-12

07/12/2023 06:20  <DIR> .
. . . . 07/12/2023 06:20  <DIR> ..
14/11/2023  6:55 270 $IOEBOXE.1c
» INFO2 is the master database file and is very crucial for [ e e
07/12/2023 ©6:20 182 $I1XPG46.docx
the recove ry Of data 14/11/2023 @7:04 376 $I21Y0B4.1ck
. /11/2023  @6:55 256 $I3KMVD9.1lck
/11/2023 a?;z 233 $IAP249Y
. . . . . /11/2023 @6:57 236 $IBEHK49
» It contains various details of deleted files such as their [z B
. e f . e f . . f /11/2023 14:34 260 $ILOCES1.pdf
original file name, original file size, date and time of [EEEs 23 $uw1ss. ok
f12/ 3 0! b6 FIUA -p
. . . . . . /11/2023 ©7:03 374 $IUQGACS.1ck
deletion, unique identifying number, and the drive g Sl
/11/2023 @7:05 374 $IY91PGO.1ck
1 1 1 /11/2023 96:55 DIR ROEBOXE . 1c
number in which the file was stored. e B2 o= T
6/11/2023 17:57 3,332 $R1XPGA46.docx
C:\Windows\system32>dir /fa /p %systemdriveX\$Recycl /11/2023 @7:84  <DIR> il L
. . . . /11/2023 06:55  <DIR> $R3KMVDY . 1ck
Volume in drive C is Local Disk /11/2823 07:05  <DIR> $RAP249Y
Volume Serial Number is GE67-EEA4 /11/2023 ©6:57  <DIR> $RBEHK49
Press any key to continue . . .
] ] 3 21:30  <DIR> $RC2FUCT. 1ck
Directory of C:\$}Recycle.bin /11/2023 87:04  <DIR> $RF27WHD. Lck
06:03 ,770 $RLOCES1.pdf
. _ /89/2023 15.49 ,432 $Rr-1r-121;a.§n<
125 <DIR> . /11/2023 06:08 ,726 $RUACFEC.pdf
L <DIR> . [11/2023 @783 <DIR> $RUQGBCS . 1ck
) — . /11/2023 20:07 30,516 $RXGELTH.PNG
'2? {D:H} /11/2023 ©7:04  <DIR> JO$RV91PGa.lc<
125 <DIR>» /89/2023 13:10 129 desktop.ini
B File(s) 21 File(s) 778,001 bytes
a Dil‘"l!JEN-"') 12 Dir(s) 9,315,942,480 bytes free
% &
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Anti Forensics — Deletion

Recycle Bin Forensics

» The original files pertaining to the Sl files are not visible in the Recycle Bin
folder when Sl file is corrupted or damaged

(The attacker/insider deletes Sl files from the Recycle Bin)

» Check for the SR files in the Recycle Bin directory

(to counter the anti-forensic technique used by the attacker)

> If the metadata files related to the original files are not present in the folder,
» Recover the deleted files from Recycle Bin for further analysis.



Anti Forensics — Deletion

Deleting files/data is a common anti-forensics technique used by attackers.

» During your investigation, the file system metadata is not present. What will
you do? Or How will you proceed further?

Discuss with your group and share your thoughts!!!
Duration: 5 Mins Discussion —5 Mins Presentation

File carving refers to a technique that is used to recover deleted/lost
files and fragments of files from the hard disk when file system
metadata is missing.
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Anti Forensics — Deletion

File Carving Techniques

>

>

A\

)

W& University of Wal
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helps to extract data from a storage medium without any support from
the file system used in the creation of the file.

Understand — Unallocated Space
Observe — Characteristics of file headers and footer
identify the files using file header and footer (the first and last few bytes)

ldentify — the elements Tools such as 010 Editor, CI Hex Viewer,

> Fragments of data present Hexinator, Hex Editor Neo, Qiew, WinHex, etc.

» Deletion Technique used ‘ File carving does not require file system structure to recover
data from the disk whereas file recovery requires knowledge
of the file system structure to recover deleted data.

» Type of Storage
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Anti Forensics — Deletion

File Carving — Windows SSD/HDD File

» The recovery of deleted files in SSD becomes difficult as TRIM is
enabled by default (mostly not possible)

{1

& Data Sources

. =~ 2 ssd.dd
> With Autopsy, the file names are listed but the deleted data cannot =~ |y sorphanFies )
be recovered @l sExtend (9)
i +4lJ) SRECYCLE.BIN (5)
» Check status of the SSD’s TRIM feature K sunaloc 2
> In TRIM disabled SSD’s, you can perform file carving to recover lost |~ ::f;{i?
data from the drive | system volume tnfor
Discuss with your group about TRIM Feature and share your _ , ,.—2

thoughts!!! — Recommendations on Disabling and Enabling & ¢ rietyes

TRIM Feature. What it is? & x :ele;:gimm
Duration: 5 Mins Discussion — 5 Mins Presentation ey |ae
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Anti Forensics — Passwords

This attack is applicable in two situations:

» Cleartext Passwords o , ,
» In cryptanalysis (it helps find out the decryption key

»> Obfuscated passwords for obtaining the plaintext from the ciphertext)

» Password hashes > In computer security, (it helps avoid authentication
and access to a computer by guessing passwords)

Dictionary Attacks

Methods to improve the success of a dictionary attack:

» Using a greater number of dictionaries, (technical
dictionaries and foreign dictionaries etc)

» Using string manipulation
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Anti Forensics — Passwords  This attack

» Cleartext Passwords » involves testing all possible keys to recover the plaintext, which

is the base for producing a particular ciphertext.

» Obfuscated passwords .
» Brute-force attacks need more processing power compared to

» Password hashes other attacks. The detection of keys or plaintext at a rapid pace
in a brute-force attack results in breaking of the cipher.

Brute Force Attaclks

Some considerations for brute-force attack are as follows:
» Itis a time-consuming process

» It can eventually trace all passwords

» An attack against Networking Technology (NT) hash is much harder against LAN Manager (LM) hash
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Anti Forensics — Passwords  This attack

> Cleartext Passwords » Is possible with some credible information about the password

> Obfuscated passwords » Eg: Password Rule, Algorithms, Strings, Characters etc

» Password hashes

Rule Based Attack

» This technique involves brute-force, dictionary, and syllable attacks

» The attackers may use multiple dictionaries, brute-force techniques, or simply try to guess the
password.
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Anti Forensics — Passwords

BIOS Passwords
» A BIOS password protects the computer system from unauthorized access.
» In the BIOS setup, there are three types of passwords

» System Password

» Admin Password

» HDD Password

Bypassing BIOS password can unlock System and Admin password but not the HDD
password

Using a manufacturers’ backdoor password to access the BIOS password

>

>

» Using password cracking software

» Resetting the CMOS using the jumpers or solder beads
>

Removing the CMOS battery for at least 10 minutes
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Anti Forensics — Steganography

XY B |
.Data (to hide). Embed.dmg Stego Object
° ° Function
0°0
Medium/ Message Message

» Steganography refers to the art of hiding data “behind” other data without the target’s
knowledge

» It replaces bits of unused data in usual files such as graphic, sound, text, audio, video, etc.

with some other surreptitious bits. The hidden data can be plaintext or cipher text, or it can
be an image.

A\

Utilizing a graphic image as a cover is the most popular method to conceal data in files.

>

Prifysgol Cymru
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Anti Forensics — Steganography

XY B |
.Data (to hide). Embed.dmg Stego Object
° ° Function
0°0
Medium/ Message Message

Steganalysis

>
>
>

YV VYV

Process of discovering the existence of the hidden information in a medium.
Steganalysis is the reverse process of steganography

A Steganalyst tries to detect the hidden messages embedded in images, text, audio and
video carrier mediums using steganography.

Locate encoded hidden message and recovers it if recovery is possible.

It can identify the hidden message by comparing the differences in the bit patterns of files.
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Anti Forensics — Steganography

Steganalysis
» Detection and Distortion of messages.

» |In the detection phase, relationships between the steganography tools, stego-media,
cover, and message is observed.

» In the distortion phase, the stego-media is manipulated to extract the embedded
message and decides whether it is of any use or whether it should be removed

altogether.

» The first step in steganalysis is to discover a suspicious image that may be harboring a
message.

» There also are other types of attack against steganography such as Stego-only, Known-stego,
known-message, known-cover, chosen-message, and chosen-stego.
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Anti Forensics — Steganography

Steganalysis

>

YV V V VY

Challenges

Suspect information stream may or may not have encoded hidden data

Efficient and accurate detection of hidden content within digital images is difficult
The message might have been encrypted before being inserted into a file or signal

Some of the suspect signals or files may have irrelevant data or noise encoded into them
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Anti Forensics — Steganography

Text Files

» The positions of characters are altered in the text files to hide the data.

» |Investigators can detect these changes by looking for text patterns, the language used,
height of lines and unusual number of blank spaces.

» A simple word processor can reveal text steganography sometimes as it displays the spaces,
tabs, and other characters that distort the text's presentation during text steganography.

To detect text steganography
» Unusual patterns used in stego-object

» Appended extra spaces and invisible characters
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Anti Forensics — Steganography

Image Files

» The information that is hidden in the image can be detected by observing changes in size,
file format, last modified time stamp, and color palette of the file.

The following points can help detect image steganography:
» Too many display distortions in images
» Sometimes images may become grossly degraded

» Detection of anomalies when evaluating original images and stego-images with respect to
color composition, luminance, pixel relationships, etc.

Y

Exaggerated "noise”
Observe the LSB’s

» By using statistical analysis on the LSB, the difference between random values and real values can be
identified.

Y
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Anti Forensics — Steganography

Audio Files

» Audio steganography is the process of embedding confidential information such as private
documents and files in digital sound.

» Statistical analysis methods can be used for detecting audio steganography as it too modifies
LSB.

Especially, inaudible frequencies should be scanned for hidden information.

Y VY

Odd distortions and patterns can also indicate the presence of secret data.
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Anti Forensics — Steganography

Video Files

>

>

Y

YV V¥V

Detection of secret data in video files involves a combination of methods used in image and
audio files.

Special code signs and gestures help in detecting secret data.

Both audio and video steganography are quite difficult to detect, as compared to the other
types.

Moreover, it is very hard to detect any type of steganography that has been well executed.

However, careful analysis of audio and video signals for hidden information may increase the
chances of detection.
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Anti Forensics — Data Hiding

» Data hiding is making the data inaccessible.

» NTFS-based hard disks contain

» bad clusters in a metadata file as SBadClus and the MFT entry 8 represents these bad
clusters.

» SBadClus is a sparse file, which allows attackers to hide unlimited data as they can
allocate more clusters to SBadClus to hide more data.

» Some hard disks have a host protected area (HPA) in which the developers can store data
they want to protect (and hide) from normal use.

» The attackers use DPAs, DCOs, and slack spaces to hide data, which will not be visible to
either BIOS or OS and requires special tools to detect and view.
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Anti Forensics — Data Hiding
» ADS, or an alternate data stream, is a NTFS file system feature that helps users find a file
using alternate metadata information such as author title.

» It allows files to have more than one stream of data, which are invisible to Windows Explorer
and require special tools to view.

A\

Files/ Data/ Executables may be hidden and accessed when required using CL - Utility.

Y

An ADS contains metadata such as access timestamps, file attributes, etc.

Y

Investigators need to find ADS and extract the information.
» Retrieving ADS can offer raw details of the file and execution of malware.

» Use software tools to identify ADS files and extract the additional streams.
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Anti Forensics — Program Packers

» Program packers are to hide their data. (similar to cryptography)

» The packers compress the files using various algorithms. Unless the investigators know the

tool that has been used to pack the file and have a tool to unpack it, they will not be able to
access it.

A\

Evidence files may be hidden into containers, (making them hard to detect)
As an Investigator,

Y

» mount compound files.
» Program packers that are password-protected is a challenge
» You need to first decrypt the password to unpack the file.

» Intruders use packers to hide attack tools by reverse engineering or scanning techniques.
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Anti Forensics — Program Packers

» Packers can carry executable files, malware, and other attack elements.

» |In case of executable files, these programs carry unpackers built into them, which unpack
the file when user tries to run it and installs the executable on the host system.

» Some of the widely used packers are UPX, PECompact, BurnEye, Exe Stealth Packer, Smart
Packer Pro, etc.

» You can dynamically analyze these packed executables by running them in a controlled
environment and observing their behavior.

» Packed programs that are not password-protected are vulnerable to static analysis.
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Antl Forensics — Countermeasures

Train and educate the forensic investigators about anti-forensics
Validate the results of examination using multiple tools

Impose strict laws against illegal use of anti-forensics tools
Understand the anti-forensic techniques and their weaknesses
Use latest and updated CFTs and test them for vulnerabilities
Save data in secure locations

Use intelligent decompression libraries to defend against compression bombs

YV VV V V V V V

Replace weak file identification techniques with stronger ones
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