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Essay one Title: 
Review complex types of internet-dependent crimes. (2000 words)
Internet-dependent crimes, also known as cyber-crime is criminal activity facilitated by the use of computers or any devices and technology that use internet or a network. There are many different types of cyber-crime, which includes malware, ransomware, hacking, phishing and many more. There are different reasons for criminals to engage in internet dependent crimes but the primary motive tends to be for financial gain (Brush, 2021). 
Cyber-crime has a substantial effect on the citizens and businesses within the UK every year, with the scale of crimes committed growing and technology constantly transforming. Detica (2011) estimates that cyber-crime costs the UK £27billion per year creating a devastating effect to the UK’s economy. The research shows that although the government and the public suffer greatly from cyber-crime, the worst affected by the criminal activity is UK businesses, which is because of increased intellectual property theft.  
The Crown Prosecution Service (CPS) (2019) describe intellectual property as ideas from or creations made by an individual or organisation, such as, an invention, music or design. The person or company that creates the idea can own rights on that creation, making it their intellectual property, which allows them to have control over how it is distributed or used. When the theft of intellectual property takes place digitally, it is known as piracy. “Anything that can be digitized is now up for grabs for online pirates looking for intellectual property. This is especially a concern for companies that store their trade secrets online.” (Upcounsel, 2020). The CPS (2019) outline different offences that should be considered when reviewing intellectual property theft, these include the Fraud Act 2006, Copyright Designs and Patents Act 1988 and Proceeds of Crime Act 2002. 
	Piracy and other online criminal activity is largely committed by using malware. Malware is malicious software and is another example of cyber-crime; it is computer programmes or viruses that are used to interfere or to sometimes damage networks or computing systems. Malware has the ability to be extremely harmful because the software is intended to cause problems to technical devices whilst going undetected. There are different forms of malware such as, rootkits, spyware and Trojans and each one is designed to conduct different tasks. For example, the job of the Trojan malware is to appear “to be benign or useful software but once installed causes damage to the system, or allows another individuals to gain control of the computer.” (Kirwan and Power 2013). 
Over the recent years, a lot of companies and organisations have become more internet reliant and now offer much of their services online, including banks. This of course improves the way of living and is highly convenient to customers, however, along with the convenience comes increased vulnerability to be a victim of cyber-crime. Razak, et, al (2016) talks about how mobile malware is of particular concern for individuals due to the amount of personal information a mobile device can hold, including passwords, mobile banking apps, media files and contact information. If the malware gains access to these devices, there is an immediate security threat that could then lead to ransomware. 
	Ransomware is malware that prevents victims from gaining access to their files or computers until that victim has provided payment to the offenders, this also referred to as denial-of-service (DOS). This type of cyber-crime mainly targets big organisations that would hold a large amount of personal data on the public such as, government agencies. The offenders would usually request payment via cryptocurrency in order to remain undetected and remove the risk of a ‘paper-trail’ (Alwarebytes, 2022).
	An example of a ransomware attack is the WannaCry campaign that took place in May 2017 and affected many different businesses and organisations across various countries. The biggest impact for the UK from this attack was on the NHS, the ransomware blocked access to their computers and files and the attackers made a demand for payment in exchange for them to regain access and for the return of the encrypted files. Medical forms are more desirable than credit card information due to the level of detail in them, resulting in major data protection breaches. This attack had a massive impact on the NHS for weeks after, they had to revert to a manual process, appointments were cancelled and more critically, the diversion of ambulances left those in need waiting. The financial affect to the NHS from of the attack is reportedly £5.9million (Ghafur, 2019).
	Action Fraud (2021a) stated that ransomware was the main cause of financial loss in the UK and the most impactful malware during 2020 and 2021. The amount of money lost for that year was £9.2million and £3.5million of that amount was lost because of ransomware, whereas virus’s and spyware cost a lot less at, £1.7million. However, these numbers are likely to be much higher as it is unknown how many cyber-crime incidents have gone unreported. Action Fraud believe that people are falling victim to cyber-crime for different reasons but the key enablers seem to be the devices having weak or repetitive passwords and victims not recognising phishing emails. 
	Phishing is a form of fraud, where criminals pose as a trusted source such as a bank or retail organisation in order to obtain sensitive information from victims. They do this through the “use of scam emails, text messages or phone calls to trick their victims. The aim is often to make you visit a website, which may download a virus onto your computer, or steal bank details or other personal information” (National Cyber Security Centre, 2021). The Fraud Act 2006 states that a person has committed an offence if that person “dishonestly makes a false representation, and intends, by making the false representation to make a gain for himself or another, or to cause loss to another or to expose another to a risk of loss” (Legislation, 2006).
Other offences that should be considered for the use of malware, phishing and other related cyber-crime attacks is the data breach offences under the Data Protection Act 1988. One example of an offence reached under this act would be Section 170, which states a person “Creates an offence of the deliberate or reckless obtaining, disclosing, procuring and retention of personal data without the consent of the data controller”. The Computer Misuse Act 1990 also provides legislation, which states it is illegal to gain “unauthorised access to computer material” (Crown Prosecution Service, 2020).
There still are clear concerns that cyber-crime gives offenders the ability to access an enormous amount of personal information worldwide. The threat of sharing this information leaves individuals and organisations vulnerable to the potential of becoming a victim of fraud. Leigh (2022) points out that “Internet usage has become a great deal more widespread, and technological advances such as cloud storage and social media have changed the way data is processed and transferred.” For this reason, there was the need for a more disciplined approach to how data was managed and therefore the General Data Protection Regulation (GDPR) was introduced. 
The GDPR places great responsibility on to organisations that hold and process personal information. The processing of personal data must be done on a lawful basis or with consent from the individual concerned. The GDPR states that if a serious data breach was to occur, such as the NHS example discussed previously, then that organisation must report this breach as soon as practicably possible but no later than 72 hours from when the breach was discovered. It also states that the organisation has a duty to inform anyone who may be affected by the breach as soon as possible and without any delay. If the organisations fail to adhere to these requirements, there is a consequence of significant fines (Information Commissioners Office, 2018).
Other serious and complex crimes that are facilitated through the internet are cyber-bullying, harassment, stalking and more seriously child sexual exploitation and sextortion. The National Office for Statistics (2019) produced figures for online crime that did not include fraud in 2018. This report shows that there were 59,999 reports of harassment and stalking online and 16% of offences categorised as online crime were child sexual offences. This evidences that cyber enabled crimes are wide ranging and has the ability to affect anyone who uses a network or internet. According to the NSPCC (2020) child sexual offences online has risen from the previous year by a further 16% and “10,391 crimes were recorded by all forces across the UK for 2019/20”. 
Child sexual offences are defined under the Sexual Offences Act 2003. Offences under this act can be committed in various different forms such as, grooming or coercion, the viewing, possessing or sharing of indecent images of children and live streaming, along with many more. Child sexual abuse “involves forcing or enticing a child to take part in sexual activity”. This can be anything from the child viewing sexual images, to the child engaging in sexual activities themselves. The sexual exploitation of a child involves coercing or deceiving that child to engage in sexual activity in exchange for what the child wants or for the benefit of the perpetrator. In many cases, this activity could be perceived as consensual but this is often as a result of that victim being exploited (CEOP, nd). 
Sextortion is an online criminal activity that manipulates and persuades victims in to performing sexual actions on themselves through a streaming service like webcam. The criminals then record the person completing the sexual act and threaten to share that recording with friends or family of the victim in exchange for money. The National Crime Agency (2022) has reported that the effects of this type of cyber-crime can be devastating and has led to victims taking their own life in the extreme cases.
	Tackling cyber-crime is a high priority for policing and the government. According to BSC (2022) the security threat from cyber-crime is a categorised at Tier 1 level and therefore the government invested large amounts of money in to ensuring there is a multi-agency response, from local police forces, the national crime agency and regional organised crime units. In 2017, all local police forces in England and Wales agreed to form a specific unit dedicated only to tackling cyber-crime at a local level, whilst working with other agencies to reduce the effects of cyber-crime at a national level. 
	HMICFRS (2019) conducted a review into how effective police forces were in to preventing and reducing cyber-crime. This review found that the national agencies’ response to cyber-crime was well established and prioritised. However, the local police forces performance in this area appeared to be inconsistent, with some forces failing to understand the enormity of the threat from cyber-crime and failing to produce a partnership approach with regional and national cyber units. Although there is an improvement on how the UK as a nation respond to cyber-crime, it is clear that there is inconsistencies in how forces investigate internet dependent crimes. The HMICFRS reported findings that response teams within the local force areas had investigated a third of cyber-crime cases. These officers do not have any specialist training and are therefore less likely to achieve an efficient outcome. 
	The National Police Chief’s Council (NPCC) and Association of Police and Crime Commissioners (APCC) have produced a National Policing Digital Strategy that focuses entirely on how to police cyber-crime in the future. One of the key aspects for this strategy includes enabling all officers by providing them with the digital knowledge, skills and tools they will need in order to fight cyber-crime (NPCC and APCC, 2020).
	On conclusion, cyber-crime poses a large threat worldwide and anyone who has access to the internet or network has the potential to be a victim of it. Many of these crimes committed are extremely complex and the offender responsible for them will have a wide range of knowledge, which will help them to remain unidentified. The majority of traditional crimes can now be committed via the use of online platforms and so police forces and other agencies need to become familiar with the online technology and adopt a partner agency response. Local forces need to utilise specialist-trained officers in order for them to have a chance at identifying an offender. Although technology is consistently evolving, the government and the police forces’ response is transforming with it, showing awareness and eagerness to reduce the effect of cyber-crime. 	
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Essay two title:
Evaluate the disruption options available to target criminal activity on the road network. (2000 words)

Each police force in England and Wales has its own Roads policing unit, which specialises in keeping the roads safe and targeting crime that is committed on the roads. Criminal activity on the road includes a vast amount of offences and can involve anything from drink and drug driving to using the road networks for more serious crimes such as human and drug trafficking. According to Police Professional (2020) there are around 1800 fatalities per year as a result of road traffic collisions and a further 25,000 people suffer serious injuries. There is evidence to suggest that the breaking of road traffic laws such as driving with excessive speed and failure to wear a seatbelt contribute to approximately two-thirds of the road traffic collisions in the UK. 
	Not complying with the laws of the road can have a devastating affect and result in catastrophic events. The National Police Chief’s Council (NPCC) (2018) have recognised the importance of policing the roads to prevent and reduce the number of casualties and created a three-year strategy, which outlines a combined vision for all police forces across England and Wales. The priority for this strategy is to achieve safe, secure and efficient roads. The strategy focuses on safer speeds, safer vehicles, safe roads and its users and creating an efficient post- crash response. This will involve utilising intelligence and technology, working with partner agencies and an increased improvement in enforcing the law, with the ‘fatal 4’ as a priority. 
	The ‘fatal 4’ is the main four offences committed on the roads that lead to death or serious injury from road traffic collisions and are the main priority for traffic units in the police to target. These are excessive speed, drink and drug driving, the non-wearing of seatbelts and driving whilst distracted. Statistics produced by the House of Commons for the year of 2014 found that these four offences resulted in the highest number of deaths and serious injuries from road collisions. The use of a mobile phone whilst driving seemed to be the lowest cause of collisions compared to the other three, however driving whilst being distracted in a more general form was the cause for 3,200 accidents and resulted in 68 fatalities. Failure to wear a seat belt resulted in 336 deaths, which was 21% of car occupant deaths that year, inappropriate speed was a factor that caused 7,737 accidents and “a driver/rider being impaired by alcohol contributed to 4,741 accidents in 2014, 127 of which were fatal and 1,111 caused serious injuries.” (Parliament, 2016). 
	These offences still have a major impact on the safety of the roads to the present day and are a priority for policing the roads. However, traffic officers’ role has changed over the recent years and requires them to look at a bigger concept of criminality on the roads rather than just the offences laid out in the road traffic legislation. This includes criminals who utilise the road networks to facilitate those committing serious and organised crimes, which is part of the three-year strategy to create safe and secure roads, reducing and preventing the threat of terrorism and serious criminality (HMICFRS, 2020).
	The police have adopted many different methods to disrupt criminal activity on the roads; one of these methods is utilising technology. Speed Camera’s, CCTV, Police National Computers (PNC) and Automatic Number Plate Recognition (ANPR) are a few of the technical systems available to officers in order to target criminality on the road. Research conducted by Pilkington and Kinra (2005) suggested that the introduction of mobile and fixed speed cameras contributed to the reduction of road traffic collisions as drivers were reducing their speed. However, further research carried out by Allsop (2010) states that the reduction in collisions where speed cameras are operating could be because of other factors such as, improved driving conditions at those locations. Nevertheless, the report concludes that the operation of speed cameras in all sites have saved lives and estimates that there would be a substantial increase in deaths and injury on the road if the cameras were removed. 
	The ANPR systems is one of the most useful systems that the police can use and helps to “detect, deter and disrupt criminal activity at a local, force, regional and national level.” (Police UK, 2022). The UK’s busiest roads have ANPR cameras installed and they read all number plates on vehicles that are using the roads, they then compare these against the police database for vehicles who have markers of interest. This technology helps officers identify all kinds of offences, including uninsured vehicles, finding stolen vehicles and locating individuals who are wanted or missing. The cameras also help to gather intelligence on those who are committing serious crimes and utilising the road networks to facilitate these crimes. 
	Although it is clear that ANPR serves as a great benefit to the police in detecting and preventing crime, the Association of Chief Police Officers (2013) reported on examples where the system is flawed. This report highlighted that information from ANPR given to officers has often been out of date and already actioned, resulting in officers duplicating their work and certain drivers targeted unnecessarily. It also showed that when the ANPR systems notifies the police of criminality, it is not always actioned upon and therefore serious crimes are committed when they could have been prevented. This seems to be the result of receiving an overload of information and found “the quality of the information put into the PNC varies greatly, with the system sometimes being used for minor issues”.
	Because of these findings, it was recommended that the ANPR system is updated regularly to hold accurate information and only vehicles of priority are kept on the system. It was also recommended that police forces have the relevant number of resources in place in order to respond to the ANPR hits; however, the progress on this recommendation was not addressed (Association of Chief Police Officers, 2013). Nevertheless, even with the concerns raised about ANPR, it seems that the benefits of this system have outweighed the negatives as “there is evidence of the value of ANPR in improving national security, intelligence led investigations and in the investigation of major and serious organised crime, leading to the conviction of offenders.” (NPCC, 2020). 
	Another method that officers use to disrupt criminality is the sharing of information and intelligence, between local and regional forces and other partner agencies. There is the National Roads Police Intelligence Forum (NRPIF), which allows the police force to liaise and work with other agencies who contribute to disrupting criminality on the roads and reducing causalities (NPCC, 2018). The National Crime Agency (NCA) is one of the major organisations that the police rely on for intelligence regarding serious and organised crime and they share intelligence with the police forces to make them aware of the highest threats and current trends from these criminals. They provide strategic, tactical and operational intelligence to police forces that includes identifying the routes used by criminals to conduct their crimes and providing the descriptions of vehicles used in the crime. The traffic units have an improved chance at intercepting and disrupting the criminal activity because of the sharing of information (National Crime Agency, 2022). 
Ensuring enforcement of the law and utilising policing powers is another method available to the police to disrupt criminality. According to the College of Policing (2019), police should be using their powers to stop, search and seize vehicles and working with other agencies in targeting campaigns such as the Driver and Vehicle Standards Agency (DVSA). The Home Office (2019) reported that stop searches in England and Wales had risen by 32% compared to the previous year, however this does not specify how many of these searches were of vehicles on the road. The report does show that the motoring offences recorded has increased by 3.8% on the previous year showing that action is being taken against unlawful driving, although it is highlighted that a lot of the detection in these motoring offences, specifically speeding came from traffic cameras and not officers themselves. 
Along with enforcement of the law, it is also vital to have an increased police presence on the road with the aim to disrupt and deter criminality. A survey produced by Brake, asked 1037 drivers about how they see policing of the roads and the results found that 83% of them believe that a higher police presence on the roads acts as a deterrent to the public for breaking the road traffic laws. However, 79% stated that police presence on the roads has declined over the recent years and 73% want more police cars out on the roads patrolling. (Brake and Direct Line, 2019). The HMICFRS (2020) point out that policing units dedicated to road policing has declined in recent years and general policing has taken priority, at the expense of motorway patrols. 
The RAC (2019) conducted research with drivers who use the UK roads and what the patterns of behaviour whilst driving are. This found that the number of people admitting to using their phone whilst driving and also being under the influence of alcohol or drugs whilst driving remains extremely high, despite the known dangers of this activity. Their report states that action from the home office and the police is required to tackle this criminal behaviour and urge for an increased presence in police activity. However, they have also asked for use of technology in order to detect crimes such as using a mobile phone whilst driving, the idea is for this to be in a similar method to detecting speeding and in turn would allow officers to put their focus on other motoring offences. Another suggestion from this report is to continue to communicate the dangers of committing these crimes on the road. 
	The method of enforcement only benefits to a certain extent, educating the public on the effects of committing crimes on the road is an equally important method. There are a small percentage of individuals who come in to contact with the police and therefore a large amount of the public do not see or understand the consequences for breaking the law on the roads. “Enforcement without educating the public may limit a true shift in driver behaviour, as we saw with hand-held mobile phone usage while driving. Even with a 45% increase in fixed penalty notices issued since 2014, fatal collisions caused by a driver using a mobile phone have increased by 57% in the same period.” (Barrett, 2019). Therefore, it is not enough to enforce the law alone, as not everyone receives the message. 
Recent figures produced by Department for Transport (2021) show that road related deaths have decreased during the year of 2020, which may be a result of the reduction in road traffic offences crime and the police response to the offenses. However, in 2020 the UK was dealing with the coronavirus pandemic and saw a national lockdown happen. This resulted in a lot less vehicles being used the road for many months and is the most likely contributing factor to a reduced number of vehicle collisions and fatalities. Between 2010 and 2019, there has been a significant reduction in fatalities from road collisions with the amount of deaths sitting between 1700 and 2000. 
On conclusion, there are many strategies available to the police in order to disrupt and prevent criminal activity on the roads but the effectiveness of these strategies depends on the execution of them. Technology is of a great use to the police force in tackling minor traffic offences, as there is no intervention needed from officers, which in turn allows them to focus on other offences of priority. It also helps gather and share information and intelligence with other agencies and force areas that will contribute to creating a partnership approach. This is something that is vitally important due to the wide-ranging of offences that are committed on the roads. Although serious and organised and organised crime is a national priority for all areas of policing, the roads policing unit also deal with comparatively minor offences as stated previously. However, these are still a priority in order to make our roads safer and free from harm, therefore, placing more officers in to the road-policing role will ensure an increase of enforcement, presence and education that will ultimately lead to the disruption of crime. 
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