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Introduction:
This report will discuss how Bring your own Device, or BYOD, works, aswell as the advantages and disadvantages of using the system in a business network and steps that can be taken to prevent the various security threats that the system can cause to the network.
The report will then move onto a framework that will highlight the key points that will be created to ensure that BYOD can and will run as effectively as possible. Multiple policies will be discussed, including a User Policy, Device Management Policy and a Security Policy.
Finally, the report will include a basic configuration for a BYOD based network using Cisco Packet Tracer and will have an example of a mobile management software that will be used within the company to ensure the safety of the network.

What is BYOD?
BYOD is the short term for Bring your Own Device and is the process of allowing users and visitors to a network to connect their own personal device, such as their own Laptop, Mobile Phone or Tablet device. A lot of the time, the brought in device is required to have an app installed on it whilst accessing the network which allows the network manager to manage the brought in device without it needing to be connected wirelessly to the network
Advantages:
BYOD provides a large variety of advantages to a network, an example of these benefits is how flexible it allows the users to be, people that are part of the company do not need to travel back and forth with several devices as the BYOD system allows that one device fits all the needs of the company. It also allows the user to do work that would normally need to be done at an office to be done wherever and whenever they need to as the users have access to the data they would need from the network. It also gives the user greater freedom due to the standard network rules that would be present on an office computer would not be present on their own device.
Another example of an advantage is that it will take a lot less time to train up an employee on the use of an office device or computer as they will already be familiar with their own device, it also removes stress from needing to relearn similar technology, it also allows for them to not need to change the various settings that may be needed due to a disability, or special need such as needing contrasted colour screens or zoomed in text as they will more than likely already have the settings they need on their own device.
And finally, one of the better benefits is how much less money will be needed to be spent on hardware and software licensing, this is due to the company not needing to spend hundreds of pounds for devices for office work for each employee, as discussed before, it also means that less money needs to be spent on eLearning strategies to teach employees how to use the standard office devices. It is also far less likely that breakage and wastage as people will more than likely take better care with their own equipment.

Disadvantages:
A significant disadvantage of a BYOD network is the variety of the device that may be brought in by an employee, when the company purchases the device they have the opportunity to purchase a device with features that perfectly fit the needs of the job, however a brought in device may not have the needed specifications or correct software for the job. To combat this disadvantage, it is recommended for a “Required Specification” for brought in devices so that each employee knows exactly what kind of device they need as well as what kind of software they must install beforehand. 
Another disadvantage is that as we have discussed in advantages that the company is not as required to spend more money, however the opposite is true for the employee, the user must make sure that their device is always working correctly as well as making sure the device has the correct software needed. It is also a lot more likely for a device to malfunction if it is being transported back and forth between home and work which means the employee must also factor in costs for repairs as well. To lessen this disadvantage, it is a good idea for the employee to make sure that they are careful when transporting their work device whenever they are moving from work to home and vice versa.
And finally, the main disadvantage that will be discussed in this report is the security dangers of the BYOD system. A main security risk of the system is how easily it is for a device with a virus to be connected to the network where it will further infect multiple connected devices, it is highly recommended that the user installs both anti-virus and anti-malware software to their device as well as making sure that their firewall is online as much as possible.
Another security risk is the possibility of an employee leaving the company whilst having important data or information saved on their device, a strategy that can be used to mitigate this risk is to make sure that the network is only accessed through an app or piece of software that is installed on the device, this allows for the network management to cut off the user to the network once they leave the company which will delete any files that have been downloaded through it on their device.

A final security risk is that if there is a breach in the network’s security then any personal information that may be stored on the brought in device, such as email addresses, passwords or bank account details, may be at risk and even stolen through hacking. A possible way to prevent this is to ensure that there is an extra level of security between the BYOD application and the network itself, this could also prevent any unauthorised access through the network allowing only employees to access the network.

Framework
User Policy:
A good user policy for BYOD is used to ensure that each user on the network is treated fair as well as ensuring that devices brought onto the network are used for work and that the work is completed in a timely manner. 
Firstly, Acceptable Use needs to be defined within the workplace to ensure that each user knows exactly what rules and regulations they need to follow, these include users being blocked from accessing certain websites within work hours and while being connected directly to the company network, these websites include gaming websites or shopping online to ensure that minimal distractions are to take place.
Device Management Policy:
It is also important to maintain a good device management policy that highlights the number of devices that the employee is entitled to, for example, due to the device being purchased and owned by the employee themselves it is down to them to contact the device manufacturer if there are any kinds of malfunctions with the hardware or software that have been brought into work.
 However, it is acceptable for the employee to contact the IT department of the company to ensure that any internal processes such as Wi-Fi connectivity or any network errors are reported to the IT technicians, so they can fix the issues.
Security Policy: 
A typical BYOD security policy will include various specific mitigation techniques to prevent risks to the security of the company’s data, to begin with it is important to ensure that any piece of company data that may be stored on the employees device must have strong encryption settings, things such as passwords and passcodes are very important due to being able to prevent unauthorised access from anyone that may have stolen a device that is part of the BYOD framework.
It is also an important for users to make sure all devices added to the network must have the most up to date hardware and software to ensure that any risk that may be possible through exploiting any vulnerabilities that may be on previous versions. 
It is also a good idea for the mobile management device, that will be discussed further through the report, must have additional controls that allow it to authorise which employee is able to access certain files, for example a brand-new employee would not have the ability to access very important files from the BYOD framework. These controls will also have the ability to completely wipe a personal device of company files, this is to prevent any data to be stolen if a device is lost or stolen from an employee.
Below, is an example of a basic data flow diagram that shows the flow of data that is proposed to the company, this highlights to show where data transfers to:

Mobile Management Software:
Mobile device management or MDM is the term for managing and administrating mobile devices that may be a part of BYOD, such as laptops or tablet computers, MDM is to be implemented into the company to allow for the IT staff to administer and manage each device that is brought into the network without needing them to be connected directly to the network via Ethernet.
An example of an MDM software is Cisco Meraki, according to Finance Online’s mobile device management recommendations [1]: 
“Provides unified management of mobile devices, Macs, PCs, and the entire network from a centralized dashboard. It gives you the means to enforce device security policies, deploy software and apps, and perform remote, live troubleshooting on thousands of managed devices.”
This software is very beneficial to the company as its software manager page monitors each device implemented onto the network and displays useful information for an administrator in terms to what Operating system they are using, the IP Address and how much data is being used by the user.
Conclusion:
In Conclusion, as large of a security risk as it may cause, BYOD is incredibly valuable to both the company and the user, it increases both productivity and morale within the company as well as maintaining a big decrease in the amount of money that the company would need to spend in order for each employee to have an office computer and each software. 
Whilst there are still various security risks that come with BYOD, as long as the policies listed above are implemented and used properly within the company then the risks should be reduced and even mitigated using the security policy stated above.
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