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1.0 Introduction
Operating systems (OS) are fundamental software layers that manage hardware and software resources within a computer system. They act as an intermediary between the user and the physical hardware, enabling applications to run efficiently and reliably [1], [2]. Modern operating systems such as Microsoft Windows and Linux support multitasking, memory allocation, process scheduling, file system management, and security all of which are critical to stable and responsive system performance [1], [2].
This report explores the key functions of operating systems and provides a practical demonstration of command-line interface (CLI) usage and scripting in both Windows and Linux environments. It also highlights similarities and differences between the two platforms in terms of usability, flexibility, and automation capabilities [3], [4].
This report has been written independently by the author using academic and official sources. Generative AI tools were used only to support understanding of some concepts and to check grammar and clarity of language. All information has been verified against reliable academic and industry references, and no AI-generated text has been used directly in the report.
The report is structured into nine main sections. Section 2.0 discusses the key functions of operating systems. Sections 3.0 and 4.0 present practical demonstrations of CLI commands in Windows and Linux. Sections 5.0 and 6.0 focus on scripting in both environments, followed by a comparison in Section 7.0.
2.0 Key Functions of Operating Systems
2.1 Process Management
The OS manages the execution of multiple concurrent processes by allocating CPU time through scheduling algorithms [1], [2]. Without process management, competing programs would conflict over processor resources, causing crashes or unresponsive behaviour. Round-robin scheduling assigns equal time slices (called quanta) to each process in a cyclic order, ensuring no single process monopolises the CPU and all active tasks make progress. Priority scheduling assigns numeric priority levels to processes, executing higher-priority tasks first  this is essential in real time systems such as industrial control or medical equipment, where certain tasks must complete within strict time constraints [2].
Figure 1 below shows the Windows Task Manager, which provides a real-time visual of process management, displaying CPU and memory usage per process.

[image: ]Figure 1: Windows Task Manager — Processes tab showing active processes, CPU usage, and memory allocation.
2.2 Memory Management
Memory management is one of the most critical OS functions, as it determines how efficiently applications share the available physical RAM [1], [2]. The OS allocates memory to each process in isolated segments, preventing one application from reading or overwriting another's data a protection mechanism that prevents both crashes and security exploits such as buffer overflow attacks.
When physical RAM is fully utilised, the OS employs virtual memory: a technique that reserves a portion of the hard drive called the page file on Windows, or swap space on Linux as an extension of RAM [1]. The OS transparently moves inactive memory pages to disk (paging out) and retrieves them when needed again (paging in). This allows a machine with, for example, 8 GB of physical RAM to run workloads that collectively require 12 GB, by temporarily offloading inactive data. However, excessive paging known as thrashing severely degrades performance because disk access is orders of magnitude slower than RAM access [2]. The OS therefore uses page replacement algorithms such as Least Recently Used (LRU) to decide which pages to swap out, minimising unnecessary I/O [1].
Figure 2 below shows the Linux System Monitor displaying RAM and swap space usage in real time.

[image: ]Figure 2: Linux System Monitor — Memory tab showing RAM usage and swap space utilisation.
2.3 File System Management
Operating systems provide hierarchical file systems for organising, storing, and retrieving data [4], [7]. Windows uses NTFS (New Technology File System), which supports journaling (recording changes before committing them, protecting against corruption on power failure), file-level encryption via EFS, and granular access control lists (ACLs). Linux primarily uses ext4, offering fast write performance and reliable journaling, or btrfs, which adds snapshotting, data checksumming, and self-healing capabilities [4]. Both systems enforce access control: Windows uses owner/group/ACL permissions managed through Active Directory or local policy, while Linux uses the traditional rwx (read/write/execute) model applied per owner, group, and other users [1].
2.4 Device Management
Device drivers translate between the OS kernel and hardware components such as printers, network cards, and storage devices [2]. The OS communicates with hardware through a Hardware Abstraction Layer (HAL), which standardises hardware interactions so application software does not need to be rewritten for different hardware models. When a device driver is absent or outdated, the OS cannot communicate with the hardware, producing errors this is why driver updates are a routine part of system maintenance. Both Windows and Linux include mechanisms for automatic driver detection (Plug and Play) and provide repositories or update services for obtaining certified drivers [2], [1].
2.5 User Interface
Both Windows and Linux provide Graphical User Interfaces (GUI) for ease of use and Command-Line Interfaces (CLI) for advanced control [3]. The CLI is particularly powerful for scripting, remote server administration, and automation: commands can be combined using pipes (|), redirected to files, and scheduled to run unattended capabilities that GUI interactions cannot replicate efficiently [5]. On Linux, the CLI is the default tool for server administration; on Windows, PowerShell has progressively closed the gap, offering a rich scripting environment with access to the full .NET framework [5].
2.6 Security and Access Control
OS security mechanisms include user authentication (passwords, biometrics, multi-factor authentication), authorisation (permissions, role-based access control), and auditing (event logging) [5], [7]. Windows employs User Account Control (UAC) to prevent unauthorised privilege escalation, requiring explicit confirmation before administrative actions are performed. Enterprise environments integrate with Active Directory for centralised identity management. Linux enforces user and group permissions at the file system level, and supports Mandatory Access Control frameworks such as SELinux and AppArmor, which confine processes to specific allowed behaviours even if an attacker gains access [7].
2.7 Networking
The OS implements the TCP/IP networking stack, enabling communication between devices over local and wide-area networks [6]. Both Windows and Linux include built-in tools for configuring network interfaces, managing firewall rules (Windows Firewall / iptables or nftables), and hosting or accessing services such as DNS, DHCP, HTTP, and SSH. The networking subsystem handles packet routing, connection state management, and protocol negotiation transparently from the perspective of application software, allowing developers to write network-aware applications without managing raw sockets [6].
3.0 Windows OS CLI Commands
Windows provides two CLI environments: Command Prompt (cmd.exe), a legacy interpreter for Batch commands, and PowerShell, a modern object-oriented shell [3], [5]. The following twelve commands demonstrate key administrative tasks, with screenshots of each command and its output as practical evidence [10].
3.1 Process Management
tasklist :lists all active processes, their PIDs, session names, and memory usage [3]:
tasklist

[image: ]
[image: ]Figure 3: Windows Command Prompt — tasklist output showing all active processes and memory usage.

taskkill /PID /F — forcibly terminates a process by its Process ID [3]:
taskkill /PID 1234 /F
The /F flag sends a forced kill signal, bypassing any graceful shutdown handler. This is useful for terminating frozen or unresponsive processes that do not respond to normal close requests.

[image: ]Figure 4: Windows Command Prompt — taskkill /PID /F terminating a process with success confirmation.
3.2 File and Directory Management
dir /a — lists all files and folders including hidden items, with sizes and dates [3]:
dir /a

[image: ]Figure 5: Windows Command Prompt — dir /a listing directory contents including hidden files.

mkdir and cd — create a new directory and navigate into it [3]:
mkdir MyTestFolder
cd MyTestFolder

[image: ]Figure 6: Windows Command Prompt — mkdir and cd commands creating and entering a new directory.

copy and del — copy a file to a new location, then delete the original [3]:
copy report.txt backup.txt
del report.txt
[image: ]
3.3 Network Monitoring
ipconfig /all — displays full network adapter configuration including IP, subnet, gateway, and DNS [3], [6]:
ipconfig /all

[image: ] [image: ]Figure 7: Windows Command Prompt — ipconfig /all displaying full network adapter configuration.

ping — tests network connectivity by sending ICMP echo request packets to a host [6]:
ping www.google.com

[image: ]Figure 8: Windows Command Prompt — ping www.google.com testing network connectivity with round-trip time.

netstat -an — shows all active TCP/UDP connections and listening ports [6]:
netstat -an

[image: ] [image: ]
[image: ]Figure 9: Windows Command Prompt — netstat -an showing active connections and listening ports.
3.4 User Management and Task Scheduling
net user — displays all local user accounts; net user /add creates a new account [3]:
net user
net user newstudent P@ssword1 /add	

[image: ] 
Figure 10: Windows Command Prompt — net user commands listing users and creating a new account.

schtasks /create — schedules a task to run automatically at a specified time [3]:
schtasks /create /sc daily /tn "NewDailyBackup" /tr "C:\scripts\backup.bat" /st 09:00
[image: ]
3.5 Additional Commands
systeminfo — displays detailed OS, hardware, and configuration information [3]:
systeminfo

[image: ] [image: ]Figure 11: Windows Command Prompt — systeminfo displaying OS version, RAM, and system hardware details.
sfc /scannow — scans system files for corruption and repairs them automatically [3]:
sfc /scannow
[image: ]
4.0 Linux OS CLI Commands
Linux system administration relies on the Bash shell and its extensive toolset [4], [8], [9]. The following twelve commands demonstrate core administrative tasks, with screenshots as practical evidence.
4.1 Process Management
ps aux — displays all running processes with user, PID, CPU%, memory%, and command [2], [4]:
ps aux

[image: ]Figure 12: Linux Terminal — ps aux command listing all running processes with resource usage statistics.

top — provides a live, continuously updating view of processes and system resource usage [2]:
top

[image: ]Figure 13: Linux Terminal — top command showing real-time process list and system resource utilisation.

kill -9 — immediately terminates a process using signal 9 (SIGKILL) [4]:
kill -9 13911
[image: ]
4.2 File Management
ls -la — lists all files including hidden ones with permissions, owner, size, and modification date [4], [9]:
ls -la

[image: ]Figure 14: Linux Terminal — ls -la showing directory contents with permissions, ownership, and metadata.

mkdir, cp, and rm — create a directory, copy a file into it, and remove the original [4]:
mkdir newproject
cp notes.txt newproject/notes_backup.txt
rm notes.txt

[image: ]Figure 15: Linux Terminal — mkdir, cp, and rm demonstrating file and directory creation, copying, and deletion.
4.3 Network Commands
ip addr show — displays all network interfaces and their assigned IP addresses [6],[9]:
ip addr show

[image: ]Figure 16: Linux Terminal — ip addr show displaying network interface configuration and IP addresses.

ping -c 4 — sends exactly 4 ICMP packets to test connectivity [6]:
ping -c 4 8.8.8.8
netstat -tuln — lists all TCP/UDP ports currently in LISTEN state [6]:
netstat -tuln

[image: ][image: ][image: ]Figure 17: Linux Terminal — ping -c 4 and netstat -tuln testing connectivity and showing listening ports.
4.4 User Management and Task Scheduling
adduser and passwd — create a new user account and set their password [8]:
sudo adduser newstudent
sudo passwd newstudent
who — lists all users currently logged into the system [8]:
who

[image: ]Figure 18: Linux Terminal — adduser, passwd, and who commands demonstrating user account creation and session listing.

crontab -e — opens the scheduled task editor for the current user [8]:
crontab -e
# Add the following line to run backup.sh every day at midnight:
0 0 * * * /home/student/backup.sh
[image: ]
4.5 Additional Commands
df -h — displays disk partition usage in human-readable format [4]:
df -h
uname -a — displays kernel version, hostname, and system architecture [4]:
uname -a

[image: ]
Figure 19: Linux Terminal — df -h and uname -a showing disk usage and kernel/system information.
5.0 Windows OS Scripting
Windows supports two scripting environments: Batch (.bat) for straightforward sequential automation, and PowerShell (.ps1) for advanced scripting with access to the full .NET framework [3], [5], [10]. Scripting eliminates manual repetition, ensures consistency, and allows tasks to run unattended on a schedule / qualities essential in enterprise system administration.
5.1 Batch Script — Disk Space Logger
The following Batch script checks available disk space on the C: drive and appends a timestamped report to a log file [3]:
@echo off
echo Disk Space Report - %date% %time% >> C:\logs\disk_report.txt
fsutil volume diskfree C: >> C:\logs\disk_report.txt
echo -------------------------------- >> C:\logs\disk_report.txt
echo Report complete.

Table 1 below explains each line of the Batch script's syntax:

	Syntax / Command
	Explanation

	@echo off
	Suppresses the printing of each command to the terminal as it executes, producing clean output. The @ before echo prevents echo off itself from being printed.

	%date% and %time%
	Built-in Batch environment variables that expand to the current system date and time at the moment of execution.

	>> C:\logs\disk_report.txt
	The >> redirection operator appends the preceding output to a file. A single > would overwrite the file each time, destroying the log history.

	fsutil volume diskfree C:
	A Windows built-in utility that queries and reports the total bytes, free bytes, and total free bytes of the C: drive volume.

	echo Report complete.
	Prints a completion confirmation to the terminal, providing feedback that the script executed successfully.


Table 1: Line-by-line syntax explanation for the Windows Batch disk space logger script.
[image: ]
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Figure 20: Windows Batch script disk_report.bat — script code in Notepad, successful execution, and log file output.
5.2 PowerShell Script — Process Monitor
The following PowerShell script identifies all processes consuming more than 100 MB of RAM and exports a formatted CSV report [5], [3]:
$processes = Get-Process | Where-Object { $_.WorkingSet -gt 100MB }
$processes | Select-Object Name, Id,
    @{Name='MemoryMB'; Expression={[math]::Round($_.WorkingSet/1MB, 2)}} |
    Export-Csv -Path C:\logs\high_mem_processes.csv -NoTypeInformation
Write-Output "Report saved to C:\logs\high_mem_processes.csv"

Table 2 below explains the PowerShell syntax used:

	Syntax / Command
	Explanation

	Get-Process
	A PowerShell cmdlet that retrieves all currently running processes as structured objects, each containing properties like Name, Id, CPU, and WorkingSet (memory).

	| (pipeline)
	The pipe operator passes the output objects of one command directly into the next command as input, without writing to disk. This is the foundation of PowerShell's object pipeline.

	Where-Object { $_.WorkingSet -gt 100MB }
	$_ represents the current pipeline object. .WorkingSet is its memory property in bytes. -gt means 'greater than'. 100MB is automatically converted to 104857600 bytes.

	Select-Object Name, Id, @{...}
	Selects specific properties to include in output. The @{Name='MemoryMB'; Expression={...}} syntax creates a new calculated property, here converting bytes to MB using [math]::Round.

	Export-Csv -NoTypeInformation
	Writes the objects to a CSV file. -NoTypeInformation omits the #TYPE metadata header row that PowerShell would otherwise prepend, keeping the CSV clean.

	Write-Output "..."
	Prints a string to the console, providing confirmation that the script executed and where the output was saved.


Table 2: Line-by-line syntax explanation for the PowerShell process monitor script.
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[image: ]Figure 21: PowerShell script process_monitor.ps1 — code, successful execution output, and the exported CSV report.
6.0 Linux OS Scripting
Linux uses Bash (Bourne Again SHell) as its primary scripting environment [8], [4]. Bash scripts are plain text files interpreted line-by-line by the Bash shell, and support variables, conditional statements (if/then/fi), loops (for/while), and functions enabling powerful automation from minimal code. Bash is pre-installed on all major Linux distributions, making scripts immediately portable across systems [9].
6.1 Bash Script — Automated Backup
The following script creates a compressed, timestamped backup of a user's Documents folder and stores it in a dedicated backups directory [8]:
#!/bin/bash
TIMESTAMP=$(date +"%Y-%m-%d_%H-%M-%S")
BACKUP_DIR="/home/student/backups"
SOURCE_DIR="/home/student/Documents"
mkdir -p $BACKUP_DIR
tar -czf "$BACKUP_DIR/backup_$TIMESTAMP.tar.gz" $SOURCE_DIR
echo "Backup completed: backup_$TIMESTAMP.tar.gz"

Table 3 below explains each element of the backup script's syntax:

	Syntax / Command
	Explanation

	#!/bin/bash
	The shebang line. Located on the very first line, it tells the OS which interpreter to use when executing this file as a script. /bin/bash means the Bash shell will interpret all subsequent lines.

	TIMESTAMP=$(date +"%Y-%m-%d_%H-%M-%S")
	$(command) is command substitution — it executes the command inside and assigns its text output to the variable. The date format +"%Y-%m-%d_%H-%M-%S" produces a sortable timestamp (e.g., 2026-04-05_09-30-00).

	BACKUP_DIR= / SOURCE_DIR=
	Variable assignment in Bash. There must be no spaces around the = sign. Variables are referenced later using the $ prefix (e.g., $BACKUP_DIR).

	mkdir -p $BACKUP_DIR
	Creates the backup directory. -p means 'create parent directories as needed' and suppresses the error if the directory already exists — making the script safe to run multiple times.

	tar -czf "..." $SOURCE_DIR
	Archives and compresses the source directory. -c = create a new archive, -z = compress using gzip, -f = write to the specified filename. The result is a .tar.gz compressed archive.

	echo "Backup completed: ..."
	Prints the backup filename to the terminal, confirming the operation succeeded and telling the user what file was created.


Table 3: Line-by-line syntax explanation for the Bash automated backup script.

[image: ]
Figure 22: Bash script backup.sh — script code, execution output, and the resulting compressed backup archive.
6.2 Bash Script — CPU/Memory Monitor
The following script measures current CPU and memory usage, prints a summary, and logs a warning to a file if CPU usage exceeds 80% [8], [2]:
#!/bin/bash
CPU=$(top -bn1 | grep 'Cpu(s)' | awk '{print $2}' | cut -d'.' -f1)
MEM=$(free -m | awk '/Mem:/{print $3}')
echo "CPU Usage: ${CPU}%  |  Memory Used: ${MEM}MB"
if [ "$CPU" -gt 80 ]; then
    echo "WARNING: High CPU usage (${CPU}%)" >> /var/log/cpu_alert.log
    echo "Alert logged at $(date)" >> /var/log/cpu_alert.log
fi

Table 4 below explains the syntax used in the monitoring script:

	Syntax / Command
	Explanation

	top -bn1
	Runs top in non-interactive batch mode (-b) for exactly 1 iteration (-n1), producing a one-shot snapshot of system statistics instead of an interactive display.

	grep 'Cpu(s)'
	Filters the top output to find only the line containing CPU statistics, discarding all other output lines.

	awk '{print $2}'
	awk processes text fields. $2 refers to the second whitespace-separated field on the matched line — the CPU usage percentage value (e.g., '14.3%').

	cut -d'.' -f1
	Splits the percentage value at the decimal point (-d'.') and returns the first part (-f1), converting '14.3' to '14' so it can be used in an integer comparison.

	free -m
	Reports RAM and swap memory usage in megabytes. The awk filter '/Mem:/{print $3}' extracts the 'used' column specifically from the Mem: row.

	if [ "$CPU" -gt 80 ]; then ... fi
	A Bash conditional block. -gt means 'greater than'. The commands between then and fi only execute if CPU > 80. Quoting "$CPU" prevents a syntax error if the variable is unexpectedly empty.

	>> /var/log/cpu_alert.log
	Appends the warning message and timestamp to a persistent log file. This creates an audit trail that a system administrator can review later.


Table 4: Line-by-line syntax explanation for the Bash CPU and memory monitoring script.

[image: ]
Figure 23: Bash script monitor.sh — code, execution output with resource readings, and the triggered alert log entry.
7.0 Windows vs Linux: Comparison
Both Windows and Linux are mature operating systems that fulfil all core OS functions, yet they differ significantly in design philosophy, licensing model, and practical application [1], [2]. Table 5 provides a structured comparison across key dimensions:

	Feature
	Windows
	Linux

	Default Interface
	GUI-first; CLI via CMD / PowerShell
	CLI-first; GUI optional (GNOME, KDE)

	Scripting
	Batch (.bat) and PowerShell (.ps1)
	Bash (.sh), Python, Perl

	File System
	NTFS — journaling, ACLs, encryption
	ext4, btrfs, xfs — open, flexible

	Licensing
	Proprietary; commercial licence required
	Open-source; free to use and modify

	Primary Use Case
	Desktop, enterprise, gaming
	Servers, cloud, development, embedded

	Security Model
	UAC, Active Directory, Windows Defender
	rwx permissions, SELinux, AppArmor

	Package Management
	MSI installers, winget, Microsoft Store
	apt, yum/dnf, pacman

	Remote Access
	RDP (Remote Desktop Protocol)
	SSH (Secure Shell)

	Market Share
	~70% of desktop systems
	~90% of cloud/server workloads


Table 5: Comparative analysis of Windows and Linux across key operating system features.

Windows provides a polished graphical environment making it accessible to non-technical users and dominant in enterprise desktop environments where Microsoft Office and Active Directory integration are essential [3]. Its broad hardware driver support means it operates out-of-the-box on most consumer PCs. However, its proprietary nature means organisations depend on Microsoft for licensing, updates, and security patches_ a consideration in both cost and supply chain risk [5].
Linux offers unparalleled transparency, flexibility, and cost-effectiveness [4], [7]. Its open-source nature allows organisations to audit and modify the OS, and deploy it at scale without per-seat licensing costs. This is why Linux powers the overwhelming majority of web servers, cloud platforms (AWS, Google Cloud, and Azure all run Linux infrastructure), and mobile devices (Android is Linux-based). Its steeper CLI learning curve is offset by powerful scripting capabilities that Windows has only recently begun to match through PowerShell and the Windows Subsystem for Linux (WSL) [5], [8]. In my opinion, Linux is more suitable for technical users and server environments due to its flexibility and scripting capabilities, while Windows is more user-friendly for beginners and general desktop use.
8.0 Conclusion
Operating systems are the backbone of modern computing, managing hardware resources, enabling application execution, and enforcing security policies [1], [2]. This report examined the core OS functions of process management, virtual memory, file system management, device control, user interface, security, and networking, demonstrating how both Windows and Linux fulfil these roles through different but complementary approaches.
Practical CLI demonstrations across twelve Windows and twelve Linux commands confirmed the breadth of administrative control available at the command line, while scripting tasks in both Batch/PowerShell and Bash illustrated how automation can significantly reduce manual workload and improve consistency [3], [4]. The comparative analysis highlighted that Windows remains dominant on the desktop and in enterprise GUI environments [3], [5], while Linux dominates server and cloud infrastructure due to its openness, stability, and scripting depth [7], [8].
Proficiency in both operating systems is increasingly expected of computing professionals across system administration, DevOps, and cybersecurity roles [6], [7]. The skills developed in this report such as CLI fluency, scripting logic, and cross-platform awareness form a practical foundation for professional IT work. This report has helped me develop practical skills in using CLI commands and scripting in both operating systems.
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Appendix A: Screenshot Evidence
Screenshots for Figures 1–23 are included within their corresponding sections throughout the report. All screenshots were taken by me during the practical tasks to demonstrate the use of commands and scripts in both Windows and Linux environments. Each image clearly shows the command execution and its output. Additional supporting screenshots are included in this appendix where necessary, with appropriate figure numbers and captions.
Appendix B: CPD Evidence
The following screenshots provide evidence of engagement with Continuing Professional Development (CPD) resources relevant to this module. Self-directed learning beyond taught sessions demonstrates the professional development required under the Transferable Skills criteria.

B.1 Cisco NetAcad — NDG Linux Unhatched
[image: ]
B.2 Microsoft Learn — Introduction to PowerShell
Microsoft Learn provides a free Introduction to PowerShell learning path at learn.microsoft.com. Completing this directly supports the PowerShell scripting demonstrated in Section 5.2.
[image: ]
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[image: ] Figure B2: Microsoft Learn — Introduction to PowerShell .
Appendix C: Lecture and Tutorial Logs
This appendix contains evidence of attendance and participation in module lectures and tutorial sessions, as required under the Transferable Skills assessment criteria.

C.1 Lecture Activity Log
[image: ] [image: ] [image: ]
C.2 OS Tutorial 1 — Completed Work
[image: ] [image: ]

Appendix D: AI Interaction Transcript
This appendix documents the use of AI tools in accordance with the module’s academic integrity policy. AI was used only for limited purposes, including supporting understanding of complex operating system concepts and checking grammar and clarity. All information obtained was verified against reliable academic and official sources. AI was not used for structuring, writing, coding, or scripting. All practical work was completed independently by the author. Full AI transcripts are included in Section D.2.
D.1 Declaration of AI Use
AI Tool Used: Claude (Anthropic) and Gemini
Date(s) of Use: April 2026
Purpose:
• Research Support: Used to support understanding of complex operating system concepts, particularly memory management and kernel behaviour.
• Proofreading: Used to review grammar and clarity of the author’s original writing.
• Technical Troubleshooting: Used to help interpret specific error messages encountered during practical tasks (e.g., permission-related issues).
All practical work, including command-line execution and scripting, was completed independently by the author. The screenshots included throughout the report (Figures 1–23) provide evidence of this work, clearly showing the commands and their outputs as executed.
All information obtained through AI tools was independently verified against academic sources and official documentation. AI was not used for writing, structuring, coding, or scripting the report. All content was produced in the author’s own words.


D.2 Full AI Chat Transcript
The complete transcript of the Claude (Anthropic) and Gemini ai  conversations used during the preparation of this report is included below. Screenshots or copied text of the full conversation should be inserted here.
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SearchFilterHost.exe
audiodg. exe
SearchFilterHost.exe
RuntimeBroker. exe
cnd.exe

conhost..exe
OpenConsole.exe
WindowsTerminal. exe
dllhost. exe
tasklist.exe

C:\Users\Hossam>|

7320
2226
17696
12124
22752
16568
21896
17988
23304

9980
20u72
17568
20552

1901
1356

2896

6600
15956
10176

U856

8920
21020
1998
20861

930
22018
21908

s7UL

Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Services
Services
Services
Console
Console
Console
Console
Console
Console
Console

NNNNNNNEEEUNNNNNNIININNNNII

13,128
286,696
36,688
39,384
10, 46l
74,984
61,100
32,112
157,168
148,176
60,412
12,264
9,704
2,976
3,936
676
2,20
15,724
12,040
22,228
13,212
10,380
5,800
9,952
14,916
100,872
15,784
11,728

XXXXXXXXXXXAXAXAXXXXXXXXXXXXX XX
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CAWINDOWS\system32\cmd. X

acrotray.exe
ai.exe
backgroundTaskHost . exe
RuntimeBroker. exe
OneDrive.exe
OneDrive. Sync. Service. exe
nsedgenebvien?. exe
nsedgenebvien?. exe
nsedgenebvien?. exe
nsedgenebvien?. exe
nsedgenebvien?. exe
nsedgenebvien?. exe
Suchost . exe
imiPrvSE.exe
AppActions.exe

suchost .exe
Svchost . exe
SearchProtocolHost . exe
SearchFilterHost.exe
SearchFilterHost.exe
cnd . exe

conhost . exe
OpenConsole. exe
WindowsTerninal.exe
tasklist.exe

+ v

22752
16568
21896
17988
9980
20u72
17568
20552
1901
1356
2896
6600
15956
1266U
20200
15716
7712
9020
216U
23516
6312
19868
1526
7900
17188

Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Console
Services
Console
Services
Services
Services
Services
Services
Console
Console
Console
Console
Console

C: \Users\Hossam>taskkill /PID 16568 /F

SUCCESS: The process with PID 16568 has been terminated.

[Tp r—

NNNNNCCEPEEUONNNNNIIIIIIID

10,656
79,496
63,492
31,556

151,220
60,768
22,668
10,052

8,264

6,632

2,752

4,888
16,408
17,516
54,232
11,780
16,512
20,648
12,732
13,428

6,021
10,224
15,768
94,560
12,324

XXXXAXXXXXXXAXAXXXXXXXXXXXXX
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C:\Users\Hossam>dir
Volume in drive C has no label.
Volume Serial Number is BOAG-F78B

Directory of C:\Users\Hossam

04/09/2026 12:38 AM  <DIR>
04/09/2026 12:3U AM  <DIR>

04/09/2026 12:34 AM  <DIR> Contacts
04/09/2026 12:34 AM  <DIR> Desktop
04/09/2026 12:46 AM  <DIR> Documents
04/09/2026 12:34 AM  <DIR> Downloads
04/09/2026 12:34 AM  <DIR> Favorites
04/09/2026 12:34 AM  <DIR> Links
04/09/2026 12:34 AM  <DIR> Music
04/09/2026 12:38 AM  <DIR> OneDrive
04/09/2026 12:54 AM  <DIR> Pictures
04/09/2026 12:34 AM  <DIR> Saved Games
04/09/2026 12:34 AM  <DIR> Searches
04/09/2026 12:34 AM  <DIR> Videos

0 File(s) 0 bytes

14 Dir(s) 25,U67,383,808 bytes free

C:\Users\Hossam>|
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C:\Users\Hossam>mkdir MyTestFolder
C:\Users\Hossam>cd MyTestFolder

C:\Users\Hossam\MyTestFolder>|
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C:\Users\Hossam>mkdir ProjectFolder
C:\Users\Hossam>echo hello > report.txt

C:\Users\Hossam>copy report.txt ProjectFolder\report.txt
1 file(s) copied.

C:\Users\Hossam>del report.txt

C:\Users\Hossam>|
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C:\Users\Hossam>ipconfig /all

Windows IP Configuration

Host Name . . ... ... . : DESKTOP-PELIT2G
Prinary Dns Suffix

Node Type . . . L. ... .. : Hybrid

1P Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet:

Media State .
Connection-specific DNS Suffix

: Media disconnected
suez.edu.eg

Description . . . . . . ... .. : Realtek PCle GbE Family Controller
Physical Address. . . . . . ... : F8-8D-AC-10-3E-51

DHCP Enabled. . L. Yes

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . : Media disconnected
Connection-specific DNS Suffix

Description . R
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .

Microsoft Wi-Fi Direct Virtual Adapter
: 6C-6A-T7-FA-U3-1D

Yes

: Yes
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Wireless LAN adapter Local Area Connection* 2:

Media State .

. . . : Media disconnected
Connection-specific DNS Suffix

Description . Microsoft Wi-Fi Direct Virtual Adapter #2
Physical Address. . . . . . . .. : 6E-6A-T7-FA-U3-1C

DHCP Enabled. . . . . L.t No

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description . . . . . ... ... : Intel(R) Wi-Fi 6 AX201 160MHz

Physical Address. 6C-6A-T7-FA-U3-1C

DHCP Enabled. . . Yes

Autoconfiguration Enabled . : Yes

Link-local IPv6 Address . fe80: :e623:1c06:58fd: 9bali%15(Preferred)

IPvlf Address.
Subnet Mask .
Lease Obtained.
Lease Expires .
Default Gateway . 192.168.100.1
DHCP Server . . . . . . .. ... :192.168.100.1
DHCPV6 TAID . . . . . . . . . . . : 241986167

192.168.100.3(Preferred)
255.255.255.0

Wednesday, April 8, 2026 1:13:14 PM
: Thursday, April 9, 2026 10:35:53 PM

DHCPv6 Client DUID. . . . . . . . : 00-01-00-81-2E-20-9F-BB-F8-0D-AC-10-3E-51
DNS Servers . . . . . . .. ... : fe80::1%15

192.168.100.1

NetBIOS over Tcpip.
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C:\Users\Hossam>ping www.google.com

Pinging www.google.com [142.251.156. 119] with 32 bytes of data:
Reply from 102.251.156.119:
Reply from 142.251.156.119:
Reply from 142.251.156.119:
Reply from 142.251.156.119:

31ms TTL=117
36ms TTL=117

Ping statistics for 142.251.156.119:
Packets: Sent = U4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 6Ums, Maximum = 136ms, Average = 108ms

C-\leerc\Haccams
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C:\Users\Hossam>netstat -an

Active Connections

Proto
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP
TP

al

.100.

50607
.100.3:50713
.100.3:50714
.100.3:50920
.100.3:5U967
.100.3:55502
.100.3:55503
.100.3:58016
.100.3:63273
.100.3:63278
.100.3:63279

23.
g,

T
[}
[}
[}
[}
[}
[}
[}
[}
[}
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0.
0.
0.
0.
0.
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0.
0.
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n
[}
°

°

[}
[}
[}
[}
[}
[}
[}
0:0
[}
[}
[}

.0.0:
202.156.14:U43
107.206.77:U43

2.18.188.20:443

23.
23.
52.
52.
23.
98.
52.
52.

55.104.130:U43
U6.84.9:443
110.15.202:443
110.15.199:443
11.41.157:80
66.133.185:U43
123.243.10:U43
123.243.10:U43

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
LISTENING

1 TSTENTNG
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:50607
50713
50714
150920
54967
55502
55503
58016
163273
63278
163279

Nooooooo

2’

23.202.156.14:443
13.107.206.77: 443
2.18.188.24:4u3
23.55.104.134: 443
23.46.84.9:443
52.110.15.262:443
52.110.15.199:443
23.11.41.157:80
98.66.133.185: 443
52.123.243.10:443
52.123.203.10:443
[::1:8

cooo00000

CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
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C:\Users\Hossam>tracert www.

Tracing route to www.google.

over a maxinum of 30 hops:

1 1ms

2 1lms

3 7 ms
u 7 ms

5 6 ms

6 *

7 *

8 *

9 *
10 *
1 *
12 *
13 *
1 *
15  U6ms 5

Trace complete.

C:\Users\Hossam>|

Brxxrrsxxrwaaner

Eor

Grxxtssxxrwa

us ms

google.com

192.168.

100.1

10.45.11.19

10.39.235.162
10.39.115.130
10.39.115.146

Request
[
[
[
[
[
[
[
[

142.251.

timed
timed
timed
timed
timed
timed
timed
timed
timed

com [142.251.155.119]

out.
out.
out.
out.
out.
out.
out.
out.
out.

155.119
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C:\Users\Hossam>net user

User accounts for \\DESKTOP-PELI72G

Administrator DefaultAccount Hossam
Guest Hossam WDAGUtilityAccount
The command completed successfully.
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Command Prompt X o+ v

Microsoft Windows [Version 10.0.26200.8037]
(c) Microsoft Corporation. ALL rights reserved.

C:\Users\Hossam>schtasks /create /sc daily /tn "NewDailyBackup" /tr "C:\scripts\backup.bat" /st 89:00
SUCCESS: The scheduled task "NewDailyBackup" has successfully been created.

C:\Users\Hossam>|
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C:\Users\Hossam>systeminfo

Host Name:
0S Name:

0S Version:

05 Manufacturer:

0S Configuration:

0S Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Typ
Processor(s):

BIOS Version:
Windows Directory:
System Directory:

DESKTOP-PELI726
Microsoft Windows 11 Pro
10.0.26200 N/A Build 26200
Microsoft Corporation
Standalone Workstation
Multiprocessor Free
DR-ASHAA

00330-80000-00000-AA165
10/19/2025, 9:16:18 AM
4/5/2026, 4:17:16 AM

Hp

HP ProBook 450 G7
x6li-based PC

1 Processor(s) Installed.

[01]: Intel6d Family 6 Model 142 Stepping 12 GenuineIntel ~1803 Mhz
HP S71 Ver. ©1.27.00, 10/31/2025

C: \WINDOWS
C:\WINDOWS\system32
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Command Prompt x

BIOS Version:

Windows Directory:
System Directory:
Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:

Available Physical Memory:

Virtual Memory: Max Size:

Virtual Memory: Available:

Virtual Memory: In Use:
Page File Location(s):
Domain:

Logon Server:
Hotfix(s):

Network Card(s):

HP S71 Ver. ©1.27.00, 10/31/2025

C: \WINDOWS

C:\WINDOWS\system32

\Device\HarddiskVolume3

en-us;English (United States)

en-us;English (United States)

(UTC+02:00) Cairo

8,038 MB

2,209 MB

12,923 MB

6,227 MB

6,696 MB

C:\pagefile.sys

WORKGROUP

\\DESKTOP-PELI72G

U Hotfix(s) Installed.

[01]: KB5066128

[02]: KB5O5U156

[03]: KB5079U73

[ou]: KB5083532

2 NIC(s) Installed.

[01]: Intel(R) Wi-Fi 6 AX201 160MHz
Connection Name: Wi-Fi
DHCP Enabled:  Ves
DHCP Server: 192.168.100.1
IP address(es)
@11 192 168 160 3
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Administrator

Hicrosoft Windows [Version 10.6.26200.8037]
() Microsoft Corporation. All rights reserved.

Windows\System32>sfc /scannow
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 166% complete.

iindows Resource Protection found corrupt files and successfully repaired them.
For online repairs, details are included in the CBS log file located at
rindir\Logs\CBS\CBS.log. For example C:\Windows\Logs\CBS\CBS.log. For offline
repairs, details are included in the log file provided by the /OFFLOGFILE flag.

Windous\Systen32>
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LHossam3>gwebminal ~]» ps aux
USER PID %CPU %MEM vsz. RSS TTY STAT START  TIME COMMAND
Hossam35 340 0.0 0.0 153304 3776 pts/14 R+ 20:44 0:00 ps aux
Hossam35 31406 0.0 0.0 115696 3812 pts/14 Ss 20:41 0:00 -bash
[Hossam35@webminal ~]$ ||




image22.png
A g ® play - watch & practise

top - 20:45:33 up 28 days, 8:25, @ users, load average: .16, 0.11, 0.8
Tasks: 2 total, 1 running, 1 sleeping, © stopped, @ zombie

%Cpu(s): 8.8 us, 0.2 sy, 0.8 ni, 91.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem : 4032760 total, 862564 free, 1284944 used, 1885252 buff/cache
KiB Swap: @ total, @ free, @ used. 1875796 avail Mem

PID USER PR NI  VIRT RES  SHR'S %CPU %MEM TIME+ COMMAND
566 Hossam35 20 © 161968 4388 3856 R 0.0 0.1 0:00.05 top
31406 Hossam35 20 © 115696 3812 3156 S 0.0 0.1 ©:00.05 bash
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[Hossam35@webminal ~]$ sleep 300 &

[1] 13911

[Hossam35@webminal ~]$ kill -9 13911
[Hossam35@webminal ~]$ kill -9 13911
-bash: kkill: command not found

[1]+ Killed sleep 300
[Hossam35@webminal ~1$ [
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[Hossam35@webminal
total 12644

Pu-r-ore-.

[Hossam35@webminal

~I% 1s -la

Hossam35

Hossam35
Hossam35
Hossam35
Hossam35

Hossam35

~18 (]

Hossam35
root

Hossam35
Hossam35
Hossam35
Hossam35
root

Hossam35

115 Apr
8781824 Apr
18 Nov

193 Nov
231 Nov
334 Jan

9 Apr

658 Apr

24 2021
24 2021
24 2021
7 2022
6 20:37
7 2020

_bash_logout
-bash_profile
-bashrc

_emacs
.magic_string.txt
_zshrc
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[Hossam35@webminal ~]$ mkdir newproject

[Hossam35@webminal ~]$ echo "test" > newproject/notes.txt
[Hossam35@webminal ~]$ mv newproject/notes.txt newproject/readme.txt
[Hossam35@webminal ~]$ chmod +x newproject/readme.txt
[Hossam35@webminal ~]$ 1s -la newproject
total 4

drwxrwxr-x. 2 Hossam35 Hossam35 24 Apr 6 2
drwx: - 4 Hossam35 Hossam35 150 Apr 6 2
-rwxrwxr-x. 1 Hossam35 Hossam35 5 Apr 6 2
[Hossam35@webminal ~]$ rm -r myproject
[Hossam35@webminal ~1$
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[Hossam35@webminal ~]$ ip addr show

: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default qlen 10

link/loopback ©0:00:00:00:00:00 brd 60:00:00:00:00:00

inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever

inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever

ethe: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen

link/ether f2: 126 brd ff:ff:ff: FF

inet 139.162.5.218/24 brd 139.162.5.255 scope global noprefixroute dynamic etho
valid_1ft 1205sec preferred 1ft 1205sec

inet6 2400:8901::f03c:92fF:fe8f:4526/64 scope global noprefixroute dynamic
valid_1ft 5383sec preferred 1ft 1783sec

inet6 fe80::f03c:92ff:fe8f:4526/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

[Hossam35@webminal ~]$ ifconfig

Warning: cannot open /proc/net/dev (Permission denied). Limited output.

Warning: cannot open /proc/net/dev (Permission denied). Limited output.

ethe: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 139.162.5.218 netmask 255.255.255.@ broadcast 139.162.5.255
ether £2:3c:92:8f:45:26 txqueuelen 1000 (Ethernet)

Warning: cannot open /proc/met/dev (Permission denied). Limited output.
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
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[Hossam35@webminal ~]$ ss -tl

State Recv-Q Send-Q Local Address:Port Peer Ad
Cannot open netlink socket: Permission denied

[Hossam35@webminal ~]$ cat /etc/services | head -20

# /etc/services:

$Id: services,v 1.55 2013/64/14 ovasik Exp $

Network services, Internet style
TANA services version: last updated 2013-04-10

Note that it is presently the policy of IANA to assign a single well-known
port number for both TCP and UDP; hence, most entries here have two entries
even if the protocol doesn't support UDP operations.

Updated from RFC 1700, *Assigned Numbers'' (October 1994). Not all ports
are included, only the more common ones.

The latest TANA port assignments can be gotten from
http://ww.iana.org/assignments/port-numbers

The Well Known Ports are those from @ through 1023.

The Registered Ports are those from 1024 through 49151

The Dynamic and/or Private Ports are those from 49152 through 65535

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
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[Hossam35@webminal ~]$ cat /etc/hosts
127.0.6.1 localhost localhost.localdomain localhost4 localhost4.localdomaind
1 localhost localhost.localdomain localhost6 localhost6.localdomainG

139.162.35.78 dbserver
#35.174.145.148 api.mailgun.net
#3.211.183.251 api.mailgun.net
#34.193.141.147 api.mailgun.net
#198.61.254.24 api.mailgun.net
#54.186.167.136 api.mailgun.net
#23.21.21.103 api.mailgun.net
#52.34.189.186 api.mailgun.net
#54.160.90.6 api.mailgun.net
##198.61.254.24 api.mailgun.net
#52.7.166.101 api.mailgun.net
# 34.83.33.178 api.mailgun.net
#34.149.236.64 api.mailgun.net

169.48.154.84 community.webminal.org

#52.228.231.73 dbserve
169.148.148.93 api.zeptomail.in
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[Hossam35@webminal ~]$ cat /etc/services | head -20
# /etc/services:
$Id: services,v 1.55 2013/64/14 ovasik Exp $

Network services, Internet style
TANA services version: last updated 2013-04-10

Note that it is presently the policy of IANA to assign a single well-known
port number for both TCP and UDP; hence, most entries here have two entries
even if the protocol doesn't support UDP operations.

Updated from RFC 1700, *Assigned Numbers'' (October 1994). Not all ports
are included, only the more common ones.

The latest TANA port assignments can be gotten from
http://ww.iana.org/assignments/port-numbers

The Well Known Ports are those from @ through 1023.

The Registered Ports are those from 1024 through 49151

The Dynamic and/or Private Ports are those from 49152 through 65535

Each line describes one service, and is of the form:

EEEEEEEREERERERERERERERRERESR
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[Hossam35@webminal ~]$ who
[Hossam35@webminal ~]$ w
22:28:24 up 28 days, 10:67, © users, load average: .16, 0.09, .09
USER Y FROM LOGING IDLE JCPU  PCPU WHAT

[Hossam35@webminal ~]$ whoami
Hossam35
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LHossam3>@webminal ~J3 echo "0 © % = % /home/student/backup.sh™
@0 * * * /home/student/backup.sh
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[Hossam35@webminal ~]% dt -h

Filesystem Size Used Avail Use% Mounted on
devtmpfs 2.06 0 2.06 0% /dev

tmpfs 2.66 376M 1.66 19% /dev/shm
tmpfs 2.06 191M 1.86 10% /run

tmpfs 2.06 @ 2.66 % /sys/fs/cgroup
/dev/sda 736 476 23G 68% /

/dev/sdd 1186 616 57G 53% /home
/dev/sdf 306 166 156G 53% /common_pool

[Hossam35@webminal ~]$ uname -a
Linux webminal 5.4.168-1.el7.elrepo.x86_64 #1 SMP Tue Dec 21 12:52:10 EST 2021 x86_64 x86_64 x86_64 GNU/Linux
[Hossam35@webminal ~1$ [l
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C:\Users\Hossam>mkdir C:\logs

C:\Users\Hossam>C: \logs\disk_report.bat
Report complete.

C:\Users\Hossam>|
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C:\Users\Hossam>C:\logs\disk_report.bat
Report complete.

C:\Users\Hossam>notepad C:\logs\disk_report.txt

:\Users\Hossam>|




image35.png
B diskreportbat

File  Edit

View

disk_report.txt X+

H v

pisk Space Report - Tue 04/67/2026 2:43:56.96

Volume in drive C has no label.
Volume Serial Number is BOA6-F78B

Directory of C:\

10/19/2025
04/64/2026
04/67/2026
04/61/2024
04/67/2026
10/19/2025
07/21/2024
10/19/2025
11/08/2024
03/31/2026

Ln1, Col

06:48
10:54
02:43
09:26
02:27
07:00
11:59
08:
03

35

03:02
0 File(s)
10 Dir(s)

2EEE2EEEZRZ

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

Anetoub

Intel

logs

Perflogs

Program Files
Program Files (x86)
SOLTDHORKS Data
Users

WCH. CN

Windows

© bytes
25,396,244,480 bytes free

Plain text 00¢

Windows (CRLF)

UTF-8
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£ disk_reportbat X +

File  Edit  View

@echo off

echo Disk Space Report - %date% %time% >> C:\logs\disk_report.txt
Fsutil volume diskfree C: >> C:\logs\disk_report.txt

echo - -- >> C:\logs\disk_report.txt
echo Report complete.

ns, Col22 213 cha

Plain text 00" Windows (CRLF) UTF-8
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B rmporhat ik repert process_moritorpst

File  Edit  View

$processes - Get-Process | Where-Object { $_.WorkingSet -gt 100M8 }
$processes | Select-Object Name, Id, @{Name='MemoryM8'; Expression{[math]
Export-Csv -Path C:\logs\high_mem_processes.csv -NoTypeInformation
Write-Output "Report saved to C:\logs\high_mem processes.csv”

Ln4,Col62 304 characters Plain text

Windows (CRLF)

o

ound($_.WorkingSet/1M8, 2)}} |

utFs




image38.png
Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\WINDOWS\system32> PowerShell.exe -ExecutionPolicy Bypass -File C:\logs\process_monitor.psl
Report saved to C:\logs\high_mem_processes.csv
PS C:\WINDOWS\system32> |
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B rorhat ik reportt

File  Edit  View

["Name™, "Id" , "MemoryM8™

“chrome", "8752","102.84"

“chrome", "11636", "349.98"
“explorer”,"9556","147.42"

“Memory Compression”,"2856","1167.16"
“msedgewebview2”,"1196","142.65"
“MsMpEng”, "5588","200.19"

“Notepad", "21660" ,"151.52"
“SnippingTool”,"19284","119.26"
“WINWORD" , "9088","231.02"

Ln1,Col1 283 characters Plain text
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[Hossam35@webminal ~]$ nano backup.sh
[Hossam35@webminal ~]$
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[Hossam35@webminal ~]% nano backup.sh
[Hossam35@webminal ~]$ bash backup.sh
[Hossam35@webminal ~]$ nano monitor.sh
[Hossam35@webminal ~1$ [l
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OSlecture 2: (29/01/26)

Alist of common OS functions:

Process Management
Memory Management

File System Management

Device (1/0) Management
Security and Access Control

User Interface (UI) Management
Network Management

Error Detection and Handling
Resource Allocation

Accounting and Usage Monitoring

What does OS do?

Manages hardware and runs apps.
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OSlecture 3 5/2/26
*  Process Management: Manages the CPU’s "to-do list" so multiple apps can run.
+  Memory Management: Hands out RAM to apps and takes it back when they close.
«  File Management: Keeps your files and folders organized on the disk.
«  Device Management: Uses drivers to let the computer talk to hardware like printers.
«  Security: Uses logins and permissions to keep your data safe.
o UserInterface: Provides the screen and buttons you use to control everything.

«  System Monitoring: Watches how fast the computer is running and checks for errors.
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0OS lecture 519/2/26

Core Commands: @Echo off (hides commands), Echo (prints text), and Pause (stops the script
until a key is pressed).

Comments: REM or :: are used to add notes that the computer ignores.

Variables: Created using Set (e.g., Set name=Tony) or Set /A for numbers. User Input: Set /p
pauses the script to let a user type a value.

Logic & Control: If statements for decisions, and Goto with labels to jump to different sections
of code.

Loops: The For command is used to repeat tasks or iterate through a list of items.

Functions: Blocks of code defined by a label, executed with the Call command, and ended with
EXIT/B.
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Different types of OSs used today

Operating systems (OS) are fundamental software layers that manage hardware and software
resources within a computer system.

1. Personal and Desktop Operating Systems
These are the most familiar systems, designed for individual use on PCs and laptops.

©  Microsoft Windows:

emains the dominant force in enterprise and gaming, recently
integrating deep Al capabilities (like Copilot 3.0) and zero-trust security architectures.

+  MacOS: Apple’s Unix-based system remains preferable for creative professionals, as its
seamless ecosystem with iOS and emerging spatial computing platforms like VisionQs.

«  Linux: Unlike proprietary systems, Linux offers open-source flexibility. In 2026, it has
matured significantly on the desktop while continuing to dominate the world's servers
and cloud infrastructure.

2. Mobile Operating Systems

With mobile devices accounting for over 50% of web traffic in 2026, these systems are
optimized for touch interfaces and power efficiency.

*  Android & i0S: Modern mobile OSs are increasingly capable of desktop mode
functionality, which allows smartphones to act as a portable workstation when
connected to external displays.
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3. Specialized System Architectures
Beyond consumer devices, specialized OS types handle specific processing needs:

« Real-Time Operating Systems (RTOS): Used where timing s critical, such as in medical
devices, industrial robots, or autonomous vehicles. They guarantee a response within
strict time constraints often as quick as milliseconds.

«  Distributed Operating Systems: These manage a group of independent computers and
make them appear as a single system. They are essential for modern cloud computing
and large scale data centres.

«  Batch Operating Systems: Batch processing is still ital for non-interactive, higher
volume tasks like payroll processing o large scale data entry where jobs are executed in
groups to optimize throughput.

References

Coursera. (2026). 5 Types of Operating Systems to Know. Coursera Articles.
https://www.coursera org/articles/types-of-operating-systems

University of Phoenix. (2026). Essential OS Families for IT Professionals. UOPX Curriculum

Resource]

Bagldung on Computer Science. (2024, updated 2026). Context Switching in Operating
Systems. https:/www.baeldung.com/cs/os-context-switch
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the sfc /scannow command failed with an administrator error.

That “Administrator” error usually pops up because the Command Prompt or PowerShell
window isn't running with elevated privileges, even if you are logged into an admin account.
Windows requires an explicit "Run as Administrator" action for system-level repairs.

Here s how to clear that hurdle and get the scan running.

1. Launch with Elevated Privileges
The most common fix s simply changing how you open the terminal
1. Press the Windows Key and type cnd

2. Inthe search results, don't just click it. Right-click on Command Prompt.

3. Select Run as administrator.

4. A*User Account Control* (UAC) prompt will appear; click Yes.
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2. Use PowerShell (Admin)

If the Command Prompt method fails, Windows PowerShell often has better success with
permission handiing:

1. Right-click the Start button (the Windows icon in the taskbar).

2. Select Terminal (Admin) or Windows PowerShell (Ad:

3. Type sfc /scannow and hit Enter.

3.What if it sti

says you aren't an Admin?

If you've done the steps above and it stll denies you, your account might have lost its
administrative status, or system files are too corrupted to recognize your permissions.

Check your Account Type:

Settings > Accounts > Your info.
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1 am wiriting a Bash script for an automated backup. What
the difference between using cp -r and rsync for this task?

Choosing between cp -r and rsync is a classic scripting crossroads. While cp (copy) is
the straightforward tool we all learn first, rsync. (remote sync) is generally considered the

“gold standard" for backups due to its intelligence and efficiency.

Hereis the breakdown of how they differ and why you might pick one over the other.

1. Efficiency and "Delta” Transfer

The biggest difference lies in how they handle files that already exist in the destination.

Itis a “dumb" copier. If you run the script every day, cp will overwrite every

single file from scratch, regardless of whether the file has changed. This wastes time,
CPU, and disk 0.

Itis "idempotent.” It checks the source and destination first. It only copies files
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Recommendations for your Script
f you are writing an automated backup script, use  rsync . It handles network hiccups better,

saves wear and tear on your drives, and provides better logging.
The “Golden Rule" Backup Command:
Bash o
rsync -avz ~~delete /path/to/source/ /path/to/destination/

« -a:Archive mode (preserves everything).
v :Verbose (tells you whatit's doing).
- -z :Compresses data during transfer (great for slow drives or networks).

= ~-delete : Caution! This deletes files i the destination if they no longer exist in the

a cluttered graveyard of old fik

ckupis
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ip addr show.
ping-c488:88
netstat -tuln  here the output permission deined

‘This s a common issue on webminall Some commands need special permission. Here s the
fx for each one:

Command 1— ipaddrshow
Ifit says permission denied, try this instead:
ifconfig
Or this:
cat fetc/network/interfaces

Either one shows network information for your screenshot.

Command 2— ping
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Command 2— ping
Try with sudo:

ping -c 4 6.8.8.8
Ifstill denied, try:

ping -c 4 google.com

Command 3 — netstat
Try with sudo:

sudo netstat -tuln

If thatalso fails, ry this alternative:

ss -tuln

5 does exactly the same thing as netstatan® arks on all modern Linux systems —itis
actually the newer recommended replacemet,
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[Hossam35@webminal ~]$1s-1a -bash: 1s-1a: command not found

‘Yousare typing numbers instead of letters, and also missing the space! Let me show you
exactly:

Type it EXACTLY like this:

1s la

Ithas 3 parts:
+ 1=letterL (not number 1)
. s=letters
« space (press the space bar)
« -la=dash letter lettera
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Key traits:
«  Fixed-size blocks (pages)
« Noexternal fragmentation (gaps between blocks)
« Internal fragmentation possible (last page may be partially empty)
« The OS decides how to divide memory — the programmer doesn't see it

© Segmentation — The Moving Boxes
Now imagine you're moving to a new house and you pack boxes by logical category:
« Box1-Kitchen stuff

» Box2- Books
» Box3- Clothes
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