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[bookmark: _Toc192154721]1. Introduction 
This report researches essential aspects of networks and virtualisation, the report also showcases the implementation of a virtualised network with 4 machines including the use of Windows Server 2022 and Debian 12 to configure 2 servers and 2 hosts


[bookmark: _Toc192154722]2. Research on Essential Networking Aspects
[bookmark: _Toc192154723]2.1 Hypervisor
A Hypervisor is a software that allows the creation and monitoring of virtual machines (VM), hypervisors may also be referred to as Virtual Machine Monitors (VMM). When creating a VM the hypervisor will allocate resources from the computer in which the hypervisor is running on to the VM such as Number of cores, RAM, Hard disk space etc. There are two types of Hypervisors which are type 1 and 2.[1][2]
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[bookmark: _Toc192154706]Figure 1 - Type 1 Hypervisor Diagram.[3]
A type 1 hypervisor also known as a native or bare metal hypervisor is installed and ran directly onto the hardware of the host machine and allowing control over all of the computer’s resources and giving it better performance than a type 2 hypervisor, it also allows the creation and monitoring of multiple VMs on a single server. Type 1 hypervisors are used to implement other forms of virtualisation such as desktop, server etc.[4][5][1] Well known type 1 hypervisors include VMware ESXi, Hyper-V by Microsoft etc.[5]
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[bookmark: _Toc192154707]Figure 2 - Type 2 Hypervisor Diagram.[3]
A type 2 hypervisor also known as a hosted hypervisor is installed on top of the operating system of the host machine which makes it slower in performance compared to a type 1 hypervisor. Type 2 hypervisors are mainly used for desktop virtualisation or testing.[4][5] Reputable examples of type 2 hypervisors include VirtualBox by Oracle, VMware Workstation etc.[5]
[bookmark: _Toc192154724]2.2 IP Addressing
IP addresses are numerical identifiers used to identify a device’s network interface on a network, IP addresses allow for easier sending of unicast messages as they help nodes identify a path in which the data can be sent through, data sent via unicast is also labelled with the sender’s and the recipient’s IP address.[6]
[bookmark: _Toc192154725]IP Address Format, Types and Network Classes
IP addresses are 32 bits long presented in dotted decimal notation in 4 8-bit octets. IP addresses are categorised into classes A-E[7][8] based the numbers in their octets, the length of the address in bits and their use case, classes A-C are the most popularly used while classes D and E are considered experimental, for example, a class A IP address is used for very large networks that require more than 16 million devices, class B addresses are for medium or large networks and class C addresses are for small or home networks.[7]
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[bookmark: _Toc192154708]Figure 3 - IP Address Class Ranges/Blocks.[9]
Private and public addresses are used for different situations, public addresses are used when routing to the internet while private addresses are used for LANs though private addresses require translation into a public address.[6]
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[bookmark: _Toc192154709]Figure 4 - Private IP Address Ranges.[10]
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[bookmark: _Toc192154710]Figure 5 - Comparison of Subnet Masks in Each Network Class.[9]
[bookmark: _Toc192154726]Subnet Masks
Subnet masks are used to identify which octets of the IP address represents the network and the host, when a packet is sent the host compares its subnet mask to the destination’s IP address and their own which will determine whether the packet is sent locally or to another network. Subnet masks are presented similarly to an IP address but only uses two numbers, 255 represents the network portion of the IP address and 0 represents the host portion of the IP address.[7]
[bookmark: _Toc192154727]IPv4 and IPv6
IP version 4 (IPv4) is the 4th version of the internet protocol which was introduced in 1974 and is still currently being used. IPv4 made the Internet Protocol the core of network communications as well as the Transmission Control Protocol (TCP) which lead to the creation of the TCP/IP reference model. However, by around 2011 IPv4 was considered to be reaching exhaustion by professionals which may be due to frequent releases of new devices including the invention IoT devices.[11][8]
IPv6, made in 1999, was developed in response to IPv4 reaching its limit. The changes made in IPv6 include increasing the length of an IP address from 32 bits in IPv4 to 128 bits which drastically increased the number of unique IP address combinations. Another change included changing the way IP addresses are written going from 4 octets written in dotted decimal notation to 8 hexadecimal digit sets where each set is separated by a colon. Another change in IPv4 is replacing the broadcast address type with ‘Anycast’ addresses.[11] Anycast is a method of communication in which data packets are sent to the nearest destination node identified by an anycast address.[12]
[bookmark: _Toc192154728]2.3 Routing
Routers are essential networking device that operates on the 3rd layer of the TCP/IP model or (known as the transport layer) which is used to route/direct data packets to their within or to another network according to the network address on the packet.[6]
[bookmark: _Toc192154729]TCP and UDP
As previously mentioned routers exist within the transport layer of the TCP/IP model which is also where the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) reside, the TCP and UDP are the two fundamental protocols used to transport data packets, the TCP is used when transmitting large packets, more specifically it breaks the large data into smaller segments and labels them with the same destination address ad will then send the packets, once sent the TCP will wait for a response from the destination device to signal that they have received the message. The UDP is similar to the TCP in terms of functionality but the main difference between them is that the UDP does not check for acknowledgement of the packets being sent successfully while as mentioned previously the TCP does.[13]
[bookmark: _Toc192154730]Static and Dynamic Routing
Static routing refers to manually configuring the network routes for a device, statically routed device’s configurations do not change even if the network it resides in changes.[14][6]
Dynamic routing allows devices to configure their network routes automatically and change their routing information accordingly to network changes without assistance from a system administrator.[6][14] Dynamic routing requires routing information to be exchanged regularly in order to stay up to date, it does this via various protocols such as Routing Information Protocol (RIP), Open Shortest Path First (OSPF) etc.[14]
RIP is used in dynamic routing to measure the distance between to nodes through hop count which refers to the number of nodes that a packet travels through to reach its destination, in RIP’s metric range a hop count of 0 means that the nodes are directly connected and a hop count of more than 16 is considered unreachable by the RIP which makes the protocol impractical in large networks.[15] The OSPF is self-explanatory, it uses mathematic algorithms to find the shortest path to the destination node and uses link-state to maintain an updated network topology by exchanging related information from nearby nodes.[14][16]
[bookmark: _Toc192154731]2.4 Network Services
[bookmark: _Toc192154732]VPNs
Virtual Private Networks (VPNs) are a popular networking service used to enhance security and privacy while connected to an unsecured network, VPNs are used to create a private network within a public network which encrypts all traffic within it.[17][18][19] 
[bookmark: _Toc192154733]DHCP
The Dynamic Host Configuration Protocol (DHCP) is a service that automatically configure the network information for a host such as the IPv4 address, subnet mask, default gateway etc. the DHCP is the main protocol behind dynamic routing.[7]
During the DHCP, the host will send a broadcast message to the DHCP server (DHCPDISCOVER), the server responds with IPv4 addressing information for the host (DHCPOFFER), the host will then request to use the information sent from the server (DHCPREQUEST), after the request the server will allow the host to use the addressing information (DHCPACK).[7]
[bookmark: _Toc192154734]Active Directory Domain Services
Active Directory Domain Service (AD DS) is a network service developed by Microsoft that allows for centralised management of all the devices and information on a network. AD DS is primarily used to manage the authorisation and authentication of users and their information (Personal Information, Login details etc), but has other functions including management of policies on the network, configuration of security on devices etc. AD DS is also integrated with other services such as the Domain Name System (DNS) and DHCP.[20][21][22]
[bookmark: _Toc192154735]Certificate Authorities
A certificate authority within public key infrastructure is a reputable third party that is used to provide and approve certificates during communication in a network and open a connection to a network, certificates are used to authorise the communications between users and services within a network.[23][24]
[bookmark: _Toc192154736]3. Hypervisor, Server and Client Installation and Configuration
For this section, Oracle VirtualBox was the hypervisor chosen to setup each VM. The justifications behind the decision include being able to allocate resources for the VM manually and the inclusion of a user interface makes it easier to modify the settings of a VM.
[bookmark: _Toc192154737]3.1 Windows VMs Setup 
(Completed 10th February 2025)
[bookmark: _Toc192154738]Windows Server 2022 Setup
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[bookmark: _Toc192154711]Figure 6 - VM Setup Summary.
An article from Microsoft states that 2GB of RAM and 32GB of hard disk space is the minimum resources required to run Windows Server 2022.[25]
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[bookmark: _Toc192154712]Figure 7 - Removing Floppy Disk.
Figure 9 shows the removal of the floppy device in the VM’s settings, this is done so that the system skips the floppy disk in the boot order and reads the ISO file instead.
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[bookmark: _Toc192154713]Figure 8 - Server Manager Dashboard after completing the setup
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[bookmark: _Toc192154714]Figure 9 - Windows Server IP Configuration.
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[bookmark: _Toc192154715]Figure 10 - Successful Ping from Server to Client (Left) and to Debian Server (Right).

[bookmark: _Toc192154739]Windows 10 Client Setup
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[bookmark: _Toc192154716]Figure 11 – Windows 10 Client IP Configuration and Ping to Windows Server.
[bookmark: _Toc192154740]3.2 Debian Linux VMs Setups
Started 27th February 2025, completed 3rd March 2025. Both VMs where allocated 2GB of RAM, 4 cores and 20GB of hard disk storage.
[bookmark: _Toc192154741]Debian Server Setup
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[bookmark: _Toc192154717]Figure 12 - Debian Server IP Configuration.
[image: A screen shot of a computer

AI-generated content may be incorrect.][image: A screen shot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc192154718]Figure 13 - Debian Server Ping to Debian Client (Left) and to Windows Server (Right).
[bookmark: _Toc192154742]Debian Client Setup
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[bookmark: _Toc192154719]Figure 14 - Debian Client Ping to Debian Server and IP Configuration.


[bookmark: _Toc192154743]4. Reflection
The deployment of the virtualised network was straightforward in some aspects and complex in others. for example, setting up the windows server, client and the Debian 12 client  was simple mainly due to the inclusion of a desktop environment while the configuration of the Debian 12 server was complicated because it was installed without a desktop environment and only having a command line interface which therefore required good knowledge of bash.
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fece:0:0: FFFF::3%1
NetBIOS over Tcpip. . . . . . . . : Enabled

: \Users\vboxuser>g

1208PM
R s B





image12.png
@ v Server Manager * Local Server @1 P Mg Toos vew ep

Local Server
Command Prompt

Request timed out.

ping statistics for 192.168.1.2
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

c: \users\vboxuser>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.1.2
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

c: \users\vboxuser>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data
Reply from 192.168.1.2: bytes-32 time<ims TTL-128
Reply from 192.168.1.2: bytes-32 time<ims TTL-128
Reply from 192.168.1.2: bytes-32 time<ims TTL-128
Reply from 192.168.1.2: bytes-32 time<ims TTL-128

ping statistics for 192.168.1.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

: \Users\vboxuser>g
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[ a— WELCOME TO SERVER MANAGER

Command Prompt

i crosoft Windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved

c: \users\vboxuser>ping 10.0.0.2

pinging 10.6.6.2 with 32 bytes of data
Reply from bytes=32 time<ims TTL-64
Reply from bytes=32 time<ims TTL-64
Reply from bytes=32 time<ims TTL-64
Reply from bytes=32 time<ims TTL-64

0.0.0.2
0.0.0.2
0.0.0.2
0.0.0.2

ping statistics for 10.6.0.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\vboxuser>

BPA results
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REGReply from 192.168.1.2: Destination host unreachable. ~

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),

C:\Users\vboxuser>ping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

C:\Users\vboxuser>ping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes-32 time<ims TTL-128
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\vboxuser>g v

Public network (active)

Turn on
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Windows Licence valid for 87 days
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# This file describes the network interfaces available on your system
¢ and how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces. d/x

# The loopback netuork interface
auto lo
iface lo inet loophack

# The primary network interface
allou-hotplug enpes3

iface enpos3 inet dhcp

# This is an autoconfigured IPv6 interface
iface enpos3 ineté auto

#This is Host Only
allou-hotplug enpas
iface enposs inet dhcp

# External Netuork
allou-hotplug enpass
iface enpos9 inet static
address 10.0.0.2

netmask 255.255.255.252

# Internal Netuork
allou-hotplug enpasie
iface enposie inet static
address 192.168.2.1
netmask 255.255.255.0

Help
Exit

Hrite Out Hhere Is
Read File Replace

cut
Paste

Execute
Justify

Location
Go To Line

Undo
Redo

Set Mark
Copy

To Bracket
Where Was

[ Frevious
Next




image17.png
root@ardiffServer:™# ip a
lo: <LDOPBACK,UP,LOWER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 1008
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:94:e5:82 brd Ff:ff:ff:ffffff
inet 10.0.2.15/24 brd 10.9.2.255 scope global dynamic enpas3
valid_Lft 86341sec preferred_lft 86341sec
inet6 fdo0::a00:27ff:fed4:e582/64 scope global dynamic mngtmpaddr
valid_Lft 86336sec preferred_lft 14338sec
inete fe0::a00:27ff:fed4:e582/64 scope link
valid_Lft forever preferred_lft forever
enpess: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:28:8c:fe brd Ffiff:ff:ffffiff
inet 192.168.56.101/24 brd 192.168.56.255 scope global dunamic enposs
valid_Lft Sisec preferred_Lft Sdisec
inete fe0::a00:27ff:feze:acie/6d scope link
valid_Lft forever preferred_lft forever
4: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:71:88:53 brd ff:ff FEFf
inet 10.6.0.2/39 brd 10.0.0.3 scope global enposs
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fe71:8853/64 scope link
valid_Lft forever preferred_lft forever
enpes10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 ndisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:07:96:90 brd ff:ff:ff:ffffiff
inet 192.168.2.1/24 brd 192.168.2.255 scope global enposie
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:7e07:9690/64 scope link
valid_Lft forever preferred_lft forever
root@CardifiServer:~#
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¢ enpes8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fo_codel state UP group default glen 1666
Link/ether 08:00:27:2e:8c:fe brd ff:ff Frffff
inet 192.168.56.101/24 brd 192.168.56.255 scope global dunamic enposs

valid_Lft Sisec preferred_Lft Sdisec
inete fe0::a00:27ff:feze:acie/6d scope link

valid_Lft forever preferred_lft forever
enpes3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:71:88:53 brd Ff:ff:ff:ffffff
inet 10.6.0.2/39 brd 10.0.0.3 scope global enposs

valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fe71:8853/64 scope link

valid_Lft forever preferred_lft forever
5: enpes10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008

Link/ether 08:00:27:07:96:90 brd ff:ff:ff:ffffiff

inet 192.168.2.1/24 brd 192.168.2.255 scope global enposie

valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:7e07:9690/64 scope link
valid_Lft forever preferred_lft forever

root@CardiffServer:“# ping 18.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

64 bytes from 10.0.6.1: icmp_seq=1 tt1=128 time=0.473 ms
64 bytes from 10.0.6.1: icmp_seq=2 tt1=128 time=0.239 ms
64 bytes from 10.0.6.1: icmp_seq=3 tt1=128 time=0.264 ms
64 bytes from 10.0.6.1: icmp_seq=4 tt1=128 time=0.209 ms
64 bytes from 10.0.6.1: icmp_seq=5 tt1=128 time=0.228 ms
64 bytes from 10.0.6.1: icmp_seq=6 tt1=128 time=0.232 ms
64 bytes from 10.0.6.1: icmp_seq=7 tt1=128 time=0.243 ms
64 bytes from 10.0.6.1: icmp_seq=6 tt1=128 time=0.288 ms
64 bytes from 10.0.6.1: icmp_seq=9 tt1=128 time=0.262 ms
64 bytes from 10.0.6.1: icmp_seq=16 tt1=128 time=0.334 ms
64 bytes from 10.0.6.1: icmp_seg=11 tt1=128 time=0.232 ms
64 bytes from 10.0.6.1: icmp_seq=12 tt1=128 time=0.266 ms
64 bytes from 10.8.0.1: icmp_se .233 ms
64 bytes from 10.0.0.1: icmp_se .246 ms

t

- 10.0.0.1 ping statistics ---
14 packets transmitted, 14 received, 0% packet loss, time 13332ms
rtt min/aveg/max/mdey = 0.209/0.268/0.473/0.064 ms
root@CardiffServer:~# ping 192.168.2.2

PING 192.168.2.2 (192.168.2.2) 56(84) bytes of data

64 bytes from 192.168. icmp_sen=1 ttl=64 time=0.480 ms
64 bytes from 192.168. icmp_seq=2 ttl=64 time=0.279 ms
64 bytes from 192.168. icmp_seq=3 ttl=64 time=0.192 ms

64 bytes from 192.168.
64 bytes from 192.168.
t

: icmp_seq=d tt1=64 time=e.33z ms
: icmp_seq=S ttl=64 time=e.a7o ms

- 192.168.2.2 ping statistics ---
5 packets transmitted, 5 received, 8% packet loss, time 4168ms
rtt min/avg/max/mdey = 0.192/0.342/0.480/0.098 ms
root@CardiffServer: “#
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valid_Ift forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:94:e5:82 brd Ff:ff:ff:ffffff
inet 10.0.2.15/24 brd 10.9.2.255 scope global dynamic enpas3
valid_Lft 86341sec preferred_lft 86341sec
::200:27ff :fe34:6562/64 scope global dunamic mgtmpaddr
86338sec preferred_Lft 14338sec
a00:277f:fe34:e562/64 scope link
valid_Lft forever preferred_lft forever
enpess: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:28:8c:fe brd Ffiff:ff:ffffiff
inet 192.168.56.101/24 brd 192.168.56.255 scope global dunamic enposs
valid_Lft Sisec preferred_Lft Sdisec
inete fe0::a00:27ff:feze:acie/6d scope link
valid_Lft forever preferred_lft forever
4: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:71:88:53 brd Ff:ff:ff:ffffff
inet 10.6.0.2/39 brd 10.0.0.3 scope global enposs
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fe71:8853/64 scope link
valid_Lft forever preferred_lft forever
enpes10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 ndisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:07:96:90 brd ff:ff:ff:ffffiff
inet 192.168.2.1/24 brd 192.168.2.255 scope global enposie
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:7e07:9690/64 scope link
valid_Lft forever preferred_lft forever
root@CardiffServer:“# ping 18.0.0.1
PING 10.0.0.1 (10.0.0.1) S6(84) hutes of data.

64 bytes from 10.8.0.1: icmp_se

64 bytes from 10.8.0.1: icmp_se

64 bytes from 10.0.6.1: icmp_seq=3 tt1=128 time:

64 bytes from 10.0.6.1: icmp_seq=4 tt1=128 time=0.209 ms
64 bytes from 10.0.6.1: icmp_seq=5 tt1=128 time=0.228 ms
64 bytes from 10.8.0.1: icmp_se .23z ms
64 bytes from 10.0.6.1: icmp_seq=7 tt1=128 time=0.243 ms
64 bytes from 10.0.6.1: icmp_seq=6 tt1=128 time=0.288 ms
64 bytes from 10.8.0.1: icmp_se 262 ms
64 bytes from 10.8.0.1: icmp_se .33¢ ms
64 bytes from 10.8.0.1: icmp_se .232 ms
64 bytes from 10.0.6.1: icmp_seq=12 tt1=128 time=0.266 ms
64 bytes from 10.0.6.1: icmp_se=13 tt1=128 time=0.233 ms
64 bytes from 10.0.6.1: icmp_seo=14 tt1=128 time=0.246 ms

t

- 10.0.0.1 ping statistics ---
14 packets transmitted, 14 received, 0% packet loss, time 13332ms
rtt min/avg/max/mdey = 0.209/0.268/0.473/0.064 ms
root@CardiffServer: “#




image20.png
Activities Mar3 11:33

db12client@vbox: ~

db12clientevbox:~$ ping 192.168.2.1
.168.2.1 (192.168.2.1) 56(84) bytes of data
from 192.168.2.1: icmp_seq=1 tt1l=64 time=e.
from 192.168.2.1: icmp_seq=2 tim
from 192.168.2.1: icmp_seq=3 tim
from 192.168.2.1: icmp_seq=4 tine=g
from 192.168.2.1: icmp_seq=5 tim
from 192.168.2.1: icmp_seq=6 tim
from 192.168.2.1: icmp_seq=7 tim

192.168.2.1 ping statistics

7 packets transmitted, 7 received, 0% packet loss, time
Ttt min/avg/max/mdev 0.184/0.315/0.430/0.097 ms
db12c1ientevbox:~s |
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Class A 0to 126 127 (2 are 16,777,214
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