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1. [bookmark: _Toc134177551]Team

This section describes how the group organised itself and setup collaborative working. This includes details of how work was backed up.

[bookmark: _Toc128316269][bookmark: _Toc134177552]Group Members
The group had a mixture of skills that consisted of networking and cloud software skills.
Name of the Team: Team Resit
Team Members 
	Student Name
	Student ID

	Sam Comley
	2023031

	Kasey WARD
	2113329

	Gareth WILLIAMS
	1910285

	Carys NEWINg
	2014825



Team Evaluation (Self Evaluate your Team)
	
	Sam
	Kasey
	Gareth
	Carys

	Sam
	
	
	
	

	Kasey
	
	
	
	

	Gareth
	
	
	
	

	Carys
	2
	5
	5
	3


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)
Sam: has had a few absences due to illness and has utilised the Teams group chat we have going to raise these points. 

Kasey: is very supportive and co-ordinated the team well along with Gareth. Kasey was very good with troubleshooting the issues we ran into

Gareth: did the majority of the screenshots although there were some issues that were temporarily resolved by using virtual box on a Windows OS.

Carys: I continued to suffer with wrist problems as well as illness for this section of the assignment however I endeavoured to keep the latest VM images available on my shared drive and provided organisation between the component 1 and 2 elements to minimise confusion whilst providing a sounding board for ideas and issues that arose within these tasks.

[bookmark: _Toc134177553]Task 1: Managing and maintaining network resources using network policy and security practices

[bookmark: _Toc134177554]NTFS

On a client 1 PC a folder was setup and a simple text file created.
[image: Graphical user interface, text
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[image: Graphical user interface, application

Description automatically generated]
As expected, windows showed an error regarding inherited permissions. 

[image: Graphical user interface, text, application

Description automatically generated]
Removed the inherited permissions from the folder.
[image: Graphical user interface, application

Description automatically generated]

Screenshot in figure  shows that the permissions can now be tailored.

The following screenshot shows the property of the files and that the permission have been inherited from the parent folder.
[image: Graphical user interface

Description automatically generated]

Next, the full control permission was granted for User1 on the file:
[image: Graphical user interface, application

Description automatically generated]

The following screenshot shows a Domain User account can still edit the file as write permission are granted. This is also true at the folder level, the Domain User can also create a new text document.

[image: Graphical user interface, application

Description automatically generated]



If the folder name is modified, the Domain User is correctly prompted for administrative permissions to continue, this behaviour is correct as the use does not the “modify” permission. This proves the security permission is working as expected.

[image: Graphical user interface, text, application

Description automatically generated]


[bookmark: _Toc134177555]Share Permissions
In this section the group configured a network share:
[image: Graphical user interface, text, application

Description automatically generated]

Permissions are granted on the newly created share as shown in figure n below:

[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134177556]Accessing the File Share from Client 1
The following screenshot shows the mapped drive and the creation of a test file and folder to verify the permissions of User1 and proves the correct configuration of the share.

[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134177557]Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

[bookmark: _Toc134177558]GPO 1: Moderating Access to the Control Panel.
In this section a group policy was configured to restrict access to the control panel for Domain Users.
On Server1, two objects were created, a New Non-Admin OU (organisational unit) and a non admin domain user (User3).
[image: Graphical user interface

Description automatically generated]

The group policy Management console was used to create the specific policy at the User Configuration level:

[image: Graphical user interface, application

Description automatically generated]
To ensure the policy is active immediately across the domain, the gpupdate /force command is executed:
[image: Graphical user interface

Description automatically generated]

Verification that the policy has been applied successfully is tested by attempting to open Control Panel on Client 1 as the User3 domain user account:
[image: Graphical user interface

Description automatically generated]



[bookmark: _Toc134177559]GPO 2: Removing Access to the Command Prompt.
An additional standard security policy is to disable access to the command prompt. To achieve this the Prevent access to the command prompt policy is set:

[image: A screenshot of a computer

Description automatically generated]

The gpupdate /force command is run, note that the effect on the client doesn’t take place until the policy is updated locally. The following screen shot shows the policy has been applied successfully.
[image: A screenshot of a computer
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[bookmark: _Toc134177560]GPO 3: Restricting Access to Removable Media Drives.
Another policy was set to restrict Acess to Removable media drives, this policy is set at the User Configuration level:

[image: Graphical user interface

Description automatically generated]
The following screen shot shows the restriction is in place when trying to access the CD drive from windows explorer.
[image: Graphical user interface, application, Word
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To further test the remove media policy is set correct and that it only effects normal Domain Users; logging on to Client1 as Administrator allows access to the CD volume as expected:
[image: Graphical user interface, text, application
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[bookmark: _Toc134177561]GPO 4: Restricting Software Installs
The difference with this policy is that it is set at Computer Level rather than User Configuration:

[image: Graphical user interface, text, application

Description automatically generated]

The following screenshot shows that the Administrator account will be required to install the software (the shield icon)

[image: Graphical user interface, text
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The user is prompted for administrator credentials as we need elevated privileges to install…

[image: Graphical user interface
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[bookmark: _Toc134177562]GPO 5: Enforcing Password Policy in the ‘accatask.msft’ domain.
Another standard tool is setting the password policy: 
[bookmark: _Toc134177563][image: Graphical user interface, text, application

Description automatically generated]

Now the password policy has been set, we get the following error when creating a new account that the password meeting the policy:

[image: Graphical user interface, text, application
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[bookmark: _Toc134177564]Task 2: Routing and packet filtering within core TCP/IP services and critical failover/redundancy practices
The ARP -A command will show the current routing table:
[image: Graphical user interface, application

Description automatically generated]

Note: that as the client1 VM only has 1 network interface:
[image: A screenshot of a computer
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The following screenshot shows the comparison between the ARP tables before and after using the ping command, this shows how the table is dynamically built. Here we pinged two networks, this is shown in the Server2 ARP table for each interface:

[image: Graphical user interface, text

Description automatically generated]

This screen shot shows the additional entries in the routing table after the ping 172.16 range and server address of 10.10.10.2:

[image: Graphical user interface, text

Description automatically generated]






Route
The route print command shows the networks the host is connected to:
[image: Graphical user interface, text
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[bookmark: _Toc134177565]Deploy Core Services (FTP Server)
Using the Add Roles and Features action in Server Manager, the FTP service was installed:

[image: Graphical user interface

Description automatically generated]
Once installed, another domain user was created to test the service:
[image: Graphical user interface, application, Word

Description automatically generated]








One the ftp service is installed, it needs to be configured through the IIS Management console:
In this case the default port of 21 was used. Note that Secure Socket Layer is not used – this would mean the data transported using ftp is not encrypted.
[image: A screenshot of a computer
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As part of the configuration the test user is granted access:

[image: Graphical user interface, text, application
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The ftp configuration allows custom banner messages that can be used to prompt users who access. These are typically used to remind users of security considerations while using the service:
[image: Graphical user interface
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FTPUser23 permissions on ftproot folder, note that we haven’t provided write permissions therefore it is expected that any attempt to put files from the client will fail.

[image: Graphical user interface, application

Description automatically generated]




Test FTP Upload from Client PC
On the Client2, a folder was created and text file created for use to test the ftp. The following screenshot shows the opening of the ftp client and the custom banner configured in the ftp server. This is where the banner could warn the user regarding laws, ethics or company policy of using the service:
[image: Graphical user interface

Description automatically generated]

After successful login, the user is presented with the custom welcome message:
[image: Graphical user interface, text

Description automatically generated]






Note that, as expected, on first attempt the user does not have write permissions to the remote folder created above. This results in the ftp 550 Access is denied error:
[image: Graphical user interface, text

Description automatically generated]

After correcting the permissions on the remote folder by adding the ability to write :
[image: Graphical user interface, text, application
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Reattempting the ftp put is now successful.

[image: Text

Description automatically generated]

On Server2 we can see the file the was transferred using the put command:
[image: Graphical user interface, text, application, email
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[bookmark: _Toc134177566]Installing and configuring the Routing and Remote Access Service

To allow two networks to communicate the DirectAccess and Routing services are installed and configured on both Server 1 and Server 2:
[image: Graphical user interface, text, application, Word
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[image: Graphical user interface, text, application, Word

Description automatically generated]

The Remote Access services was then started …
[image: Graphical user interface, application

Description automatically generated]

The Routing Information Protocol (RIP) was added, and both network interfaces included:

[image: Graphical user interface, application
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[image: Graphical user interface, text, application

Description automatically generated]

Verifying Remote Access

[bookmark: _Toc134177567]IP Packet Filtering
The following screen shot shows both Server1 and Client1. At this time, Client1 is able to ping, however, an Inbound Filter is then added and as expected Client1 is then no longer able to ping.
[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc134177568]Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.

During the testing of this element, it was discovered that there was an issue present with the automatic configuration of the RIP which resulted in an unstable connection between the devices. Due to the nature of this issue as well as the unstable connection it provided resulted in Filter 2 and Filter 3 not being configured or tested. However, the following screen shots show some troubleshooting of the problem that shows the configuration. 

[bookmark: _Toc134177569]Troubleshooting RIP
It was noted that with RRAS Stopped on the server, Client1 can ping server1 on 172.16.1.1

[image: Graphical user interface, text, application, Word

Description automatically generated]

Enabling the RASS service stops the ping from Client1, however, no inbound filtering is enabled on that card:


[image: Graphical user interface, application

Description automatically generated]

Server1 ARP -a shows client1 ip address:

[image: Graphical user interface, text, application

Description automatically generated]

It was noted that removing both Inbound and Outbound Filters that had been setup automatically by the install wizard resolved the ping problem between network 172.16.1.0 and 10.10.10.0.

[bookmark: _Toc134177570]Task 3: Observational Tasks
[bookmark: _Toc134177571]Enhancing security on a SOHO network
 
Small Office/Home Office (SOHO) typically containing 10 employees or less and are small-scale operations, this means that the use of Active Directory (AD) is not always suitable to implement in SOHO organizations therefore other methods must be utilised to enhance security. Password implementation is the easiest way to implement security and can be controlled by group policy orchestration (GPO) or through the local security policies. Also securing the BIOS and enabling the trusted platform module (TPM) will allow for encryption of the hard drive, which allows for data to be secured when the device is off. 
Setting a local admin account and configuring the local security policies will enable restrictions to be configured such as minimum password length as well as password complexity, how often passwords should be changed and how many passwords are held in the password history. In some cases, it might be viable to implement single sign-on (SSO) without AD through cloud-based identing and access management (IAM) services although the requirements must be carefully considered prior to implementation so the solution suits the SOHO. SSO reduces the number of passwords and usernames that an employee would have to remember and can be easier to implement than an AD infrastructure.[5]
Enabling encryption on all devices including the Wi-fi networks or ethernet connections as well as changing all the pre-configured names and passwords along with performing device hardening will reduce the likelihood of access being gained through insecure wireless access points or networks. Also ensuring either a physical or cloud back-up is set to run at set intervals to minimise downtime and loss of business costs from having to re-do work or the potential of losing clients.
The installation, configuration, and use of firewalls to monitor and block any unauthorised traffic from entering or exiting the networks will further enhance the security of the network as unwanted and malicious packets can be filtered out of the traffic.
                                                        
[bookmark: _Toc134177572]Failover clustering for high availability services and systems

Failover clustering for high availability services and systems can be offered through cloud services or via on-site failovers. On-site failover clusters have servers in the same physical location or data center which are directly connected to the same shared storage to work and require a high-speed network to communicate. Cloud-based failover clusters have different geographical locations and can exist in different data centers providing they are connected over a network; they can also use cloud-based storage solutions which can be easily upscaled to increase storage however they can experience issues with latency and network congestion. Whilst there are some similarities in their configuration, they both have the same concepts that need to be considered and they are.

	Concept
	Requirements to consider

	High availability requirements
	The level of up time required and the maximum acceptable downtime for each application or service.

	Network Connectivity
	Whether the cluster is on-site or cloud-based the topology, bandwidth latency and security requirements need to be considered to ensure that all nodes in the cluster can communicate efficiently and the data is secured.

	Storage and data replication
	As they rely on shared storage and data replication, the storage requirements for the applications and services to function require sufficient redundancy and replication to minimise data loss in the event of a failover.

	Failover configuration
	How the failover cluster behaves when in an active state as well as when failing over can be configured in the failover configuration which allows it to be adapted to suit the business environment.

	Disaster recovery
	How the failover cluster will be restored should a catastrophic failure occur or if data loss was to impact it.

	Monitoring and maintenance
	How regular the maintenance and testing will be performed to ensure that the cluster is functioning correctly. This also includes ensuring the software and firmware is kept up to date as well as monitoring for issues with the storage and performance of the cluster.



By considering these concepts, it ensures that a failover cluster is properly configured that meets the organisation's requirements. As its name suggests the devices involved in a failover cluster can have multiple nodes but will share a resource in Active directory.
[image: Diagram, timeline

Description automatically generated]
Figure 1 - [8] visual diagram of a failover cluster
To configure a failover cluster the Failover cluster management tools need to be added to the Remote Server Administrator Tools under the roles and features wizard. Once this is completed a failover cluster disk can be configured on one of the servers in the cluster and a failover cluster readiness check can be performed to validate the configuration, this will ask for the devices that will be clustered together to be added before the tests are run to validate the configuration. Once validated the Access point can then be created which required the configuration of the cluster, for this the cluster name is given and the networks and address details are configured. Then the devices are added, and the eligible storage can be added to the clusters to create an access point. Once created it should show in active directory as an entity.
[image: Graphical user interface, text, application

Description automatically generated]
Figure 2 -  [8] display of nodes and cluster access point in active directory

Once created the cluster can now be viewed in the failover cluster manager, this shows the status of the nodes as well as the cluster disks and where they are assigned to.

[bookmark: _Toc134177573]Network Policy for an Enterprise Network


	Network Policy Area
	Requirements
	Assumptions made

	Password Policy
	All Passwords for standard accounts must be longer than 8 characters and consist of at least one upper- and lower-case letter, a numeric as well as a special character
	This is best used when a device has local policies, group policies configured or have systems like active Directory implemented.

	
	All Passwords for Admin accounts must be longer than 16 characters and consist of at least one upper- and lower-case letter, a numeric as well as a special character
	

	
	Password storage applications may be used if approved by the company
	The organisation has a requirement for or the ability to assess password storage applications for use within the business.

	USBs and removable media
	all USB access will be blocked unless authorization is granted from their manager and a suitable business case is provided along with justification.
	The organisation has either a USB blocking policy in place through GPO or alternatively has allowed list of USB's for USB whitelisting.

	
	Company-owned equipment must not be used to transfer company data to non-company-owned equipment using USBs or removable media, unless approved by the IT department.
	

	
	All USBs and removable media used on company-owned equipment must be properly disposed of or returned to the IT department when no longer needed.
	[2] This assumes that the organisation already has an adequate wiping system or has a certified disposal method.

	
	USBs or removable media devices must be scanned for viruses or other malicious software before using them on company-owned equipment.
	This assumes that the organisation has endpoint protection or alternatively have sheep-dip devices deployed to check removable media devices.

	Acceptable use
	Employees must not share their user accounts or passwords with anyone.
	Basic Security culture training has been delivered to employees.

	
	All employees must report any security incidents or suspicious activities to the IT department.
	

	
	Employees must not engage in any activities that may cause harm to the company network or its users, including but not limited to hacking, malware distribution, phishing, and spamming.
	

	
	Occasional use of personal emails is allowed on work breaks however the organisation is not responsible if you place any personal orders through our network
	The organisation has a PAC file and a secure web gateway or platform that allows for content to be monitored and blocked to prevent the ingress of malware.

	Network Access Policy
	Access to the company network is granted based on job roles and responsibilities.
	This is assuming that the organisation is using AD and that file shares are also restricted through groups or by device.

	
	Network access privileges may be revoked or modified by the IT department at any time.
	This is dependent on logs and alerting gathered from either the system, the network or from a user.

	
	Employees must authenticate themselves before accessing the network.
	

	Remote Access:
	Location based conditional access will be enforced and only countries on the allow list will be permitted access. Any exceptions or new requests are subject to review
	This also covers working remotely for accounts showing in the organisations AD and no business-to-business (B2B) federation has been configured.



[bookmark: _Toc134177574]Reflection

Whilst we as a team encountered some issues with the RIP networking protocol not working as expected, this was identified towards the end of the worksheet, so we opted to include the troubleshooting to show that the connection was unstable making the rest of the task unfeasible. Regardless of the issues encountered it was a good continuation from the previous worksheet regarding the tasks required and how they related to the modules and the taught elements.
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