TAKS 1
INTRODUCTION
Through The Cisco Networking Academy, I learned a whole new world about the Internet and learned a lot of specific details and details about Internet technology. Below I will write down my feelings and experience of this study, especially the summary of the knowledge I have learned.

Chapter 2 "The DevNet Developer Environment."
I think DevNet is a comprehensive developer program launched by Cisco to provide a comprehensive platform for developers to learn, communicate and practice. It supports developers to upgrade their network programming and automation skills from basic to advance through an interactive website, community forums, coordinated development tools, and sandboxed environment.

DevNet's core resources include: a learning lab, a sandbox environment, a code exchange library, developer support, and extensive product API documentation.

The Learning Lab offers self-paced tutorials covering a wide range of topics, from basic coding to using REST APIs. 

The sandbox environment simulates the product development and test environment and supports a variety of technologies. 

A code exchange is a repository of sample code written by other developers. 

Developer support provides help through workorders, live chat, and forums. 

The developer documentation is at the center of all product API documentation.

Overall, DevNet provides an open source, convenient and powerful platform for anyone interested in programming and computing.

Through learning the DevNet development environment, I believe that with the rapid development of network technology, automation and programming skills are becoming more and more important.

At the same time, I think there will be challenges for web technology in the future, such as how to continuously update and extend the DevNet platform and how to ensure the security of network automation and programming practices.



Chapter 3 “The DevNet Developer environment”
In Module 3 I learned about the phases of the software development life cycle (SDLC) and the different software development methodologies, including the waterfall model, Agile development, and Lean software development. There are also software design patterns, version control systems, and programming best practices.

The first is about the SDLC, which consists of a series of stages that guide software development from concept to delivery. It includes requirements analysis, design, implementation, testing, deployment, and maintenance, with each phase providing input to the next. The SDLC emphasizes sequencing and documentation, ensuring that each stage is completed before moving on to the next.

Second, software design patterns are best practice solutions to common problems in software development, independent of programming languages, and can be implemented in any modern programming language. Design patterns include creation patterns, structure patterns, and behavior patterns, which guide object creation, describe how objects and classes are used, and how objects interact with each other.

Meanwhile version control systems manage file change history, support collaboration, ensure accountability and visibility, allow independent work, and provide security. Types include local, centralized, and distributed control systems. Git is a popular distributed system that supports collaboration, provides accountability and visibility, allows independent work, and ensures security.

Also programming best practices include writing clean code that is easy for other developers to read and understand. Clean code places special emphasis on standardized formatting and intuitive naming for ease of reading, understanding, and searching. Clean code also pays attention to overall organizational intent, makes things easier to find, modularity promotes testing and reuse, inlining, and other annotations. Other features help with self-documentation of code.

There is no denying that in the real world these technical skills are essential for any industry that involves software development. Whether it is a technology company, the financial industry, or healthcare, an effective software development process ensures the quality and timely delivery of software products that meet market needs and user expectations.
Future challenges include how to adapt to the changing technological environment, such as the integration of new technologies such as cloud computing, big data, artificial intelligence, and the Internet of Things. In addition, with the popularity of remote working and global teams, how to maintain the efficiency of team collaboration and communication is also a challenge. 


Chapter 4 “Understanding and Using APIs”
About the fourth chapter of the API learning. We'll take a closer look at what happens between client and server communications on the network.

First, the Cisco Networking Academy platform gives us an understanding of what API is, why API be used (i.e., the benefits of API), the types of API, and the benefits and usage of synchronous and asynchronous API.

Then the introduction to RPC and SOAP leads to the introduction and learning of REST and REST APIs. Examples include the four models of RESR (client-server model, stateless model, cache model, and API request/response model) and an introduction to their concepts. The introduction of URL/URI and Http status codes made me feel deeply. When I learned to use Javascript, I was not clear about the structure and concept of web addresses, and when I used wireshark to capture packets, it was difficult to interpret the results of packet capture. After learning this chapter, I think I have a clearer understanding of virtual Internet than before.

Next, we began to learn about the security aspects: authentication and authorization. In the process, we learned about the types and composition of API keys, as well as the authorization mechanism: by using OAuth2.0 in conjunction with the web Authorization check server, pre-registered applications can perform REST API authorization on behalf of users. Then we learned the very important Rate limit. If the Rate is not limited, the user's response and service experience will deteriorate, and even the server will suffer DoS attacks. Of course, there are many methods for limiting, such as leaky bucket/Token bucket/Fixed window counter/Sliding window counter.

Next, we learned about Webhook, an HTTP callback technology known as the Reverse API. It is a technology that can automatically trigger a server endpoint to point request when a specific event occurs and is often used for real-time data synchronization and notification. At the end of this module, we learned how to troubleshoot API calls. Learned how to troubleshoot UCL faults step by step.

Conclusion
In general, after learning modules 2, 3 and 4, it is a brand new and different learning experience for a student of Networking technology, because the Cisco Networking Academy platform not only provides very clear and detailed teaching materials, but also comes with one or two summary exams after each module. Allow learners to consolidate the knowledge they have learned in each module. At the same time, it also made me understand that as a future network engineer, I should have a good understanding of the network and be vigilant to technical security and data security threats.






TASK2

Activity 1:
After learning the Cisco Networking Academy platform, I think DevNet is a comprehensive developer program launched by Cisco. It is an independent environment, aiming to provide a comprehensive learning, communication, and practice platform for developers. It supports developers to upgrade their network programming and automation skills from basic to advance through an interactive website, community forums, coordinated development tools, and sandboxed environment.

DevNet's core resources include: a learning lab, a sandbox environment, a code exchange library, developer support, and extensive product API documentation.

The Learning Lab offers self-paced tutorials covering a wide range of topics, from basic coding to using REST APIs. The sandbox environment simulates the product development and test environment and supports a variety of technologies. And the sandbox is temporary. After shutdown, the system will delete all software and files as well as status. Each time you open the application, you get a new instance of the sandbox. A code exchange is a repository of sample code written by other developers. Developer support provides help through workorders, live chat, and forums. The developer documentation is at the center of all product API documentation.

In addition, DevNet offers video courses and global events, giving developers the opportunity to participate in hands-on workshops and learn about the latest technology trends. DevNet's online resources can also be reflected in application development and automation, but also includes the Internet of Things, cloud, networking, data center, security, and other areas. DevNet facilitates collaboration among developers and encourages the formation of a sense of community, enabling them to share their work, solve problems together, and improve the overall quality of the application. With adequate testing and validation in DevNet, developers can ensure that their applications are robust and reliable when deployed to production environments, increasing the success of their projects, and ultimately providing users with a seamless, secure experience.

DevNet facilitates sharing and collaboration among community members through platforms such as automated exchange, code exchange, and ecosystem exchange. The Automated Exchange provides use cases and toolkits for network automation, the code exchange leverages GitHub's social coding capabilities, and the Ecosystem Exchange provides a connection point for solution providers and developers to quickly jump-start solution design and development.

Through the discussion with my classmates in class, I have a further understanding of DevNet knowledge.

For example, we learned that sandboxed can prevent potentially harmful code from affecting the production environment because of the ability to use sandboxed rollback capabilities. If the test content or test package contains viruses, you can perform the rollback function to restore the test environment. Sandboxes are also web-based, free, self-contained test environments that are more convenient than setting up VMS.

At the same time, there are specialized search engines to serve you, when you know about Cisco equipment or have problems before using previous Cisco equipment, you can use the Cisco metric search engine to search, which is more targeted and professional than using the common search engines (Google or Bing).

Note, however, that starting with Windows 11 version 22H2, your data persists through restarts launched from within the virtualized environment, which is useful for installing applications that require an operating system reboot.

DevNet is equipped with specialized tools and APIs that support fast iteration and troubleshooting, while providing fast block generation and low transaction fees to accelerate development in a cost-effective manner.

An SDK (Software Development Kit) is a collection of tools, libraries, documentation, and code examples designed to help developers create applications for a specific software, service, or hardware platform. SDKS typically include APIs and sandboxed environments, as well as other resources to simplify the development process, increase efficiency, and ensure application compatibility and performance.


Overall, DevNet provides a rich resource base for developers, both new and experienced, to find opportunities to improve their skills, solve problems, and innovate. Meanwhile, the sandbox creates an independent operating environment where untrusted applications or online behavior can be tested, and programs running within it cannot permanently affect the hard drive.














Activity 2:
I will briefly introduce agile development methods to support my preference.
First, I will briefly introduce the basic concepts and general process of agile development.

Agile development is a human-centered, iterative, step-by-step development method. In agile development, the construction of a software project is divided into multiple sub-projects, and the results of each sub-project are tested, integrated and operational.

The 8 steps of the Agile Development process:
Goal setting, product planning, product to-do list organizing, requirements sorting, iteration planning, review and review meeting. And people usually divide them into three iteration cycles: before iteration, after iteration, and after iteration.

There are many ways to implement agile development, and I will use the SCRUM method as the main introduction. SCRUM is a development process framework, which can also be said to be a formula. The SCRUM framework consists of three roles, three artifacts, and four meetings designed to effectively complete each iteration cycle.

Before the project starts, the team leader will make a product requirements to-do list according to the product requirements and make the overall schedule for the project. In each subsequent small iteration, the team will determine the Sprint Backlog for this cycle based on the Sprint Plan Meeting, and then break it down into Task blocks for team members. In addition, each team member will have a Daily meeting, and update the status of his Task according to the situation and then summarize it, so that the whole team can update the Sprint burn down chart. When the cycle Sprint Backlog is complete, the team conducts a Spring review meeting. If all goes well, a Release will be released, and a Sprint Retrospective Meeting will take place.

Although agile development does not pursue the perfect design and perfect coding in the early stage, it strives to develop the core functions of the product in a very short cycle and release the usable version as soon as possible. Then in the subsequent production cycle, according to the new needs of the continuous iterative upgrade, improve the product. This means that the maintenance difficulty of the project is very challenging, especially in the case of too many novices in the project team, so the team needs experienced core members to control and coordinate. However, if this difficulty can be overcome, users will soon be able to see a limited-architecture version of the product, which can greatly improve user satisfaction in the early stage, and full of expectations for the next product effect, perhaps further investment or increase the possibility of follow-up development cooperation.

There are many tools for local, centralized, and distributed version Control systems, such as Subversion Control, a centralized version control system that supports multiple operating systems and programming languages, and Mercurial, a distributed version system that supports multiple operations and programming languages. Users have to choose the right tool according to the different development environment and project requirements.

I will introduce Git, a distributed version control system. GIT was created by Linus Torvalds to handle versioning tasks efficiently and quickly from small to large projects. It makes the development process more efficient and flexible by distributing a complete copy of the code base to multiple developers. Git supports non-linear workflows, allowing developers to work simultaneously on different branches of the same project and easily merge branches. Git's core concepts include repository, working directory, and staging area. It operates through a command line interface, making version control simple and intuitive. Git is one of the most popular version control systems and is widely used in software development.

Because GIT is a distributed version control system, this means that if the master repository is deleted or cannot be found, users can freely roll back and commit locally. And because GIT has no version number, only an ID obtained by the hash algorithm, when GIT rolls back, a master warehouse is set up at the same time, which will serve as the main warehouse of all branches, so no matter how many times GIT version number iteration on the client side, it has nothing to do with master. The master repository is iterated once only when merged.
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