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MelodyHwb Database System

[bookmark: _Toc155289497]Introduction

The following document will describe the layout and creation process for the database requested for the MelodyHwb company records as well as some considerations that need to be made as the size of the database grows over time.
[bookmark: _Toc155289498]Creation of the Database
Theare are two files which will have been attached, one which will create the database tables, and one that will allow testing of the databases functionality.
Filenames:
· First File: Create Tables
· Second File: Insert Records into Tables

On creation of the tables from the first file, your database should look as described in the Entity-relationship Diagram below (Figure 1)
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To test everything is connected and working as it should, I have provided a file which will insert dummy data into the database. 

This is split in to two sections, the first can be highlighted and ran as one execution or each insert transaction can be run one after the other. This must be started from the top down or the insert commands will not run correctly due to the Foreign Key constraints.

Once dummy data has been inserted, of the queries can be run separately to check the data has installed correctly and that the queries for updating the database have the correct rollback criteria, ensuring the integrity of the database.
[bookmark: _Toc155289499]Descriptions of the Database Tables

There are 9 tables which make up this database and has been created in a relational database model. Based on the requirements each table has been built as follows:

[bookmark: _Toc155289500]References:

PK = Primary Key
FK = Foreign Key
Int = Integer Field
Varchar(x) = Mixed field of Letters and numbers. The value within brackets is the maximum number of characters the field will allow
Float = Floating Decimal Place field. Used for any fields where a currency is being entered
Null = A field which can be blank
Not Null = A field which must always contain a value
Date = A field which has been formatted to enter values in a date format for easier calculation of date ranges if required in future.
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	ContactPreferenceID
	Int
	Not Null
	PK

	ContactPreferenceDescription
	Varchar (10)
	Not Null
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	customerID
	Int
	Not Null
	PK

	customerName
	Varchar(50)
	Not Null
	

	customerAddress
	Varchar(250)
	Not Null
	

	customerPostCode
	Varchar(8)
	Not Null
	

	customerEmail
	Varchar(350)
	Null
	

	customerPhone
	Varchar(12)
	Not Null
	

	customerLoyaltyPoints
	Int
	Null
	

	customerContactPreferences
	Int
	Not Null
	FK
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	orderStatusID
	Int
	Not Null
	PK

	orderStatusDescription
	Varchar (50)
	Not Null
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productCategories
	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	productCategoryID
	Int
	Not Null
	PK

	productCategoryDescription
	Varchar (50)
	Not Null
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	productID
	Int
	Not Null
	PK

	productName
	Varchar (100)
	Not Null
	

	productCategoryID
	Int
	Not Null
	FK

	Price
	Float
	Not Null
	

	quantity
	Int
	Null
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	repairID
	Int
	Not Null
	PK

	repairRequestDate
	Date
	Not Null
	

	customerID
	Int
	Not Null
	FK

	productID
	Int
	Not Null
	FK

	repairCost
	Float
	Not Null
	

	repairStatus
	Int
	Not Null
	FK

	repairCompletionDate
	Date
	Null
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	reapairStatusID
	Int
	Not Null
	PK

	reapirStatusDescription
	Varchar (50)
	Not Null
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	saleID
	Int
	Not Null
	PK

	saleDate
	Date
	Not Null
	

	customerID
	Int
	Not Null
	FK

	productid
	Int
	Not Null
	FK

	saleQuantity
	Int
	Not Null
	

	saleCollectionType
	Int
	Not Null
	FK

	saleStatus
	Int
	Not Null
	FK
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	Field Name
	Data Type
	Constraints
	Primary/Foreign Key 

	CollectionTypeID
	Int
	Not Null
	PK

	CollectionTypeDescription
	Varchar (10)
	Not Null
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Depending on your hardware, when a database is small queries will run quickly, however, as it grows over time these queries will start to slow down as the management software has to search through for the data it needs.

Depending on how the database is set up, there are a few things that can be done to keep searches running as efficiently as possible.

[bookmark: _Toc155289512]Indexing

In their journal article, Syedur Rahman et al [1] tell us that, by creating primary keys on our database tables, we have automatically created a clustered index tree. This means that each time we query a row of data, the database server will find the desired row using the clustered index tree to find the desired row within the data tables.

They later go on to tell us that, if an application will be performing the same query repeatedly, covering indexes should be considered and should include all columns in the SELECT, JOIN and WHERE clauses. However, we must be careful doing this, because, if too many columns are added to an index, it can have an adverse impact on the performance of your database queries.
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A blog post by an unknown author on geeksforgeeks.org [2] discusses the different things we can do to make our queries as efficient as possible, explaining that the main idea is to reduce the load on system resources, providing accurate results at the same time.

To do this, they suggest that we use a WHERE clause instead of a HAVING clause when running aggregate queries (such as SUM, COUNT, AVG) as WHERE is created before groups are created whereas HAVING is created after the GROUP clause has been run.

Next, they suggest that we should avoid looping queries, especially on inserting and updating large amounts of data and suggest we use bulk inserts instead.

Another way of optimizing a query is to select only the columns needed, rather than using Select All (Select *), thus decreasing the load on the database and enhancing the performance of the query.

It is also suggested that any queries that require the use of wildcards when using a LIKE operator should limit the use of wildcards to the end of a phrase where possible. While there are times where you are looking for something that is the middle of a word, if you know that the word starts with a specific phrase, keep your wildcards at the end.

We should also try using EXIST instead of COUNT as in some cases it is more effective that Count. Exist runs until the first matched entry is found but Count will keep running and provide all the matching records. 

Finally, they suggest putting an EXPLAIN clause at the start of queries. These will provide a description of how SQL queries are executed and can also indicate, where a user does not have access to a database, that they will not be given the detail on how this execution will happen, maintaining security.   

[bookmark: _Toc155289514]Other Things to Consider

Tim Keary of comparitech [3] suggests that, outside of indexing and query optimization, there are four different bottlenecks which affect the performance of a server, these are the memory, disk usage, CPU usage and the network connection.


Often, this becomes more difficult when multiple bottlenecks happen at the same time. The example they give is that if your disk resources and memory are limited, it will use more of your CPU to process your queries. 

Having high quality hardware with sufficient resources to be able to handle the size of your database and ensure that all hardware and software are kept up to date.

They also tell us that sometimes, processes will get deadlocked when two or more processes are competing to access a resource within a database. SQL Server has built in processes which check for deadlocks every 5 seconds and chooses which process to shut down based on a predetermined priority. Administrators can decide which process needs to be given the higher priority on a scale between -10 and 10.
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The main security risk with this dataset would be that personal data held for the company’s customers could be accessed and, as such, steps must be put in place to ensure that this data is only accessible to those who need it. 

Ideally, this would be a very small team of database engineers and the customers themselves. 

In an article on their website, Martin Pill [4] of the Chartered Institute for IT tells us that some of the main types of database attack are:
· SQL Injection
· Weak Authentication
· Privilege Abuse
· Excessive Privileges

Providing steps are taken to ensure these risks are minimised, if not completely ruled out, then private information should be kept secure, and any data stored in the database should retain its integrity.

Another dataset that is a security risk is the data on the products that the company sells. If someone was able to gain access to this dataset, they could potentially alter sale prices or stock levels in such a way that it would ultimately have a negative impact on the company’s finances. 

By ensuring that the correct data security steps are taken, we can limit the risks of this being an issue.
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Finally, to keep the data secure, we need to control what access users of the database have to read and edit data within the database.

For example, customers should only be able to view their own personal data and purchase history, warehouse staff should be able to view and update the inventory table for items in stock and staff responsible for carrying out servicing and repairs should be able to only access cases that they would be responsible for dealing with.

In their web article, Chad Kime [5] of esecurityplanet.com tells us that there are three ways we can do this:

[bookmark: _Toc155289517]User Authorization
This is controlled by a system administrator, who will grant permissions to users based on defined roles. These roles will grant row-level security access to the user which will restrict what they can read and write within the database.
[bookmark: _Toc155289518]Privileged Access
A system administrator should only have the minimum level of access needed to carry out their role, and only for as long as it is needed. Privileged Access is something which should only be granted on temporary basis, providing users temporary passwords, logs activities and prevents them from password sharing.
[bookmark: _Toc155289519]DevOps Database Usage
As there is potential for the database to need to be altered over time, doing so with a live database is not always advisable, so allowing Developers the ability to create test environments to ensure any new applications developed can access the data correctly, without putting the live data at risk in the process.
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