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Assignment: Synthesize a solution to a potential real-life scenario.
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Abstract – FinSecure Ltd (FSL) has recently been the victim of several security incidents, including phishing attacks and unauthorised access attempts made against its network. At the request of the board this paper has been compiled to investigate and produce a comprehensive security strategy for the future of FSL. This paper outlines current internal and external threats to the business as well as specifying specific policies and measures proposed to be put in place to mitigate these risks. 

I. Introduction – The need for Cyber Security. 
Cyber Security is an ever present, growing and significant risk to all enterprises. This year alone both Marks and Spencer [1] and The Co-Op [2] have both been subject to successful ransomware attacks causing large-scale disruption. Potential repercussions of such attacks are significant, with Marks and Spencer having been forced to pause all online operations, it is alleged to have cost an estimated £650 million in lost revenue. In addition to the potential for lost revenue and damage to reputation, were an attack to be successful and FSL to be found in breach of General Data Protection Regulation (GDPR) there is potential for significant fines – a breach of GDPR can open an organisation to a potential fine of £17.5 million or 4% of global annual turnover – whichever is higher. In 2023 TikTok was fined £12.7 million by the Information Commissioners Office (ICO) for a number of breaches of data protection law [3]. 
With the rise of home working, the increase in availability of mobile devices and high-speed wireless internet connections, cyber security is required now more than ever before, it is a vital requirement to protect and ensure the continuation of any enterprise. 
 In light of the recent attacks against FSL infrastructure, the risk to business continuity (BC) and potential repercussions of a successful attack, a comprehensive review of FSL security will be conducted with the aim to propose an inclusive security solution to ensure protection of FSL and its assets. This proposal will include the following in its assessment – Identification of threats, Creation and implementation of relevant security policies, Mitigation measures, Monitoring and Response and Training and Awareness. 
II. Identification of threats  
A key aim of cyber security is the ability to identify potential threats facing FSL and introducing actions which mitigate the associated risks involved before any harm has been caused.
Cyber Security threats are generally sorted into Internal and External threats. 
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Figure 1 – Internal and external threats
Types of threats – There are several types of potential threats which will require identification and defence to protection FSL. The following is a list of the most common threats, however, it is not an exhaustive list, it wouldn’t be possible to identify all in this report. 
Software attacks, Software errors, Sabotage, Human Error, Theft, Hardware failures, Utility Interruption, Natural Disasters.
Within these headings, threats can be further broken down to individual types of attack as detailed in the attached appendix A  

 In order to identify the above methods of attack it is proposed that the following systems and controls are introduced and maintained to identify potential threats.  
Implementation of an Intrusion Detection system (IDS), the usage of User and Entity Behaviour Analytics (UEBA), Signature Based Detection, Endpoint Detection and Response (EDR), Threat Intelligence / Horizon Scanning and Security Information and Even Management system 
 Intrusion Detection System (IDS) – Suite of tools designed to analyse network traffic to detect suspicious patterns to identify cyber attacks
User and Entity Behaviour Analytics (UEBA) – a suite of software which monitors users to spot deviations from typical behaviour which could identify an attack. 
Signature based Detection – use of a repository of known signatures or footprints of known malware, viruses and exploits. 
Endpoint Detection & Response (EDR) – Software monitoring individual devices for indication of compromise, also able to respond proactively. 
Threat Intelligence / Horizon Scanning – Usage of global data sources to anticipate emerging cyber risks and prepare appropriate defences. 
Security Information and Event Management (SIEM) – Collates data across an organisation to analyse trends and identify potential weaknesses and areas of attack. 
III. Security Policies and procedures 
Policies are essential requirement for an enterprise and help organisations to function correctly and as intended. Policies form a set of rules which all employees must adhere to. Procedures allow for FSL to insert planned best practices to be built into the requested method of working the organisation desires, along with the creation of Standard Operating Procedures (SOP). Together both will form a set of Group Minimum Standard (GMS) – a company-wide minimum requirement which must be adhered to at all times, creating an environment where all employees consider and contribute to security in all their actions. This report proposes the building and implementation of a suite of Policies and Procedures for FSL and the creation of SOP’s to embed security at all levels. 
The proposed Polices and Procedures will utilise a top-down approach and system development life cycle to help embed security into the culture of the organisation and reinforcing the aspect that security is an ongoing effort which cannot be overlooked and is everybody’s responsibility. 
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Figure 2 – SDLC Waterfall. The Displayed lifecycle covers the process of systems development from inception to Business as Usual (BAU) operations and maintenance.
This report proposes the creation and implementation of the following policies: 
Access Control Policy (ACP)
Data Management Policy (DMP)
Acceptable use Policy (AUP)
Password Management Policy
Network Security Policy 
Software update and Patch Management 
Third Party and Vendor Security Policy 
Employee Training Policy  
Business Continuity and Disaster Recovery (BCDR)
GMS (Group Minimum Standards)

Access Control Policy
A policy will be created which dictates the creation of user profiles and privileges for set job roles. The policy will cover the creation, management, deletion, along with the governance requirements. 

Data Management Policy
The policy will dictate the creation of a data protection team to ensure compliance with all GDPR legislation and requirements.  The team will also act as specialist Risk champions in the event of a potential breach or risk event. 

Acceptable use Policy 
An AUP will be created and implemented to define how users are able to utilise FSL’s equipment. The policy aim is to maximise security and minimise risk, as well as set out potential repercussions if the policy is breached. Agreement is required before staff are able to access IT equipment. Adherence will be policed by the means of requiring all users sign in before they are able to utilise equipment.

Password Management Policy 
This policy will potentially form part of the wider Data Management Policy. The policy will set out password complexity requirements, length standards, requirement and period for regular password changes along with requirements for Multi Factor Authentication (MFA). The policy will also detail password recovery and a password lock out mechanism to defend against brute force attacks.

Network Security Policy 
A policy will be created to define who can access the network and enforcement of authentication mechanisms, such as MFA. It will also cover inclusion of the firewall and Intrusions Prevention systems (IPS). The policy will also cover guidance on data encryption – both data at rest and in transit. The policy will detail the scope, rationale and adherence for the security in place. 
 
Software Update and Patch Management Policy
The policy will detail patch and software update schedule along with patch deployment procedures, and security patch prioritisation. The policy will also cover testing and validation along with rollback plans and compliance and documentation. 

Third Party and Vendor Security Policy 
A policy will be created which defines what access will be granted to third parties and what authentication mechanisms are required. The policy will also detail the assessment criteria before business can be completed with a third party or access granted along with compliance standards to ensure compliance with industry minimum standards such as ISO 27001[4], NIST[5] and GDPR. Procedures will also be put in place to cover Vendor risk assessments, termination and offboarding to ensure access is removed, along with continuous monitoring and audit requirements. 

Employee Training Policy 
The policy will be created to establish guidelines and procedures to ensure compliance with regulatory requirements along with implementation of industry best practice. The policy will also detail the creation of a cyber security awareness program, training courses on secure data handling processes, incident response and reporting along with role-based security training tailored to specific employee access and authority levels. The policy will include remote working guidelines along with social engineering defence training. 

Business Continuity and Disaster Recovery 
A policy shall be created to detail a framework ensuring that FSL is prepared in the event of disruption to normal business operations, with the aim to minimise disruption and return to BAU operations as swiftly as possible. This policy will outline Risk Assessment and Business impact Analysis, Business Continuity Plans (BCP), Disaster Recovery (DRP) plans along with incident response and crisis management and backup and redundancy plans. The policy will align itself to ensure adherence to industry standards such as ISO22301 

Group Minimum Standards 
A policy will be created to detail the target aim for FSL and the minimum standard which must be adhered to at all points, including a framework for testing and reviewing adherence to the proposed standards. This will ensure compliance with all regulatory requirements such as Senior Managers and Certification Regime (SMCR) [6].

IV. Mitigation Measures 
Mitigation Measures, Risk Assessment and Risk assurance will have crossover and form part of each individual policy, as well as be part of a larger Risk Management Policy for FSL as a whole business/enterprise. Individual Policies will detail specific mitigation measures or controls and where they sit in the policy. A Risk Management policy will collate all measures in place and a Risk Register (RR) will be completed to list all controls in place across FSL, along with the policy in place for audit and testing of these measures and the frequency this will be completed. 
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Figure 4 – Example of Risk Register (RR)

To ensure measures are accurate and work as intended Risk Matrix’s will be completed for each identified risk which will score net risk – the initial threat posed to the business and residual risk – the remaining risk of conducting that business activity once measures are in place. 
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Figure 3 – Risk Matrix – The Y axis represents the likelihood of an event happening whilst the X axis represents the significance were the incident to occur

Regular Patches and Updates – Regular security and software updates ensure recently discovered vulnerabilities are corrected as soon as they are found. This is a continuous effort and cannot be overlooked. 
  
Penetration testing – Regular testing of FSL’s security with simulated attacks actively looking for weaknesses and points to exploit. Security Audit’s to be scheduled to happen within certain time periods but at random intervals to identify any weaknesses. Simulated phishing tests against staff to identify additional training needs. 

Access Control – Restricted access to sensitive systems for staff in line with the requirements of their roles and in the implementation of MFA. Also follows hand in hand with monitoring of access, and UEBA to highlight suspicious behaviour. Regular scheduled access audits will also ensure that access is removed once it is no longer needed, and should a member of staff leave, remote access will be removed immediately. Restricted access to business critical hardware, such as severs etc, to mitigate risks such as sabotage. 
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Figure 5 – Network Monitoring Plan
Employee training – Comprehensive and continuous employee training regime to ensure all staff are aware of cyber security threats, the measures put in place to protect FSL along with the policy and what action staff must take if they identify an issue. Specific attention will be given to social engineering tactics and potential Insider Threats [7]

Incident Response Plans (IRP) – Clear, pre-determined strategies documenting how to respond in the event of a risk occurring. Creation of incident response teams, with scheduled cover at all times and contracts to pull in additional resources when needed without the requirement for board approval of additional hours etc. 
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Figure 6 – Incident Response Plan 

BCDR plan – Clear protocols in place to ensure that FSL can continue to operate in the face of an attack or an issue causing business interruption. Mandates requirement for backups such as network redundancy plans and data storage backups and how and when they are to be accessed. Plans made for recovering from business interruption as quickly as possible, suck as utilising other sites, and reverting to backups. 

Hardware maintenance and management – scheduled upgrades including firmware updates, and routine checks for performance and fatigue to ensure unexpected failures are kept to a minimum, and prevent overheating, and failure due to power surges etc. 

V. Training 
As alluded to above, training will be incorporated into each policy. The governance, risk management and training will be based around the expanded CIA triad model, incorporating the 3 main components of Confidentiality, Integrity and availability and additional pillars of computer security, network security, data security, Management of information security governance and policy. As detailed above, specific attention will be paid towards social engineering tactics, with simulated phishing attacks, training on how to spot but also how to react and report when an attempt is made.  
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Figure 7 – CIA Triad – Original concept built around Confidentiality, Integrity and Availability, now expanded to include data security, computer security, network security, governance and management.

VI. Conclusion 
Should the above policies, procedures and protocols be implemented FSL will be protected by a comprehensive set of security and governance policies which ensure that security is approached as a priority of all staff at all levels, and is embedded as a process across the entire enterprise. Recent trends in cyber threats tend toward Ransomware and social engineering being a significant risk. The policies include comprehensive training for staff with special attention paid to social engineering and reporting potential attacks so the FSL is made aware they are being targeted as early as possible.




























































APPENDIX A.  – Types of threat / attack 

Software Attacks: 
Malware (Malicious Software) – Viruses, Worms, Trojans, Ransomware and Spyware
SQL Injection [8] – Malicious SQL commands into a database query 
Denial of Service (DOS) and Distributed Denial of Service (DDOCS) – intentionally overwhelming a network with excessive requests. 
Man in the middle (MitM) – interception of communication between parties to steal or manipulate
Cross site Scripting (XSS) – injecting malicious scripts to steal user credentials or redirect to harmful sites. 
privilege escalation – exploiting flaws in authentication mechanisms to gain access to higher level system controls. 

Software errors – 
Coding errors – mistakes leaving vulnerabilities which can be exploited. Cross over with Zero-day exploits, the exploitation of pre-existing vulnerabilities before developers discover and resolve them. 
Buffer overflow [9] – potentially allows for malicious code to be injected. 
Memory corruption – Improper memory handling can cause unexpected behaviour including security risks. 
Authentication flaws – weak or improper authentication mechanisms allow possibility of unauthorised access. 
Software misconfiguration – weak security settings or leaving default logins. 
Dependency vulnerabilities – Third party libraries or outdated components may cause security vulnerabilities
Logic errors – Flaws in program logic can lead to unintended system behaviours which can be exploited. 

Sabotage - 
Malware Deployment – deliberate introduction of malware into FSL systems. 
Insider threats [10] – Employee or contractors intentionally working to undermine security, leak and or delete critical information, disrupt business operations 
Logic bombs – Malicious code embedded within software which activates under specific conditions. 

Human Error – 
Weak password practices – allowing short, uncomplicated passwords which can be easily guessed and used across several systems and failing to update or change passwords regularly
Phishing attacks – employees falling for fraudulent emails or messages designed to make staff reveal sensitive information such as passwords. 
Mis-delivery of sensitive data – Mistakenly sending confidential information, from protected personal details, through to proprietary business information to the wrong recipient. 
Social Engineering – Falling victim to malicious manipulation techniques designed to extract sensitive information
Data Deletion – Mistakenly removing critical files. 
Improper use of Access privileges – Granting excessive system access to employees, or failing to remove permissions once work completed, or staff have left. 
Failure to update software – Ignoring patches and updates will leave systems vulnerable to known security exploits. 

Theft - 
Theft - Business equipment such as laptops being stolen from FSL
Corporate Espionage - business plans and vital operating strategies being stolen from FSL. 

Hardware failures 
Storage crashes – Failure of storage devices, and failure to perform maintenance or routinely update drives
Network hardware failures – Failure of routers and switches causing network downtime. 
Cooling system malfunctions – overheating due to failed cooling mechanisms 

Utility Interruption – 
Electrical power outages – loss of power due to unstable power network
Network outages – Communication network failure

Natural Disasters - 
Severe storms – Business interruption and potential office and hardware damage caused by severe storms 
Earthquakes - potential for business interruption and office and hardware damage 

APPENDIX A –  Types of threat / attack (Continued)

Floods - potential for business interruption and office and hardware damage
Fires - potential for business interruption and office and hardware damage
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APPENDIX C – List of Acronyms, figures & tables

List of Acronyms 
ACP – Access Control Policy
AUP – Acceptable Use Policy
BAU – Business as Usual
BC – Business Continuity
BCP – Business Continuity Plan
BCDR – Business Continuity and Disaster  	Recovery 
DMP – Data Management Policy
DOS – Denial of service
DDOS – Distributed Denial of Service
DR – Disaster Recovery Plan
EDR – Endpoint Detection and Response
GDPR – General Data Protection Regulation
GMS – Group Minimum Standards 
FSL – FinSecure Ltd 
ICO – Information Commissioners Office
IDS – Intrusion Detection System
IPS – Intrusion Prevention System
IRP – Incident Response Plan
ISO – International Organisation for Standardisation
MFA – Multi Factor Authentication
MitM – Man in the Middle
NMP – Network Monitoring Plan
NTA – Network Traffic Analysis
RR – Risk Register
SIEM – Security Information and event	management
SOP – Standard Operating Procedure 	
UEBA – User and Entity Behaviour Analytics
XSS – Cross Site Scripting
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Figure 1 - Internal and external threats 
Figure 2 – Software Development Life Cycle, waterfall model. 
Figure 3 – Risk Matrix template. Y Axis represents the likelihood of an event occurring whilst the X axis represents the impact of the event. The template displays the net risk (score prior to controls being applied) and the residual risk (score once controls are in place). 
Figure 4 - Example of Risk Register (RR). 
Figure 5 – Network Monitoring Plan (NMP)
Figure 6 – Incident Response Plan (IRP)
Figure 7 – CIA Triad – Original concept built around Confidentiality, Integrity and Availability, now expanded to include data security, computer security, network security, governance and management.
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