BEng/HND Level 5 Network Operating Systems and Security.

Exercise 1(a):  Using System Monitor and Netmon to analyse IP network behaviour.

System Monitor.

System Monitor is a useful utility/service that resides on Windows 2003 Server.
It allows you to monitor local/remote systems resources.  It is part of the Performance Console and can be started by choosing:

Start – Administrative Tools - Performance

We will use System Monitor to gather information about the network.   From the left hand pane ensure that the System object is selected, this is the System Monitor utility.

When you use system monitor, you have to make decisions on several factors related to its use, what type of data will you monitor (performance objects, performance counters and performance instances), where in your network will you collect data for analysis from (the local server or clients in your domain).  Finally you need the sampling parameter, you’ve decided what and where, now you need to decide how often data is collected (you can start it manually, set it to run a specific times or trigger it to start after a particular event has occurred).

Tasks:

· In the right hand portion of the window, there is a graph with three default counters that are already enabled.
· To add a new counter – right click on the chart and choose new counter,
· From the Add Counters dialog window – choose Use Local Computer Counters (just monitor this server).
· Performance Object [the system resource we are able to monitor] – choose Network Interface.
· Select Instances from List – This basically asks you which component (if there are more than one installed in your system, do you wish to analyse) – choose your Local Area Connection (e.g. Intel Pro Adapter).
· Choose the option Select Counters from list and choose Bytes Total/sec.  Choose Add  Why would it be useful to add this counter. [hint]: The Explain button gives detailed descriptions of the counter you have chosen.
· In terms of monitoring this counter we should really be looking on the chart for activity that does not exceed over around 30% of the network cards capacity, over an extended period of time.  This is considered a fair amount of LAN traffic.
· Add the following additional counters for IPV4 “Datagrams received Delivered/sec” & Datagrams forwarded/sec.  Explain why it could be useful to monitor these and how would you go about testing these counters?







Network Monitor.

The Network Monitor allows an administrator to view and correct problems on your network.
Network Monitor is a packet sniffing program that pulls packets from the network and lets you examine information at different levels of the protocol stack.  It is possible to review OSI Model layer 3 network info such as Source IP Address, Destination Address and other network layer information.  Obviously we cannot see the contents of data in each packet, if packets have been encapsulated with encryption mechanisms.

Task A: Installing Network Monitor.

You might need to go to the Add/Remove Windows Components applet in the Control Panel to install the Network Monitor, if it isn't already on your server. 

Start – Control Panel – Add/Remove Programs – Add/Remove Windows Components – Managing and Monitoring Tools – Network Monitor Tools.

You might also need to go to the Network and Dial-Up Connections folder on the Settings submenu of the Start menu to install a Network Monitor driver. 

Network Monitor uses a network driver interface specification (NDIS) driver to copy all frames it detects into its capture buffer. This driver can work with and be bound to your server's network adapter.  The first time you launch NetMon you may be asked which Network it is you want to monitor, choose Ok to the dialog message.

· Expand Local Computer
· Choose the correct Local Area Connection Adapter – Check the Properties pane on the left for some interesting properties related to the adapter.
· Choose Ok

Network Monitor can only listen to traffic that is sent to and from the adapter you have chosen, so it can only gather packets sent to and from this computer.  When data is sent over the wires at Network Layer it is nothing more than a series of electronic signals, it is only when a computer examines the header information that it knows if a frame is meant for it, it then continues to process the information and sends it up further in the protocol stack. 

This is the case in Windows 2003 Server Network Monitor; the Network Monitor that comes with Microsoft Systems Management Server (SMS) is a more complete version of this product.

When Network Monitor first opens you are faced with the Stats Pane. 

To understand network activity, you need to "listen" to your network using the Network Monitor by capturing a few frames or examining the packets those frames contain.  

Frames may be broadcast or multicast; the difference being that with a broadcast frame there is one intended destination, whereas with a multicast frame, additional computers may receive the data. A directed frame has a host sender and a specific recipient.
A broadcast frame must be examined by each host to determine if it was intended for that computer.



Task B: Using Network Monitor to ‘Capture Traffic’.
1. To start a generic traffic capture click on the [image: ] Start Capture button.
2. This will capture all traffic To and From this network interface.
3. At this stage we need to generate some traffic on this computer that we can monitor.
4. On the Server install FTP Server 
· Place the Windows 2003 Server Enterprise Edition CD in the CD Drive.
· Start – Control Panel – Add/Remove Programs
· Add/Remove Windows Components
· Click on Application Server – Details – IIS - Details – check on the FTP Service (you will need to install a number of other Services automatically with FTP (such as IIS etc)
· Next – Finish

· Start – Administrative Tools – Internet Information Services.
· Expand the Computer Name – Expand the FTP Sites Folder – Right Click on Default FTP site.
· Under the FTP Site Category take note of the Port Numbers (20 & 21) are used via the TCP protocol when using the FTP Service.
· Click on the Home Directory tab note the path C:\Inetpub\ftproot this is where the Files on the FTP Server will reside when you upload them to the FTP Server.
· Within the C:\Inetpub\ftproot directory, create a new text file, call it testftpdownload.txt    
· We now have our FTP Server running on the High Number Server:
· We can upload files to or download files from the FTP server (using the appropriate account).

5. Create a user that can access the FTP Server Service & FTP Server Default Public Folder  (c:\inetpub\ftproot).

Start – Administrative Tools - Computer Management
Expand Local Users and Groups – Right Click on the Users Folder – New User

Name:                 ftpuser
Password:           P@ssw0rd
        		VI* Ensure that you Check off the ‘user must change password at next logon 
             	setting’.

            



6. From a client WS, upload an FTP file to the Server.

· On the XP Client, Click Start – My Computer – C: and create a new folder called ftpfiles2buploaded, within this folder create a new text file here call it testftpuploads.txt

· Click Start – Run – Type in cmd to launch the Command Prompt.
· We are now going to access the ftp service on the (High Number or Partner Server) – type the following command
ftp (and then the IP Address of your FTP Server
e.g. ftp 200.1.1.4

· ftp service should be enabled, User: ftpuser password  P@ssw0rd.
· You are now logged into FTP server.
· lcd C:\ftpfiles2buploaded
· dir
· put testftpuploads.txt

You will find that Access has been denied, to Grant Access/Permissions to this user. Do the following:
· On the FTP Server - Click Start - Administrative Tools – Internet Information Services.
· Expand the Computer Name
· Expand the FTP Sites Folder
· Right Click on Default FTP Site – choose Properties.
· Click the Home Directory Tab
· Check on the Write Access checkbox.  This permits write access to the FTP Server; but only for those users who have been granted specific NTFS permissions to this directory; to solve this:
· Click Start – My Computer – C:\InetPub and right click on the FTProot folder, choose Properties.
· Click the Security Tab 
· Click the Add button.
· Click on the Locations tab – select your Computer Name (e.g. Bonn, Denver) from the list.
· In the textarea displayed under ‘Enter the object names to select’ type in ftpuser and 
Click on the Check name button.
· Select the User – Choose Ok – Ok
· In the Permissions for ftpuser Access Control List – check on Full Control check box.
· Click Apply – Ok
· FTP uploads should now be permitted.


7. In addition, send a few ICMP packets (pings to this computer to generate additional traffic).
8. Ping another machine (from this one) that also has the NetMon service running.
9. Stop the capture using the [image: ]  Stop capture button.

The Fig. below shows the Network Monitor with some frames captured. 
[image: ]


The top-right pane shows some generic Network Statistics that relate to Network Status e.g. Number of Frames sent/received, Number of Broadcasts, Multi-Casts etc.  

The top-left pane shows the Percentage of Network Utilisation, Frames per second and Bytes per second.  




Task C: Using Network Monitor to ‘View Contents of Captured Frames’.

1. To view information about the capture, click the [image: ] Display capture button.
2. The Capture summary pane then appears;  it lists all of the packets that have been captured and the time at which they were captured, you can see the field headers are in place in order to make the information more meaningful.  E.g. Protocol (ICMP, FTP),
Description (Echo Request from , Echo Reply to).
3. To investigate the Contents of a single packet we can double click the listing in the 
      Summary Pane window
4. Now we notice that the summary window becomes condensed and 2 other panes are 
expanded.

5. This is where you can look into the Layers of the Protocol Stack at work.  
6. In the middle pane - Expand the Ethernet Field, note the Ethernet information for this frame.
7. Expand the IP details (it should also give you the service e.g. ICMP) – note again the useful information (Destination Address, Source Address).  
8. Investigate other aspects of protocol stack that we can investigate and extract valuable information from.
9. When you are done, select the Exit command from the File menu.
10. Network Monitor asks whether you want to save the captured frames; click Yes to do so, or No to discard the data.

Task D: Using Network Monitor to ‘Capture Traffic’.

You can capture all frames, or just the frames that you specify in a Filter.  

Using filters helps simplify the analysis of your network monitoring. You can also create display filters to output only specific kinds of data for analysis.

1. Choose Capture – Filter

Note there are many options that can be configured.

The Network Monitor comes with its own online Help system that describes its use. Among the topics covered in the Help system are

• Configuring Network Monitor
• Capturing network data
• Interpreting results of captured data

You can do a wide range of network diagnostics using the Network Monitor, but it is a fairly simple tool compared to some of the third-party utilities on the market today. The Network Monitor is most useful in determining network utilization and which computer is generating large amounts of network traffic (the largest broadcaster), as well as which computer is the recipient of large amounts of network traffic. You can look at individual network frames, but the capabilities of this tool in that area are limited.



Additional Exercise; Summary & Use of Filters:

a. Show how you would reduce the amount of data on the View window to focus on certain protocols, e.g. FTP & ICMP?
b. How can you quickly determine which computer on your network is creating the most traffic? 
c. What are the main functions of NetMon?
d. In what ways do you feel that NetMon has limited use?
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