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	First Marker’s General Comments and Original Mark


Overall, a good project but could have been improved, especially demonstrating stronger linkage between the findings and the literature review.



	


64

	Second Marker’s General Comments and Original Mark

This project demonstrates a level of technical competence through the development of a comprehensive malware analysis environment using multiple virtual machines and digital forensic tools. The experimental component is ambitious in scope and generates a substantial amount of evidence for analysis. The weakness though is a report that contains numerous spelling, grammatical and formatting issues. With stronger academic writing and more rigorous literature, the project would have achieved a higher classification.
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	3/5
	/5

	Literature Review
	/20
	/35
	13/20
	/15

	Comments:
The introduction provides a clear overview of digital forensics and explains the growing importance of forensic investigation in cybersecurity and criminal investigations. The discussion around IoT forensics, network forensics, malware threats, and the relevance to businesses demonstrates good awareness of the wider context of the topic. The aim and objectives are clearly identified and mostly align with the proposed experiment. The use of SMART objectives is also appropriate for structuring the project goals. However, the introduction is heavily descriptive and contains multiple grammatical and sentence structure issues that reduce academic quality. Several paragraphs are repetitive and some explanations lack clarity and precision. The research problem and research question are not explicitly defined, and the chapter would benefit from stronger academic framing and clearer articulation of the experimental contribution. Overall, the introduction demonstrates reasonable understanding but lacks the depth and academic expected for higher marks at Level 6

The literature review covers a broad range of relevant areas including malware history, malware prevention, WannaCry, digital forensic tools, virtual machines, malware analysis techniques, and forensic methodologies. Kara demonstrates good effort in gathering background research and includes discussion of several relevant forensic tools such as FTK Imager, Autopsy, Volatility, Cellebrite, and Wireshark. The inclusion of benefits and limitations for each tool is commendable and shows awareness of practical considerations in digital forensic investigations. However, the literature review remains predominantly descriptive rather than critically analytical. Much of the chapter explains technologies and concepts without sufficiently evaluating or comparing research findings, methodologies, or limitations between studies. Several references are taken from commercial websites rather than stronger peer-reviewed academic sources, reducing the scholarly depth of the review. In addition, there are numerous grammatical issues, inconsistent academic writing styles, and formatting inconsistencies throughout the chapter. Some sections resemble textbook summaries rather than critical literature synthesis. Greater academic critique, stronger comparison between studies, and deeper analysis of related forensic research would significantly improve this section. Nevertheless, the review demonstrates satisfactory background research and relevance to the project aims.




	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	3/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:

The methodology chapter demonstrates a reasonable understanding of research structure through the use of Saunders’ Research Onion framework. The student appropriately discusses research philosophy, research approach, methodological choice, research strategy, and time horizon. The justification for using positivism, deductive research, mixed methods, and experimental strategy is generally acceptable and relevant to the project. The methodology also explains the planned use of digital forensic tools and the use of virtual machines in a controlled environment. However, the chapter often becomes overly descriptive and theoretical rather than focusing directly on how the experiment itself will be conducted and evaluated. The research onion discussion is lengthy and sometimes disconnected from the practical implementation of the experiment. The methodology would benefit from clearer explanation of experimental procedures, stronger justification of malware selection, clearer testing criteria, and more detail regarding forensic analysis processes and data validation. There are also several grammatical and structural issues throughout the chapter that reduce clarity. Overall, the methodology is adequate but lacks the depth, rigor, and technical precision associated with stronger Level 6 experimental research.




	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	15/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	7/10
	/10

	Comments:
The testing and evaluation chapter demonstrates evidence of practical experimentation through the setup of multiple virtual machines, malware transfer procedures, Wireshark packet captures, MD5 hashing, VirusTotal verification, and network connectivity testing. Kara successfully demonstrates that WannaCry could not execute on Windows 11 and Windows Server due to the EternalBlue exploit being patched, while the Eicar test file was able to generate observable network activity on Linux systems. The inclusion of screenshots throughout the chapter helps support the practical implementation. However, the overall analytical depth of the discussion is limited. The results are often described rather than critically analysed, and there is limited forensic examination of infected systems beyond basic observations of network behaviour and hash verification. The original aim of recovering and analysing compromised files was not fully achieved due to the malware failing to infect the Windows systems. This significantly limits the forensic depth of the investigation. Additionally, there is little comparison against findings from literature or related research, and limited discussion of why certain results occurred beyond basic explanations. Statistical analysis, deeper forensic artefact examination, memory analysis, or file system analysis would have strengthened the section considerably. While there is clear evidence of experimentation, the evaluation lacks the depth and critical analysis expected for higher marks.

The conclusion chapter provides a reasonable summary of the overall project and clearly revisits the aims, objectives, methodologies, and experimental findings. Kara appropriately acknowledges that the intended WannaCry infection on Windows systems was unsuccessful due to modern security patches, demonstrating some critical awareness of the limitations of the experiment. The recommendations for future work are relevant and show awareness of opportunities for expanding the research, including larger network simulations, AI-assisted forensic analysis, and the use of alternative forensic environments such as SANS SIFT Workstation. However, the conclusion would benefit from deeper critical reflection on the limitations of the experimental design, more detailed discussion of what could have been improved, and stronger linkage between the findings and the literature review. Some sections remain descriptive and repetitive. Overall, the chapter provides a satisfactory conclusion and demonstrates reasonable understanding of the project outcomes.

	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	11/15
	 -

	Comments:
The practical setup and implementation of the experimental environment represent one of the stronger aspects of the project. The student demonstrates good practical skills in configuring multiple virtual machines, setting up internal networking, configuring IP addressing, creating snapshots, transferring malware safely, and using forensic tools within a controlled environment. The use of isolated internal networking demonstrates awareness of malware containment and safe experimentation practices. The inclusion of multiple operating systems including Debian, Ubuntu, Windows 11, and Windows Server also adds value to the comparative element of the experiment. The extensive use of screenshots throughout the implementation chapter provides strong evidence of practical work being completed. However, the experiment itself is somewhat limited by the unsuccessful infection of the Windows systems, which reduced the opportunity for deeper forensic analysis. The Linux-based testing using the Eicar test file also provides only limited insight into real malware behaviour, as Eicar is primarily a test signature rather than fully malicious malware. Additional forensic imaging, memory analysis, artefact extraction, or more advanced malware samples would have strengthened the technical depth significantly. Nevertheless, the project demonstrates good practical implementation skills and evidence of substantial setup work.



	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	6/10
	/10

	Quality of Report
	/10
	/10
	6/10
	/10

	Comments:
The reflection section demonstrates awareness of some of the challenges faced during the project, particularly regarding difficulties obtaining older operating system ISO files and adapting the project scope accordingly. It also reflects on the decision-making process surrounding malware safety and risk management, which demonstrates some professional awareness and responsible practice. The discussion around expanding the scope of the experiment due to access to improved hardware also shows adaptability and project development throughout the research process. However, the reflection is relatively brief and remains mostly descriptive rather than critically reflective. There is limited discussion regarding project management, technical mistakes, lessons learned from unsuccessful experimentation, time management challenges, or personal/professional development. Stronger critical self-analysis and deeper evaluation of the overall learning process would improve the reflective quality considerably. Overall, the reflection demonstrates basic reflective capability but lacks the depth expected for higher Level 6 marks.

The report is reasonably structured and follows the general format expected for an undergraduate independent project. The inclusion of figures, screenshots, diagrams, IP addressing tables, and implementation evidence improves readability and supports the practical nature of the work. The report demonstrates substantial effort and includes all major required sections. However, there are significant weaknesses in academic writing quality throughout the report. Numerous grammatical issues, spelling mistakes, sentence structure problems, inconsistent formatting, and awkward phrasing reduce the overall professionalism of the submission. Some sections contain repeated wording, inconsistent terminology, and referencing inconsistencies. Figure numbering and formatting are also inconsistent in places. Additionally, the abstract is relatively weak and lacks sufficient technical depth and academic summarisation. The bibliography section is incomplete and some references rely heavily on websites rather than stronger academic sources. Overall, while the report demonstrates good effort and practical implementation evidence, the academic presentation quality requires improvement.








