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1.1 [bookmark: _Toc196833824]Abstract
This assignment will be split into two tasks. Task 1 will be researching into the functionality, features and functionalities of forensics tools, giving an in-depth review of tools before ultimately categorising them in a table to compare and contrast them. Task 2 will be applying forensic methodology to a case scenario, analysing a company who has been deliberately sabotaged by an employee. The forensic report will use knowledge of tools analysed in task 1, along with applying knowledge of NPCC guidelines, laws, preservation of evidence and giving an accurate forensic report.
[bookmark: _Toc194066418][bookmark: _Toc194329766][bookmark: _Toc194413739][bookmark: _Toc196833825]Introduction
Tools within computer forensics are constantly shifting and changing. Although all are used within the concept and principle to preserve, identify, extract, document, and interpret computer data [1]. Forensic analysts can make use of a wide variety of tools, from open-source tools such as WireShark, Autopsy or FTK imager. While analysts for enterprises or governments can make use of more commercial and professionally standardised tools such as Cellebrite or Magnet AXIOM.

[bookmark: _Toc194066419][bookmark: _Toc194329767][bookmark: _Toc194413740][bookmark: _Toc196833826]Wireshark
Wireshark is an open-source network packet analyser, capturing network packets and displaying the data captured in detail to a user [2]. Computer forensic analysts or Security operation centre operatives can use Wireshark on a portable drive to firstly install Wireshark on a device, then gather data on real-time incidents in surrounding networks or devices, analyse it and prevent further attacks in the future [3]. Wireshark’s features allow for certain network traffic to be filtered out or certain protocols to be filtered in and out, capturing all network traffic, including wireless LAN. This means that forensic analysts can use Wireshark to help reconstruct events that led up to a cyber security incident or crime. 
Due to Wireshark being such a small, open source and portable programme, it is available on all operating systems such as Linux, Mac and Windows. On top of this, it supports the ability to export saved data from a session. This means a Forensic analyst can save data and construct a profile on an attack, such as a Ddos (Distributed Denial of Service) attack.
Wireshark also supports decryption services, helping to decode encrypted packets sent across VPNs, although a forensic analyst team will need to command the WireShark interface to intercept encrypted communications, along with being kept up to date to intercept multiple forms of communication such as Bluetooth, ethernet, Frame Relay and USB transfers.
A steep learning curve to Wireshark means that learning to use such a programme for capturing network packets can be a bit overwhelming for beginners to learn and get used to, discouraging them from picking up the tool [2]. On top of this, a lot of the data that is processed can be extremely hard to interpret and use, further discouraging newer users or inexperienced forensic analysts from using the programme. 
Overall, Wireshark, albeit an incredibly old programme, being released in 1998, still remains relevant within the realm of computer forensics, providing an extremely effective example of a quality packet analyser.

[bookmark: _Toc194329768][bookmark: _Toc194413741][bookmark: _Toc196833827]Autopsy
Like Wireshark, Autopsy is an open-source software. However, Autopsy is used to conduct analysis of digital media and recovering data through file-carving processes when necessary. Whether the media is images, videos, files or hard drives that have had corruptions, incorrect formatting or virus attacks [4], Autopsy is able safely and effectively navigate files being investigated.
Using a case-based system, Autopsy, through its analysis of suspicious events leading up to a corruption or incident, can help timeline a device’s physical and digital history and construct a concise report ready for court proceedings in a digital forensic investigation case [4]. Autopsy also uses a hash function to piece together hash values, which can be considered the digital fingerprint to every individual file to exist. [5] Using these hash values, Autopsy can complete numerous tasks, such as EXIF, the extraction of a geolocation from images. Using EXIF, investigators can map out where exactly photographic images were taken, being able to potentially plot a suspect’s where abouts at the time of a crime. 
Autopsy also features web artifacts such as web browser history, cookies, web cache and downloads. Web artifacts are present on nearly all browsers such as Google Chrome, Firefox or Opera [6]. This gives Autopsy a versatility in the field and allows it to stay relevant within the modern forensics field. 
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AI-generated content may be incorrect.]
Figure 1: A comprehensive list on TheSleuthKit website that details what Autopsy can do
 Autopsy is able to handle disks of  all sizes, ranging from small flash drives to 1TB hard drives and bigger, meaning forensic investigations don’t have to be delayed waiting for recovery of files from an encrypted, corrupted or formatted hard drive as Autopsy can handle larger files as well as being transferable, being able to be put in a large triage drive to allow Autopsy to run on any system. [7]
Compared to other forensic tools, Autopsy has an incredibly friendly and easy to access user interface, along with being available on all mainstream operating systems such as windows, Linux and Mac OS [8]. 
 Hash filtering is also used within Autopsy, allowing for files that have been tampered with or contain malware to be completely ignored, saving a computer user from having to carve out the file to determine if the file is dangerous. [8] Due to Autopsy’s free-use, it is more prevalent in corporation use rather than law enforcement.
Autopsy does suffer from issues like input lag, delaying actions being displayed, which, when put in comparison with FTK suit, which are designed to handle large files, does limit Autopsy. Along with this issue, there is a steep learning curve to autopsy in order to be able to conduct the more intricate analysis and recovery of files, meaning beginner users aren’t always going to be able to recover the files they necessarily need. [9]
As a whole, Autopsy remains as the go-to tool for open-source forensic investigation report tools due to its many features, although nearly as old as Wireshark, some of its features do remain slower than modern day technology, albeit still providing a quality and precise way for companies or individual users to conduct forensic investigations. 
[bookmark: _Toc194413742][bookmark: _Toc196833828]Cellebrite
Differing from open- forensic tools, Cellebrite is a commercially used forensic tool used for in mobile data extraction, decoding and analysis. Cellebrite is a private company as well, used by the government, police force and military to recover data from mainly smartphones, although it can be used on any mobile device that connects to the internet, such as IoT. [10] 
Cellebrite can also recover data through locks or encrypted devices, ranging from collection of internal data or data from across the internet such as account details, bank transactions and full file systems through the use of hardware. 
The UFED (Universal Forensics Extraction Device) is the main part of any official forensic investigation using Cellebrite. The UFED acts as a dedicated device that can be used to extract, preserve and analyse both public and private domain data, collecting, sorting and filing the extract data for a user. Although this product is strictly inaccessible to the public it can be purchased and used by law enforcement agencies to assist in their lawful investigations [10], storing information from previous cases. The UFED also assists in report creation. Supporting automated report creation to maintain the chain of custody within legal cases, making sure there are no loopholes or errors created for legal proceedings. [10]
Added onto this. Other smaller additional devices and updates can be connected or applied to the UFED to allows its capabilities to extend further. Newer models of the UFED now include Cloud Extraction capabilities, allowing the device to pull valuable information from Apple iClouds, OneDrive and more clouds operating services [10]. Another add-on to the UFED are smaller connection devices that can allow the UFED to process memory cards or USB Drives, treating them as full devices. This means that the UFED can create reports on numerous more device such as external hard drives or even digital cameras that need a memory card. [10]
The Cellebrite Inspector is software that can be used to find the history of computer, such as download history, search history, locations, along with supporting encrypting and decrypting capabilities. The software, although not open source, is accessible to the public domain through licences [11].
Once again, all Cellebrite software is supported on all platforms, whether that be on a mobile phone operating system such as Samsung or Apple. Or on Computer Operating Systems such as Windows, Linux or Mac. [11]
Although Cellebrite is not open-source and has a lot of its products extremely limited to Law Enforcement or to government agencies, products such as the UFED provide deep access to mobile phones or devices that are previously unattainable through other technologies remaining a valuable asset to proprietary customers.Figure 2: Axiom's User Interface, showing the device and features. [14]

[bookmark: _Toc196833829]FTK Imager
FTK imager is a free disk imaging tool used to acquire forensic evidence without damaging, changing or editing the original evidence, this is important within computer forensics as changes in the original data in a legal case, could potentially hinder the prosecuting team’s case in landing a conviction. [12]
Along with imaging a disk, FTK Imager allows a forensic analyst to view the data being collected and imaged beforehand, along with collecting the metadata allowing law enforcement agencies or even legal firms needing to sort relevant files from a storage device and prepare them for a legal case. Once relevant files have been viewed, they can be set aside, ready for the next step of FTK imager, which is to process a bit for bit copy of the original media, essentially photocopying the evidence. [12] Once copied, FTK Imager can provide validation and verification on the integrity of a copied file. Similar to Autopsy, FTK Imagers uses hash values to check firstly that the file is intact and that secondly the copy of the file that has been taken is identical to the original. 
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AI-generated content may be incorrect.]The copy of a has valued file also mean that any changes that happen to the copy or even the original evidence can be matched through FTK Imager and show law enforcement where and when changes have taken place.
With easier access than Autopsy, FTK Imagers makes it easier for beginners to conduct more advanced imaging processes such as Memory Dump analysis, allowing investigators to view computer processes, links to open networks and being able to track down encryption keys, allowing for a further look into system activity, on top of preventing incoming threats of a cyber-attack or sabotage. [13]
Furthering into ease of access as a whole, FTK Imager is designed with a friendly user interface that is makes it easy for forensics professionals to navigate efficiently, wasting little time. It also makes it easier for those just beginning within computer forensics to use it. Along with being accessible on all platforms, meaning there is seamless integration into a workplace no matter what network or operating systems a company is using. [13]
[bookmark: _Toc196833830]Magnet AXIOM
 Magnet Axiom is a proprietary forensic tool, requiring a license to use, although the product itself is not limited to law enforcement or government agencies the way Cellebrite is. The tool is extremely powerful, having several features that set it apart from open-source tools and even Cellebrite. 
Axiom is designed for data recovery, analysis, report creation and reconstruction of user activity. [14] Magnet is exceptionally powerful due to being able to process all platforms, from computer operating systems to mobile device to clouds sources such as google, Facebook and WhatsApp. [14]
Compared to a lot of the previous mentioned tools, Magnet Axiom has an incredibly easy to access user interface and a graphical interface, which, given it is widely accessible to the public, makes the forensic tool a lot more approachable and appropriate to users who have little to no understanding of Computer forensics, but still need to conduct a personal investigation. Furthermore, the tool is able to automatically generate reports in several formats such as word, excel, HTML and more. Outputting extremely detailed reports using Ai assistance, making sure that every analysis and recovery is done to the best ability while also learning off a user’s needs. [14]
Axiom also features the ability to file carve, like Autopsy. However, whereas Autopsy can handle large Hard Drives and process them through a tedious processing and filtering to parse and carve the files, Axiom is able to handle several terabytes of data on hard drives at once and be able to smoothly and effectively guide the user through the filtering and parsing processes. [6].
	Name
	Open Source or Commercial?
	Platforms
	Type of Evidence(s)
	Limitations
	Features

	Wireshark
	Open-Source
	Linux systems
MacOS
Windows

	Network packets
Live capture 
Network protocols
	Struggles with mobile systems
	Works to capture packets in real time, allows for filtering.

	Autopsy
	Open-Source
	Linux systems
MacOS
Windows

	Disk Imaging, deleted file recovery, email analysis, browser artifacts.
	No support for mobile systems.
Struggles with large datasets.
	User-friendly GUI, can conduct file carving, has filtering, works with other Sleuth Kit tools

	Cellebrite
	Commercial
	Android Mobile systems
Apple IOS
	Mobile Data, Encrypted phone data, SIM card and SD cards.
	Restricted to Law Enforcement
	Advanced mobile phone decrypting (even when locked) also supports cloud decryption through UFED.

	FTK Imager
	Commercial (free to use but not open Source)
	Linux systems
Windows

	Disk Images, RAM captures, file system analysis, deleted files (FAT32)
	No Mobile or Cloud Support
	File previewing without alteration, hash verification, forensic image creation.

	Magnet Axiom
	Commercial
	Linux systems
MacOS
Windows
Android
IOS
Cloud OS (Facebook, Google etc)
	Mobile data
Computer files
Computer artifacts
Cloud accounts
Messages
Chat apps
	Need a paid license, not as good as decrypting as Cellebrite
	Can use cloud acquisition, analyse multiple devices and store them, automatically sorts hashes, artifacts, user-friendly UI.


Magnet Axiom, although a proprietary tool, is easily one of the best tools within the current digital forensics age. Being able to efficiently do what other tools do but to a higher standard, along with features such as Ai filtering and processing and graphical interfaces to make the process of digital forensics that much easier to an individual user or a Law Enforcement agency or government body.



[bookmark: _Toc196833831]Table Categorisation
[bookmark: _Toc196833832]Task 2: Case scenario
[bookmark: _Toc196833833]Introduction
Locard’s Exchange Principle states that “Every contact leaves a trace” which within the rise of digital forensics, applying to every keystroke, deletion and file movement, which can leave critical evidence behind. [15]  It is important when investigating Rich Daley’s case to adhere to the digital forensics’ methodology along with adhering to NPCC guidelines [16] which gives the information on remaining standardised, along with providing information on handling data.
Rich’s sabotage is to be treated as a crime. The deletion of important design research documents without any backups will potentially cost company CMMC millions in damages from spent research and development, along with the potential to lose more should the designs be leaked out to 360Tech. Rich is liable due to his unauthorised actions with intent to impair [17] through his sabotage. By conducting a digital forensic investigation, the actions taken by Rich can be traced back and  recovered through the use of forensic tools, securing the financial stability of CMMC and giving sufficient evidence (provided with case law) to prosecute Rich for his sabotage.
[bookmark: _Toc196833834]Methodology
[bookmark: _Toc196833835]Identification
The first key step of the forensic methodology is to identify the sources of evidence [18]. Rich’s computer would be the main source of evidence. System logs, browser history and any external USBs connected to the machine. Along with potential email communications between Rich and 360Tech. In order to conduct a recovery as well, Autodesk Maya files images need to be found, as they are evidence.
[bookmark: _Toc196833836]Preservation and Collection
After physically securing Rich’s computer, the installation of write blockers before working on the computer and drives is an essential step to ensure that the chain of custody is maintained and leave all evidence untampered with. After ensuring the evidence cannot be tampered with through the write blockers, the evidence can be collected. Using FTK Imager and it’s preview function, alongside Autopsy to collect emails. The evidence can be correctly sorted and collect. All the files should be recoverable, so long as they are not overwritten, rendering them unrecoverable by any tool [19] . To avoid this, the hash function of FTK Imager can be used to check the integrity of the files. To save time as well the search for keywords within the files or isolate any deleted Autodesk Maya files to recover the designs. [19]
[bookmark: _Toc196833837]Examination
Once the files have been recovered, they can be examined. From this examination, the behaviour of Rich can be determined, such as if the first contact through emails or messages was from a rival company looking to sabotage or Rich reaching out to the rivals. Autopsy can be used to examine the email Along with using FTK Imager’s hash function to determine who, when and where the files were changed or when they were deleted [18]. Alongside this, the Autodesk Maya files should also have their autosaves logged, meaning the file deletions and transfers of those files can also be marked down.


[bookmark: _Toc196833838]Analysis
After a thorough examination, analysis is to be conducted [18]. Firstly, drawing connections between the deletion timestamps and Rich’s resignation need to be drawn, running the imaged files through Autopsy or even Magnet Axiom can provide the timestamps and has values. Assessing the deletion of files can show if Rich was simply cleaning up his PC or was acting to sabotage, if the latter is found, then it is one less argument for Rich to present should he be prosecuted. Using Magnet Axiom, any encryptions Rich placed onto the files can also be decrypted through its decryption features. Encryption is to be expected due to the confidentiality in place at CMMC. Rich’s browser history can also be analysed, using web artifacts, even if the history has been erased, there could be the potential that Rich was browsing the rival companies before signing his resignation, or before he decided to potentially sabotage CMMC. [6]






[bookmark: _Toc196833839]Case Scenario: Forensics Report
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[bookmark: _Toc196833840]Introduction
A request to service was issued to conduct a forensic investigation of evidence images belonging to the computer of Rich Daley. The request for an examination was issued by CMMC to provide information which could suggest that Rich Daley had misused the company issued computer to conduct an intentional corporate espionage, organised fraudulent deals with CMMC’s competitors, removal of soon to be patented designs and tampering with forensic evidence.
The investigation was conducted with potential reference to The Computer Misuse Act 1990, Theft Act 1968 and Fraud Act 2006. [17] [20] [21]
The report was written by Troy Simpson, a CHFI and CEH certified professional, to investigate and provide evidence of Rich’s supposed sabotage, fraudulent deals with rival companies along with preserving and retrieving the highly confidential data that had gone missing.

[bookmark: _Toc196833841]Evidence Summary
The evidence item, Rich’s Computer, was examined on the 15/04/25 – 17/04/25. Due to CMMC’s instructions, files to be recovered were Autodesk Maya files (.ma and .mb) .  With permission from CMMC and permission from the case inspector and legal counsel, a thorough examination for these files was to be conducted, along with instructions to investigate and provide evidence of Rich Daley’s potential sabotage.
The most significant hash value for the folder containing the .ma files that was provided in the chain of custody was  “f122 ac8b 9fa1 0aca bc33 5d23 1164 cc53”, suspected of firstly being sent to a rival company via email, before then being logically deleted, rendering them inaccessible to standard system means but accessible through forensic methods.

[bookmark: _Toc196833842]Examination Summary
The tools used for examination includes FTK Imager (4.7.3.81) a commercially and free-to-use available imaging tool to construct a forensic case and preserve the evidence. Autopsy (4.21.0) an open-source tool for analysing the forensic images, searching for logical deletions within Rich’s computer, analysing system artifacts and constructing a timeline of events. Finally, Magnet Axiom, a commercial tool to conduct deeper analysis through the potential email communications Rich had with rival companies, along with pulling the important hash values that Autopsy could miss, resulting in a strengthened report and examination. [14]
The important files such as the confidential .ma files, Emails that have been sent and received, browser history regarding rival companies and bank transactions were recovered within the evidence image by searching through the logical file system and browser artifacts before preservation using FTK Imager and Autopsy.
Irrelevant files such as the programme files used by the operating system were ignored within the investigation.
[bookmark: _Toc196833843]Files of Importance
·  Recovered.ma files 
 These files were the Autodesk Maya files used to create the “iPhone 17 flip” GUI, through recovery in Autopsy, the hash values and timestamps correlate to the timeline of Rich Daley’s supposed sabotage.

· Recovered web Artifacts 
Browser artifacts recovered from Rich’s system and preserved indicated cached pages, download histories and partial browser search queries to “360Tech” a known rival to CMMC. Despite attempts at browser history deletion, Axiom identified traces of searches for employment opportunities at “360Tech” and contact pages for “360Tech” during Rich’s work at CMMC.

· Recovered email messages
Recovered email messages and drafts indicate that Rich Daley was in contact with representatives of  “360Tech” using his personal email rather than the company given email. Several of these emails explicitly discussed transferring the highly confidential GUI documents, with mentions of the upcoming patents. The discussions match with the timeline prior to Rich’s resignation, suggesting that the sabotage was premeditated. 

· System logs
System logs preserved using FTK Imager indicate the logins, logouts of Rich Daley, along with the inputs and outputs of a USB device and deletion of files, email accounts and data. Taking place either outside of work hours or close to Rich’s expected clock-out time at CMMC, according to Ms Ker Walters.


















[bookmark: _Toc196833844]Analysis
[bookmark: _Toc196833845]Temporal Analysis
1. From the request for examination, we understand that, at 01/04/2025 15:07:45, Rich Daley, a GUI developer at “Cyfusion Mobile Manufacturing Company” (referred to as CMMC) began a browser search through a company computer for rival company “360Tech”, visiting career and contact pages before clearing the browser history.

2.  At 04/04/2025 17:46:50 GMT Rich Daley is likely to have stayed after work hours and began drafting and initial emails, through a newly added personal account, to representatives at 360Tech discussing a possible transfer of confidential designs that were soon to be patented.

3.   At 04/04/2025 18:01:30 GMT  an email is received on Rich’s computer, suggesting a deal has been attained, proposing Rich have a secure position in 360Tech in exchange for the secure delivery of confidential designs via USB to an undisclosed deal location (presumed to be sent to Rich’s personal devices). Contact is ceased and any emails pertaining to the deal are deleted.

4. At 06/04/2025 16:55:03 GMT an external USB is connected to Rich’s machine, which is logged within the system. Evidence suggests that the .ma files were copied to this device. After the files were copied and logged by the system, the USB is removed at 06/04/2025 17:01:05 GMT, once again being logged and the device is immediately powered off.

5. At 08/04/2025 16:56:30 GMT a folder “Documents/Rich/GUI Designs” containing all key .ma and .mb files pertaining to the soon to be patented GUI designs on Rich’s machine are not backed up and are deleted. System log evidence shows these are logically deleted and are unrecoverable by conventional computer means. Alongside this, Rich’s personal email account is deleted, system logs then show the recycle bin being emptied before the machine is turned off.
6. At 10/04/2025 9:10:31 GMT Rich’s immediate resignation letter to CMMC is received by Ms Ker Walters. No activity is present within Rich’s machine.

7. At 12/04/2025 10:08:45 GMT CMMC I.T engineers access Rich’s machine to perform a routine transfer of the confidential .ma and .mb files to a secure external device. Evidence from Rich’s machine indicates a thorough search by the team but with no result due to the file deletion. Ms Ker Walters is informed and immediately contacts the forensic investigator.

8. At 15/04/2025 18:30:25 GMT  forensic imaging of Rich’s computer is completed. The investigation was led by Troy Simpson.



[bookmark: _Toc196833846]Relational Analysis
The following section links the recovered artifacts to the observed actions of Rich Daley:
The sabotage, whether accidental or premeditated was conducted by Rich Daley. System logs evidence shows Rich firstly researching “360Tech/careers/” at 01/04/2025 15:07:45 GMT through browser queries, along with researching ways to contact 360Tech. contact was established to 360Tech, with Rich communicating via personal email. this coincides with the account changes seen in System logs and the deletion of a personal account afterwards. 
After an email negotiations were established to trade a USB containing the files for a secure job position. System log evidence, coinciding with the timestamps on file movement, picked up an external device connecting at 06/04/2025 16:55:03 GMT. With the movement of the .ma files being logged moments later before the device disconnected. 
System logs at 08/04/2025 16:56:30 GMT show deletion of the folder “Documents/Rich/GUI Designs” which contained the Autodesk Maya files. Along with also showing the recycle bin being emptied. Through Autopsy carving and Magnet Axiom hash filtering, the .ma files deleted within “Documents/Rich/GUI Designs” had a hash value that matched those logged previously being copied then transferred to a USB device on the 06/04/2025.
After Rich’s immediate resignation at 10/04/2025, activity ceased on the machine, resuming at 12/04/2025 10:08:45 GMT when CMMC’s I.T engineers were dispatched to collect Rich Daley’s work for CMMC, specifically the .ma and .mb files,  to a secure external device, along with resetting the machine. File explorer searches for “GUI Designs”, “Rich” and   “.ma files” did not yield any results due to previous deletion. Ms Ker Walters immediately contacted the forensic investigation team.
[bookmark: _Toc196833847]Functional Analysis
The following section describes the functions of evidence and tools within the case:
Emails recovered using Magnet Axiom revealed communications with 360Tech from Rich Daley’s personal email account. These included direct references to  confidential file transfers and assured position at 360Tech. Metadata obtained also indicated no communication occurred via the company email, providing convincing evidence of unauthorised communication in order to avoid detection and strong indication of premeditated intent.
Systems logs, preserved by Autopsy and Axiom, captured a USB device was  connected and removed on 06/04/2025, aligning with the movement of the .ma files. The short window of connection and lack of further activity suggests the device was used for the exfiltration. These logs likely identify the method of theft (under the Computer Misuse Act 1990 Section 3ZA 1C [22]) and supporting the evidence of the unauthorised data transfer.
File logs recovered through file carving revealed the folder “Documents/Rich/GUI Designs” was deleted on 08/04/2025 followed by the manual emptying of the recycle bin, recovered by Axiom. These actions were taken after the suspected data transfer and before Rich’s resignation.

Hash values were used to verify the integrity of the recovered .ma files. Using Axiom and Autopsy, hash values from the deleted “GUI Designs” folder were matched and compared to recovered metadata and system logs. This confirmed that the deleted files were indeed the confidential assets in question,  providing a link between the recovered file and the missing designs. This also ruled out file tampering, demonstrating that Rich transferred the originals exactly “as is” to the external drive.
 Recovered browser artifacts revealed Rich Daley had searched for “360Tech careers” and browsed contact pages in the days leading up to the data exfiltration. Although efforts were made to delete this history, Axiom retrieved cached fragments and download history entries. These showed clear premeditation and intent to contact a competitor company, strengthening the argument for insider threat behaviour and providing context for the email communications that followed on 04/04/2025.


[bookmark: _Toc196833848]Conclusions
· Rich Daley is responsible for unauthorised communication, identified through browser artifacts. He is also responsible for the  data exfiltration of confidential documents containing soon to be patented GUI Designs to 360Tech, indicated through email communication through a personal account negotiating a job offer for the aforementioned documents.

· Rich Daley is responsible for the unauthorised data transfer. Deliberately transferring the .ma and .mb files to  an external USB at 06/04/2025 16:55:03 GMT and eventual deletion of the original copies along with containing folder at 08/04/2025 16:56:30 GMT to conceal the sabotage.

· Rich Daley is responsible for anti-forensic measure with malicious intent, deleting his personal email account, browser history and highly confidential files along with emptying the recycle bin to obstruct recovery processes for CMMC.

· Rich Daley is completely responsible for intending to impair CMMC’s operations, with System log timestamps showing file deletion along with file transferring to a USB before tendering a resignation within a week a of deleting the files, all aligning with The Computer Misuse Act 1990. [17]





[bookmark: _Toc196833849]Case Scenario: Invoice for Forensic investigation
[bookmark: _Toc196833850]Client information					Investigator Information
Cyfusion Mobile Manufacturing Services (CMMC)			Troy Simpson, CHFI, CEH
Ms. Ker Walters, CEO						Independent Forensic Examiner
Investigation Reference: CMMC-0425-TS01			Date of Submission: 02/05/2025

[bookmark: _Toc196833851]Service Summary
	Service Description
	Details
	

	Forensic Imaging & Preservation
	FTK Imager used to secure original data image
	

	File Recovery & Timeline Reconstruction
	Used Autopsy and Magnet Axiom
	

	Artifact Analysis (Email, USB logs, Browser History, Hashes)
	Identified source and method of data exfiltration
	

	Report Compilation & Conclusions
	Full investigative documentation delivered
	

	[bookmark: _Toc196833852] Billing
	Description
	Rate
	Hours
	Total

	Professional Services
	£125/hour
	  24
	£3,000.00



Total Amount Due: £3,000.00
Payment Terms: 30 Days from Submission Date
	




	



	Bank Name
	CyberSecure Banking Ltd.

	Account Name
	T. Simpson Digital Forensics

	Sort Code
	12-34-56

	Account Number
	12345678

	Reference
	CMMC0425
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Below is the list of Autopsy features.

* Multi-User Cases: Collaborate with fellow examiners on large cases.
« Timeline Analysis: Displays system events in a graphical interface to help identify activity.
« Keyword Search: Text extraction and index searched modules enable you to find files that mention specific terms and find regular expression patterns,

* Web Artifacts: Extracts web activity from common browsers to help identify user activity.

* Registry Analy:
* LNK File Analysi:

Uses RegRipper to identify recently accessed documents and USB devices.

dentifies short cuts and accessed documents

* Email Analysis: Parses MBOX format messages, such as Thunderbird.

« EXIF: Extracts geo location and camera information from JPEG files.

« File Type Sorting: Group files by their type to find all images or documents.

« Media Playback: View videos and images in the application and not require an external viewer,

+ Thumbnail viewer: Displays thumbnail of images to help quick view pictures.

* Robust File System Analysis: Support for common file systems, including NTFS, FAT12/FAT16/FAT32/EXFAT, HFS+, ISO9660 (CD-ROM), Ext2/Ext3/Ext4,
Vaffs2, and UFS from The Sleuth Kit

« Hash Set Filtering: Filter out known good files using NSRL and flag known bad files using custom hashsets in HashKeeper, mdSsum, and EnCase
formats.

* Tags: Tag files with arbitrary tag names, such as 'bookmark’ or 'suspicious', and add comments.

* Unicode Strings Extraction: Extracts strings from unallocated space and unknown file types in many languages (Arabic, Chinese, Japanese, etc.).

* File Type Detection based on signatures and extension mismatch detection.

* Interesting Files Module will flag files and folders based on name and path.

* Android Support: Extracts data from SMS, call logs, contacts, Tango, Words with Friends, and more.
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