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[bookmark: _Toc229654366]Initial Feedback
A Google Form was distributed to four HND Cybersecurity students to collect structured feedback regarding the project concept, interface usability, feature effectiveness, and overall usefulness for SMEs. The questionnaire used a 1–5 Likert scale alongside optional qualitative comments. a widely used method for measuring user perceptions in usability studies [1]
The average feedback score was 4.6/5, indicating that participants considered the platform effective, relevant, and easy to use. The most positively reviewed features were the interactive cybersecurity awareness modules and phishing simulation system, suggesting that interactive learning methods improve engagement and practical understanding of phishing threats. However, some participants identified limitations relating to mobile responsiveness and the limited number of phishing simulation templates.
Based on this feedback, Bootstrap was integrated into the front-end design to improve responsive functionality across mobile devices and tablets. In addition, eight new phishing simulation templates were developed to enhance realism and give users exposure to a wider range of phishing techniques. These improvements enhanced accessibility, usability, and the platform's overall educational value.



















[bookmark: _Toc229654367]Implementation
The CyberSecure SME platform was developed using Python Flask for the back-end application logic, SQLite for database management, and HTML, CSS, JavaScript, and Bootstrap for the front-end interface. Visual Studio Code was used as the primary development environment, while GitHub provided version control and project backup functionality.
Several core cybersecurity awareness features were successfully implemented, including secure user registration and login with session management, a training progress-monitoring dashboard, interactive awareness modules, phishing email simulation exercises, and a real-time incident-reporting feature. An administrative analytics panel was also created to monitor reported phishing incidents and user engagement metrics.
Screenshots Included:
· Figure 1: Project folder structure in Visual Studio Code 
· [image: ]
· Figure 2: User login interface 
· [image: ]
· Figure 3: Main cybersecurity awareness dashboard 
· [image: ]
· Figure 4: Phishing simulation example 
· [image: ]
· Figure 5: Incident reporting confirmation page 
· [image: ]
· Figure 6: SQLite database structure containing users, simulations, and reports 
· [image: ]




Several technical issues were encountered during development. Flask routing errors were resolved through incremental debugging and correction of route decorators. Database connection problems were addressed through proper SQLAlchemy configuration and database testing procedures. Cross-Origin Resource Sharing (CORS) issues were resolved by implementing Flask-CORS middleware and validating API communication between application components [2]. These issues were resolved using official documentation, systematic debugging techniques, and iterative testing.
The implementation phase demonstrates the practical application of secure web development principles within a real-world cybersecurity awareness context. The completed platform successfully provides SMEs with an interactive tool designed to improve phishing awareness and reduce human-factor cybersecurity risks.

[bookmark: _Toc229654368]Enterprise & Innovation
[bookmark: _Toc229654369]Tech Start-up Concept
The project can be developed into a cybersecurity start-up, CyberSecure SME Ltd, a private limited company focused on providing affordable cybersecurity awareness and phishing simulation solutions for small and medium-sized enterprises (SMEs). The business would operate under a Software-as-a-Service (SaaS) model [3], allowing organisations to subscribe monthly or annually to access the platform.
The core business strategy would focus on SMEs lacking dedicated cybersecurity training resources. A cost-effective subscription model would allow businesses to train employees, monitor progress, and reduce phishing-related risks without requiring in-house expertise. Competitive advantage would be achieved through simplicity, affordability, and a strong focus on user engagement through interactive simulations.
To fund the start-up, several initiatives could be used. Initial funding could be sourced from small-business grants, such as UK government innovation funding or cybersecurity-focused support programmes. Additional funding could be obtained through angel investors or early-stage venture capital firms interested in cybersecurity solutions. A freemium model could also be introduced, with basic features free and advanced analytics and reporting tools available in a paid subscription plan.
[bookmark: _Toc229654370]PEST Analysis
A PEST analysis was conducted to evaluate the external factors that could impact CyberSecure SME Ltd. [4]
Political factors include increasing government focus on cybersecurity regulations and data protection. Policies such as the UK GDPR require organisations to protect user data, which increases demand for cybersecurity awareness platforms. Government-backed initiatives promoting cybersecurity readiness also create opportunities for growth.
Economic factors include the financial constraints SMEs face, particularly during periods of economic uncertainty. While some businesses may reduce spending, the rising cost of cyberattacks makes cybersecurity investment more necessary. Affordable SaaS pricing models can help overcome this barrier by offering scalable and low-cost solutions.
Social factors highlight the growing reliance on digital technologies and remote working environments. Employees are increasingly targeted by phishing attacks, underscoring the importance of human-factor cybersecurity training. There is also a growing awareness of cybersecurity risks, which supports the adoption of awareness platforms.
Technological factors include the rapid evolution of cyber threats, particularly phishing techniques that use AI and social engineering [5]. Continuous updates and improvements to the platform are required to remain effective. Advancements in cloud computing and web technologies also support scalable deployment and accessibility.

[bookmark: _Toc229654371]Legal and Ethical Considerations
CyberSecure SME Ltd must comply with legal requirements, including the UK GDPR and the Data Protection Act 2018 [6]. This includes ensuring that user data is securely stored, processed lawfully, and protected against breaches. The platform must also ensure secure authentication and encryption mechanisms to protect sensitive information.
Ethically, the platform must ensure that phishing simulations do not cause harm or distress to users. Simulations should be clearly communicated as training exercises, and results should be used constructively rather than punitively. Transparency, fairness, and responsible data usage are essential to maintaining user trust.


[bookmark: _Toc229654372]Practical Feedback
To evaluate the effectiveness of the completed CyberSecure SME platform, a second round of feedback was collected from four HND Cybersecurity students via a structured Google Form. The feedback focused on usability, functionality, visual design, and the overall effectiveness of the cybersecurity awareness feature. Participants were asked to rate the platform using a 1–5 Likert scale and provide additional comments regarding potential improvements.
The overall average score received was 4.7/5, indicating a highly positive response to the completed implementation. Participants stated that the phishing simulation feature was realistic and educational, while the dashboard layout and awareness modules were considered clear and easy to navigate. Users also commented positively on the incident reporting functionality, stating that it improved their understanding of how to identify and report phishing attacks within organisations.
Despite the positive feedback, some areas for improvement were identified. Two participants suggested adding progress badges or gamification features to improve user engagement and motivation. Another participant recommended implementing email notifications to remind users to complete awareness modules regularly. Based on this feedback, future development could include reward systems, automated reminders, and enhanced analytics to further improve usability and long-term engagement.
The feedback process demonstrated the importance of user-centred design and iterative improvement within cybersecurity applications. Collecting practical feedback allowed weaknesses to be identified and improved, resulting in a more effective and accessible platform.
[bookmark: _Toc229654373]Project Progress Diary Reflection
Throughout the project, weekly progress sheets were completed to monitor development progress, manage tasks, and identify challenges. This process improved organisation and helped ensure that deadlines were met effectively. The progress diary also supported time management by dividing the project into smaller, achievable tasks across the research, planning, development, testing, and evaluation stages.
One of the main strengths of the project management process was the use of structured planning and prioritisation [7]. Tasks were organised weekly, which reduced the risk of falling behind schedule and allowed sufficient time for troubleshooting and improvements. Version control on GitHub also supports project management by enabling the tracking of development progress and regular backups.
However, several challenges were encountered during implementation. Time management became difficult during the database integration stage because debugging SQLAlchemy configuration issues took longer than expected. In hindsight, more detailed planning and earlier testing of database functionality would have reduced delays during development.
If the project were undertaken again, a more Agile-focused approach would be used, with shorter development sprints and more frequent testing. Additional user testing would also be introduced earlier in the development cycle to identify usability issues before implementation was completed. Overall, the project diary process improved both project management skills and personal organisation.



[bookmark: _Toc229654374]Skills Developed
The completion of this project enabled the development of several new technical, academic, and professional skills. From a technical perspective, practical experience was gained in Python Flask web development, SQLite database integration, front-end design using Bootstrap, and version control through GitHub. Knowledge of cybersecurity awareness systems and phishing prevention techniques was also improved significantly.
The project also strengthened problem-solving and troubleshooting skills. During development, several technical issues related to routing, database configuration, and CORS policies were identified and resolved through systematic debugging and research into the official documentation. This improved confidence in independently resolving software development problems.
In addition to technical skills, the project improved research and academic writing abilities. The use of IEEE referencing, critical analysis, and structured report writing enhanced understanding of academic standards required within higher education. Communication and organisational skills were also developed through project planning, progress tracking, and feedback analysis.
These new skills are highly transferable and relevant to future employment within cybersecurity and software development industries.


[bookmark: _Toc229654375]Positive Social Impact (PSI)
The CyberSecure SME platform has the potential to create a positive social impact by improving cybersecurity awareness within small and medium-sized enterprises. SMEs are increasingly targeted by phishing attacks and social engineering techniques due to limited security resources and employee training. By providing interactive awareness modules and phishing simulations, the platform helps reduce human-factor vulnerabilities and encourages safer online behaviour.
Improved cybersecurity awareness can help organisations reduce financial losses, protect customer data, and strengthen trust in digital services [8]. The platform also contributes to wider societal benefits by promoting responsible digital behaviour and supporting safer use of technology within workplaces.
The skills developed during this project could also contribute positively to society in the future. Practical experience in cybersecurity awareness, secure development practices, and risk management can be applied within professional environments to help organisations improve their security posture and reduce cyber risks. As digital threats continue to evolve, cybersecurity professionals play an increasingly important role in protecting individuals, businesses, and critical infrastructure.
Overall, this project demonstrates how innovation and technical skills can be applied to address real-world cybersecurity challenges and contribute positively to society.
[bookmark: _Toc229654376]Conclusion
In conclusion, this project successfully demonstrated the design and development of the CyberSecure SME platform, an interactive cybersecurity awareness and phishing-prevention tool for small and medium-sized enterprises. The project combined practical implementation, project management, innovation, and reflective analysis to create a functional solution addressing real-world cybersecurity challenges.
The implementation process involved the successful use of Python Flask, SQLite, Bootstrap, and GitHub to develop key features including secure authentication, phishing simulations, awareness training modules, incident reporting, and administrative analytics. User feedback played an important role throughout development and enabled improvements to usability, accessibility, and functionality. The project also demonstrated the importance of iterative development, troubleshooting, and effective project planning.
In addition to technical development, the project strengthened understanding of innovation, cybersecurity awareness, and the role technology can play in creating social value. Valuable professional and transferable skills were developed throughout the module, including problem-solving, research, communication, time management, and secure software development practices.
Overall, the CyberSecure SME platform demonstrates how creative thinking and practical cybersecurity solutions can help organisations reduce phishing-related risks and contribute positively to society by promoting safer digital environments.
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