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1. Routing
This report will document the configuration and support of the network previously built in coursework 1. This will focus on communication between the Swansea and London networks. The network environment was built using VirtualBox. The Swansea network used Windows Server 2022 and Windows 10 Client. Coursework 2 focuses on adding and deploying enterprise services. This includes Routing and Remote Access Service (RRAS), Domain Name Service (DNS), Active Directory Domain Services (ADDS), Dynamic Host Configuration Protocol (DHCP), Internet Information Services (IIS), and Remote Directory Services (RDS). The purpose of this project is to centralize management of resources between the two locations. The solution has gone through extensive testing and troubleshooting to ensure that it has strong network connection and functionality.

2. Domain Server
A domain controller is a server that's responsible for managing the transfer of network and identity security requests [1]. A domain controller was created on the Swansea Server using Active Directory Domain Service. The forest was named “camden.acca”. This allows for centralized management and user authentication. DNS was also configured across Swansea and London networks as well as forward and reverse lookup zones. This manages hostname to IP resolution. This lets both locations communicate without using IPs.
[image: ]Figure 1 – ADDS Configuration
[image: ]Figure 2 – Forward Lookup Zones
[image: ]Figure 3 – Reverse Lookup Zones
There was a small issue during the testing phase, where the hosts couldn't ping each other by name. This was resolved through A-records being added to DNS records and pinging.

3. Connection between Swansea and London
An encrypted connection was created between the Swansea and London network for communication. RRAS was configured on the Swansea server machine while IP forwarding/routing was configured on the Swansea Debian machine. The two host machines were able to ping each other. The firewall had to be modified to allow for successful communication. The firewall rules were changed to allow ICMP traffic. The testing continued, and packets could be sent between the two networks.
[image: ]Figure 4 – Network Interfaces
[image: ]Figure 5 – Routing and Remote Access IPv4
[image: ]Figure 6 – S-DC (Swansea Host) pinging L-CD (London Host)

There were some initial issues attempting to connect the two networks. While troubleshooting, the issue found was an incorrect IP configuration as well as ICMP firewall rules blocking. Once IP forwarding was enabled on Debian, devices were able to ping each other.

4. Users
Three users were created in the Swansea network using Active Directory Users and Computers (ADUC). One of the users was given admin privileges and the other two were regular users. The login credentials followed the naming convention, the first letter of your first name, then a full stop, then the last name. For example, a user named Tony Graves login would be “t.graves”. These accounts allow for centralized authentication across both networks. They were given authorized access for resource sharing with domain settings.
[image: ]Figure 7 – User named “Tony Graves”
[image: ]Figure 8 – User login screen

5. Domain Membership
The Windows client machine was joined to the “camden.acca” domain. Domain joins allow a client computer to join a domain which is a collection of resources used by a centralized server [2]. It gains access to shared files and services such as IIS authentication and authentication using the domain credentials. One notable error while trying to connect is that the client didn't recognize the Windows host. This error was caused by an incorrectly formatted DNS address. I changed the DNS address to the host IP address (192.168.1.1) and it successfully joined the domain.
[image: ]Figure 9 – Client successfully on domain.
[image: ]Figure 10 – Domain login

While the Windows client could join the domain, I was unsuccessful in getting the Debian client to join. I’ve attempted numerous times with different methods, but I couldn’t make it work without risking my stable network. I tried to install realmd but there were domain discovery issues. This prevented proper integration

6. DHCP Server
Dynamic Host Configuration Protocol (DHCP) is a network protocol that automatically assigns IP addresses to devices across networks [3]. This was implemented on the Swansea machine (S-DC). A scope was created to provide new client machines with IP addresses, subnets, and default gateways. DHCP communication between Swansea and London network was created through the routing configuration. This allowed the London clients to receive an IP address. This meant London could automatically get assigned IPs from the Swansea network.
[image: ]Figure 11 – DHCP Address pool
[image: ]Figure 12 – ipconfig /all shows DHCP is enabled on Windows client


7. Test and Troubleshoot
Connections were tested by performing numerous ping commands on different subnets between Swansea and London networks. Notably, using hostnames and domain-based communication. This was to ensure that services could operate on both networks. The network was tested to make sure communication was possible, and services were operable. DNS resolution, IIS authentication, and DHCP were tested thoroughly.

A few issues appeared during the testing phase that were fixed through troubleshooting. The main issue was trying to configure the network adapters of all four virtual machines and connecting them to one another. This was eventually fixed but consumed a lot of time. It was eventually resolved by assigning correct IPs to the right machine, enabling ICMP firewall rules and IP forwarding.  Another issue occurred when I was setting up the forward lookup zones. This was due to missing DNS records. This was eventually fixed by adding correct DNS records.

The IIS website was able to be added with Windows authentication. The demonstration script was unable to access the website which led to a failed response, due to it being blocked by authentication.

I also attempted to add the Debian host and client machines to the domain system. I was unable to do this however due to problems with domain discovery and authentication which prevented connection. I tried troubleshooting in various ways including verifying and changing DNS configuration multiple times as well as changing host names. 
[image: ]Figure 13 – S-DC pinging L-CD (successful connection) 
[image: ]Figure 14 – DNS Troubleshooting

[image: ]Figure 15 – IIS accessed by Windows client.

8. Disk Drive
An additional disk drive was mounted onto the Swansea server for the Windows client users to have centralized network storage. The drive was called “SwanseaFiles” and configured with the letter “E”. It was configured with shared folders and NTFS permissions for domain users to access it appropriately. Domain users gained full control over the drive, and outside network users had read only permissions. The drive and folder were mounted and viewable by users.
[image: ]Figure 16 – E drive “SwanseaFiles”
[image: ]Figure 17 – Shared folder permissions


9. IIS Server
Internet Information Services (IIS) is a web server on Windows used to exchange static and dynamic web content over the internet [4]. This was configured on S-DC to host a website. The website was called “webs” (short for website) and the address is http://webs.camden.acca. Windows authentication was enabled so only domain users could gain access to the website. Anonymous authentication was disabled to prevent unauthorized access which improved security. The website was tested and could be accessed by the client and displayed a welcome message if the correct credentials are entered. Hostname resolutions were configured so the domain name could be entered instead of the website IP address.
[image: ]Figure 18 – IIS authentication settings
[image: ]Figure 19 – Website login prompt

10. Remote Desktop Services
Remote Desktop Services (RDS) is a Windows role that allows users to connect over the network to a desktop or applications [5]. On the Swansea network, it was configured for remote access across the network. Remote Desktop was enabled on S-DC, and the firewall was configured to allow incoming connections.  I have connected to S-DC from S-DC-Client through multiple attempts and testing. Remote systems can identify the remote desktop connection using a hostname instead of IP due to a DNS record configuration.
[image: ]Figure 20 – Connecting to remote desktop
[image: ]Figure 21 – S-DC-Client connected to S-DC
[image: ]Figure 22 – Remote Desktop settings

11. Security and Best Practices
Security measures were implemented during the development of virtual networks. This was done to improve authentication and network access control to keep out unwanted parties. Windows Authentication was used for IIS to limit access to domain users and admins. Anonymous authorization was disabled to limit access outside of the network.

Active Directory Domain Services (ADDS) provides centralized management and authentication for users to access devices. S-DC was configured with services such as DNS and DHCP to give it administrative control. Firewall rules were also modified to allow traffic for remote access and routing. For the shared storage, share permissions and NTFS permissions were added to let domain users access appropriate resources.

12. Conclusion 
The virtual network was successfully built upon from coursework 1, it was configured and managed for both Swansea and London networks. A range of services were employed mainly on the Swansea server machine. This includes RRAS, ADDS, DNS, IIS, DHCP file sharing, and remote desktop services. The combination of these services creates communication and resource sharing. Testing and troubleshooting followed the implementation to verify that each service was functional. Several technical issues were identified regarding connectivity and DHCP functionality but were resolved soon after. This helped to increase my understanding of configuration and troubleshooting skills.
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