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[image: image8.jpg]cisco@ubuntu:~$ sudo su
[sudo] password for cisco:
root@ubuntu: /home/cisco#




Objectives

Start working with your host machine. Create user credentials, authority and access rights as required.

[image: image9.jpg]root@ubuntu: /home/cisco# groupadd HR
root@ubuntu: /home/cisco#




Tasks

1. Configure User Management

a.  Create, verify and set Groups, Users and Permissions

[image: image10.jpg]root@ubuntu: /home/cisco# cat /etc/group




Required Resources

o PC with Ubuntu 16.0.4 LTS installed in a VirtualBox or VMware virtual machine.
Alternatively,

o Any Linux Platform
[image: image11.jpg]



Task

· Login as User Cisco.
· Go to Terminal
[image: image12.jpg]root@ubuntu: /home/cisco# adduser jenny
Adding user ‘jenny' ...
Adding new group ‘jenny' (1066) ...
Adding new user “jenny' (1605) with group ‘jenny' ...
Creating home directory ‘/home/jenny’ ...
Copying files from */etc/skel' ...
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for jenny
Enter the new value, or press ENTER for the default
Full Name []: Jenny
Room Number []:
work Phone []:
Home Phone []:
other []:
Is the information correct? [Y/n] Y



[image: image13.jpg]root@ubuntu: /home/cisco# usermod -G HR jenny
root@ubuntu: /home/cisco#t
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[image: image14.png]root@ubuntu: /home/cisco# cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
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[image: image15.png]Ubuntu 16.04 LTS ubuntu

ubuntu login:




[image: image16.png]:~$ su -1 jenny

Password:
i~S





Create Groups

Escalate privileges to the root level by entering the sudo su command. Enter the password password when prompted.

cisco@ubuntu:~$ sudo su

[image: image17.png]



Add a new group named HR[image: image1.png]


 root@ubuntu:/home/cisco# groupadd HR

[image: image18.jpg]Jenny@ubuntu:"$ pud
/home/ jenny



[image: image19.jpg]Jenny@ubuntu:"% cd ..
jenny@ubuntu: shomes




[image: image20.jpg]Jenny@uountu:/homes 1s -1
total 12

druxr-xr-x 17 cisco cisco 4096 Jun 28 18:04 cisco
druxr-xr-x 3 jenny jenny 4036 Jun 28 23:28 jerny
druxr-xr-x 2 joe  joe 4096 Jun 28 13:18 joe
jenny@ubuntu: shomes





Verify the created Groups

root@ubuntu:/home/cisco# cat /etc/group

[image: image21.jpg]druxp-x-x 31 student student 4096 Apr 20 14:28

] t_m - 10th fields (other)
Sth - 7th fields (group)

2nd - 4th fields (user)

1st field



[image: image22.jpg]jenny@ubuntu: /homes cd joe
jenny@ubuntu: shome/ joes




The new group HR will be added to the bottom of the /etc/group file with a group ID of 1005.

Add the following groups and record your output

MGT

EMPGA

EMPGB

EMPGC

[image: image23.jpg]Jenny@ubuntu: /home/ joe$ cd ..

jenny@ubunt




1. Record the command you used to create and verify Groups with the group ID.

[image: image24.jpg]Ubuntu 16.04 LTS ubuntu

ubuntu login: _



[image: image25.jpg]Ubuntu 16.04 LTS ubuntu tty2

ubuntu login: root

Passuord:

Helcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-24-generic x86_64)
* Documentation:  https://help.ubuntu.cons

15 packages can be updated.
0 updates are security updates.




Command to create a Group – I used groupadd HR to make a new group for HR
[image: image26.jpg]cisco@ubuntu:~$ sudo -i
[sudo] password for cisco:
root@ubuntu:~#




Command to Verify the Group – “cat/etc/group” is the command to show all the groups and verify a new one is added
[image: image27.jpg]rootéubuntu:™# cd home
rooteubuntu: shomed





Group ID for MGTgro: 1006
[image: image28.jpg]root@ubuntu:/home# chmod o-x joe
root@ubuntu: shomed




Group ID for EMPGA: 1007
[image: image29.png]root@ubuntu:/home® 1s

4096 Jun 19:18 joe

DO LCURUTI L s 7 T





Group ID for EMPGB: 1008
[image: image30.jpg]Jenny@ubuntu: /home$ cd joe
-bash: cd: joe: Permission denied
jenny@ubuntu: shomes





Group ID for EMPGC: 1009add
[image: image31.png]


[image: image32.jpg]Ubuntu 16.04 LTS ubuntu

ubuntu login: joe
Password:
Helcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/
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[image: image33.jpg]joe@ubuntu: shome$ chmod 705 joe
joe@ubuntu: shomes
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[image: image34.jpg]joe@ubuntu:/homes 1s -1
total 12
dr'ujxr xr-x 17 ClSEO CISCU 4096 Jun 28 18:04 C].SCD




[image: image35.jpg]Joe@ubuntu:/home$ cd joe
joe@ubuntu





Create Users

Escalate privileges to the root level by entering the sudo su command. Enter the password password when prompted.

cisco@ubuntu:~$ sudo su

[image: image36.jpg]joe@ubuntu:™$ touch test.txt
joe@ubuntu:~%




Create new user and password

	Username
	Password
	Group
	Name
	Room
	Phone
	Phone
	Others

	jenny
	lasocial
	HR
	Jenny
	101
	2354
	76698
	

	joe
	tooth
	HR
	Joe
	101
	2354
	76699
	

	roy
	roy1
	MGT
	Roy
	100
	2355
	76610
	

	jack
	jac1
	EMPGA
	Jack
	1011
	2356
	76601
	

	ethan
	eth1
	EMPGB
	Ethan
	103
	2357
	76602
	

	mac
	mac1
	EMPGC
	Mac
	
	
	76603
	

	david
	dav1
	EMPGC
	David
	
	
	76604
	


root@ubuntu:/home/cisco# adduser jenny

When prompted for a new password, type lasocial. Press Enter.

When prompted again, type lasocial. Press Enter.

When prompted for a full name, type Jenny. Press Enter.

When prompted for other details, refer to the above table and enter the details.

If you don’t have the details, press Enter without adding the details.

Type Y for yes and press Enter.

[image: image37.jpg]Ubuntu 16.04 LTS ubuntu

ubuntu login: jenny
Password:




Repeat the same for all the other users listed in the table.

[image: image38.jpg]jenny@ubuntu:™$ cd shome
jenny@ubuntu: /homes



[image: image39.jpg]jenny@ubuntu: /home$ 1s -1
total 12

druxr-xr-x 17 cisco cisco 4096 Jun 28 18:04 cisco
druxr-xr-x 3 jenny jenny 4036 Jun 28 23:52 jerny
drux---r-x 3 joe  joe 4096 Jun 23 00:32 joe
jenny@ubuntu: shomes
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[image: image40.jpg]Jenny@ubuntu: /home$ cd joe

jennyeubuntu: /home/ joes 1s -1

total 12

-ru-r--r-- 1 joe joe 8380 Jun 28 19:18 examples.desktop
-ru-ru-r-- 1 joe joe 0 Jun 29 00:22 test.txt
jenny@ubuntu: /home/ joes
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[image: image41.jpg]Jenny@ubuntu: /home/ joe$ touch jenny.txt
touch: cannot touch 'jenny.txt': Permission denied
jenny@ubuntu: /home/ joes




Place users to their respective groups

Place the user jenny in the HR group.

root@ubuntu:/home/cisco# usermod –G HR jenny


Verify users


Verify the newly created users in the passwd file.

root@ubuntu:/home/cisco# cat /etc/passwd


View the created users in the shadow file.

root@ubuntu:/home/cisco# cat /etc/shadow


2. Record the list of users. in passwd file


in shadow file
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Using Symbolic Permissions

Note: While on the Ubuntu system, press and hold the keys CTRL+ALT+F1 the screen changes to the tty1 Terminal. If you are unable to use tty1 terminal, return to graphical user interface (GUI) of the host by using CTRL+ALT+F7 (If CTRL+ALT+F7 did not work, try CTRL+ALT+F8) and open a terminal window in the GUI Ubuntu OS. At the prompt, enter su –l jenny at the prompt and enter the password lasocial. Proceed further.


cisco@ubuntu:~$ su –l jenny


Once on the Terminal login screen, type jenny and press Enter.When prompted for the password, type lasocial and press Enter. After a successful login, you will see the jenny@ubuntu:~$ prompt.


Since we are not logged in as the root (superuser), we are presented with the dollar sign instead of the # if we were to be logged in as the user root.
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View your present directory.

jenny@ubuntu:~$ pwd


Go back one directory level to the /home directory.

jenny@ubuntu:~$ cd ..


List all directories and their permissions.

jenny@ubuntu:/home$ ls -l


The Linux operating system has a total of 10 letters or dashes in the permissions fields:


Enter Joe’s folder as Jenny by typing the command cd joe.

jenny@ubuntu:/home$ cd joe


Notice that we are able to go into Joe’s home folder.

jenny@ubuntu:/home/joe$ cd ..
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Press and hold CTRL+ALT+F2 to switch to another Terminal session (tty2).


Login as the user root with the password secretpassword.


Note: If you are unable to use tty2 terminal, return to graphical user interface (GUI) of the host by using CTRL+ALT+F7 and open a terminal window in the GUI Ubuntu OS. At the prompt, enter sudo -i at the prompt and enter the password password.


Change to the /home directory.

root@ubuntu:~# cd /home


Change the “other” permission on joe’s folder by making it non-executable. root@ubuntu:/home# chmod o-x joe


List the directories once more with their respective permissions.

root@ubuntu:/home# ls -l
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Notice now that there are two dashes in the “others” field for joe’s folder.

Press and hold CTRL+ALT+F1 to switch back to the other Terminal session (tty1).

Make sure you are viewing the following command prompt:

jenny@ubuntu:/home$.

Attempt to go into Joe’s folder once more.

jenny@ubuntu:/home$ cd joe


Notice that we do not have the permissions to do so.

The chart below shows examples of other ways the chmod command can be used:


	
	chmod command
	
	
	Results
	

	
	
	
	
	
	

	chmod u+rwx
	
	Adds read, write, and execute permissions for the user

	
	
	

	chmod u+rw
	
	Adds read and write permission for the user

	
	
	

	chmod o+r
	
	Adds read permission for others

	
	
	

	chmod g-rwx
	
	Removes read, write, and execute permissions for the group

	
	
	
	
	
	


Type exit followed by pressing Enter to logout of the Terminal session.
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Absolute Permissions

Login as the user joe with the password tooth while on tty1.


Print your current working directory.


3.
joe@ubuntu:~$ /home/joe
Go back one directory level to the /home directory.


4.
joe@ubuntu:~$ cd /home
List all directories and their permissions in the current working directory.


5.
joe@ubuntu:/home~$ ls -1
Notice that Joe’s folder is set so that “others” are not able to access the folder.

The other way of assigning permissions besides using symbolic permissions is the use of absolute permissions. Absolute permissions use a three digit octal number to represent the permissions for owner, group and other.

The table below outlines each absolute value and its corresponding permissions:

	
	Number
	
	
	Permissions
	

	
	
	
	
	
	

	7
	
	
	Read, Write, and Execute

	6
	
	
	Read and Write

	5
	
	
	Read and Execute

	4
	
	
	Read

	3
	
	
	Write and Execute

	2
	
	
	Write

	1
	
	
	Execute

	0
	
	
	None
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By typing the command chmod 764 examplefile, the examplefile will be assigned the follow permissions:

The user will get read, write and execute permissions

The group will get read and write permissions

Others will get read access

Breakdown of how 764 represents these permissions:


	
	
	Binary
	
	
	

	
	Digit
	Equivalent
	
	
	Permission

	7
	(user)
	111
	
	
	1-Read 1-Write

	
	
	
	
	
	1-Execute

	
	
	
	
	
	

	
	
	
	
	
	

	6
	(group)
	110
	
	
	1-Read 1-Write

	
	
	
	
	
	0-No Execute

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	1-Read

	4
	(others)
	100
	
	
	0-No Write

	
	
	
	
	
	0-No Execute

	
	
	
	
	
	



Modify the “others” field for Joe’s folder so that others will be able read and execute but not write while still maintaining the “user” field to read, write, and execute.

joe@ubuntu:/home$ chmod 705 joe


List the file permissions of the current directory to see that the absolute changes were made.

joe@ubuntu:/home$ ls -l


Change to the /home/joe directory.

joe@ubuntu:/home$ cd joe
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Create a simple text file named test.txt using touch.

joe@ubuntu:~$ touch test.txt


Type exit followed by pressing Enter to log out of Joe’s session.

While on the tty1 Terminal, log back in as jenny and enter the password lasocial.

Press Enter.


Change to the /home directory.

jenny@ubuntu:~$ cd /home


List all directories with their respective permissions.

jenny@ubuntu:/home$ ls -l


Change to the /home/joe directory and list the content of the directory.

jenny@ubuntu:/home$ cd joe

jenny@ubuntu:/home/joe$ ls -l


Notice that we are able to enter Joe’s folder and read the files within the directory. We are able to see the test.txt file.
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Attempt to create a file.

jenny@ubuntu:/home/joe$ touch jenny.txt


Notice we do not have permission to create the file.

Complete the following and submit the lab document with all the directory details as required.

6. Make sure that, all the users listed below are created and assigned to various groups.

	Username
	Group
	Filenames
	File Contents

	jenny
	HR
	file_jenny_c
	This is Confidential HR

	
	
	
	Document

	
	
	
	

	joe
	HR
	file_joe_g
	This is a group Document

	
	
	
	

	roy
	MGT
	file_roy
	This is general Document

	
	
	
	

	jack
	EMPGA
	file_jack
	This is general Document

	
	
	
	

	ethan
	EMPGA
	file_ethan_c
	This is Confidential Employee

	
	
	
	Document

	
	
	
	

	mac
	EMPGA
	file_mac_g
	This is group Employee

	
	
	
	Document

	
	
	
	

	david
	EMPGA
	file_dav_c
	This is Confidential Employee

	
	
	
	Document

	
	
	
	


7. Create all the files as per the names from the stated users and input the contents in the file. Make sure that all the filenames ending with
a. _c are confidential that only the owners of the file could access and other users could not access. (Record the evidence)  Only jenny can open file jenny c. Ethan is the only one with access to the file ethan c file. David also has a confidential file.
b. _g are group files that only the owners and the group they belong to could access and other users could not access. (Record the evidence) jenny can access joe file g as it is a group document and they are both in HR. Mac also has a group folder which only the EMPGA group can access
c. File names without the above 2 notations are general files and could be accessed by all. (Record the evidence) Roy and Jack are both have general files which can be accessed by all other accounts.
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Learnings from tutorials so far:

Part 1 (Packet Tracer, Host Machines)

· Build a home Network
· Understand and configure IP Address
· Use Ping/ Trace route Utility to check the connection status
· Use ipconfig /all command to determine the MAC address of a Windows computer on an Ethernet network.
· Analyze a MAC address to determine the manufacturer.
· Analyze the Wired and Wireless Network connection.
· Analyze Address Resolution Protocol (ARP).
· Connect to a Wireless Router and configure the basic settings in a wireless router and add security features.
· Use nslookup command to understand the url to ip conversion.
· Configure basic connectivity settings in Intermediate devices (Switch/ Router).
· Work with SBA Packet Tracer Files/ environment
· Configure ftp, web, email, dns, ntp and aaa Servers
Part 2

· Set up a virtual lab environment
· Troubleshooting the virtual lab environment
· Working with virtual machines
· Authentication, Authorization and Accounting
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jenny:x:1005:1010:Jenny,101,76698,2354,HR:/home/jenny:/bin/bash


joe:x:1006:1011:Joe,101,2345,76698,HR:/home/joe:/bin/bash


roy:x:1007:1012:roy,101,2355,76610,MGTgro:/home/roy:/bin/bash


jack:x:1008:1013:Jack,1011,2356,76601,EMPGA:/home/jack:/bin/bash


ethan:x:1009:1014:Ethan,103,23457,76602,EMPGB:/home/ethan:/bin/bash


mac:x:1010:1015:mac,,,76603,EMPGC:/home/mac/bin/bash


david:x:1011:1016:David,,,76604,EMPGC:/home/david:/bin/bash





jenny:$6$NLDdgyrz$/jHkKgCWBS.BsmbeNwk95fvd6hPpvjHkI7vMYVaC/vE4tr3HQKcXq/RJOhoLIGnTR2DstvaIdPA810bDUp5tk.:18645:0:99999:7:::


joe:$6$Qsr1OHXw$A8szg.V5BwGQrvXB5oxxRInnyWyjV4kMqmK/WUScfhkrWytZHx.vEcrcJyUz39Yjn67FJtLKQxj4OvBQcNlRT0:18645:0:99999:7:::


roy:$6$Kkll5Bu5$9IlSM.VrGz2f0A0MnLXhHKGlHAMSCnSewaZwjCkup4waD6vZQqeYio3VejUVcofl/XwBn63mGNtg23gAoZU301:18645:0:99999:7:::


jack:$6$g7Iuz/y9$cYQBLR3aa1q1NI2eiO1XRk/.5XzXPzn4DLhiiI6XYaijZe3USMHMelZgnax/el3GHTRmmsw9NtH7D6AX5Bu51/:18645:0:99999:7:::


ethan:$6$T5hpQvUk$N5IyC8MBWdvbHN04FxR.qsw68BBSc1BW8wuI1A7Hu.m5.r1Vr1OcSrtCwn8ZTvcZ1WSZNLXiMzCQX4DiLxbqy0:18645:0:99999:7:::


mac:$6$rWMA/q0J$18vbv.nY9P973PoI03JG5uz.KUUYfrxTfrpGL.fkDZFS1eePQ5EsRGdL9EezZcq0FjLPeo4EcBPWHnlCfKHds1:18645:0:99999:7:::


david:$6$fNqkmKi4$ThuNeA.X3tppKTTA4hTzTYYpTmBsdl2SIyUoMQNy/7pw4XvwyseMDE7.QYeRPgxoeMu7xRKik/xCzVA7M8Heb/:18645:0:99999:7::








