                  Task 1: McCumber Cube

Confidentiality failed: - we have seen that patient health records was stolen by the attackers in this scenario it means our confidential information was accessed without permission.
Integrity – Potentially was done because we are not sure in this scenario.
Availability: - Availability was failed in this scenario because staff could not access of encrypted data.
         
Information States
     Storage: storage was compromised because database was encrypted. 
Processing: we don’t have clear evidence of compromise.  
Transmission: Transmission was compromised in the scenario because data was sending through unencrypted channel.

Security Countermeasures
· Policy: Policy was Failed no formal security policy.
· Education: Education was Failed no staff security training.
· Technology: Technology was Failed outdated server and unencrypted communication.


            




     Task 2: Governance & Management
Governance: - Governance mainly rests with the board and senior management. They make key decisions, set the organization's overall direction, and ensure major risks, including security risks, are taken seriously. Unfortunately, in this case, security issues didn't receive enough attention at the senior level.
Management:- Management handles the organization's day-to-day operations. They implement the decisions and policies set by senior management. Here, security problems weren't managed effectively, creating a gap between top-level decisions and what was happening within the organization.
Three Communities
· InfoSec: The InfoSec team is responsible for safeguarding the organization’s information and systems. They focus on identifying security risks, preventing incidents, and ensuring compliance with security policies. However, their concerns often don't receive sufficient attention from other teams.
· IT: The IT team manages the organization’s computers, systems, and networks. They resolve technical issues and ensure systems function smoothly, supporting the organization's daily activities.
· Non-Technical Management: Non-technical managers primarily focus on business, finances, staff, and daily operations. They might not fully understand all the technical security issues, which can lead to underestimating some risks.
Main problem: The core issue was that these three groups had differing priorities and failed to communicate effectively with one another, leading to overlooked security issues.










    Task 3: Strategic Remediation via the “6 Ps
The organisation can enhance its information security by embracing the Six Ps of Information Security Management: Planning, Policy, Programs, Protection, People, and Project Management. These focus areas can bolster security and reduce the likelihood of recurring issues.
1. Planning :
The organisation should start by identifying its main security risks and determining what needs improvement. A clear security plan with specific goals and priorities should be developed.
2. Policy:
Security policies need to be reviewed and updated. They should clearly outline the responsibilities of employees, management, IT, and the InfoSec team. It's important that these policies are communicated throughout the organisation
3. Programs: 
Security programs like regular risk assessments, security awareness training, incident response, and regular security reviews should be introduced. These programs need regular checks to ensure they're effective.
4. Protection : 
Appropriate technical controls should be implemented to safeguard systems and information. This might include access controls, strong passwords, multi-factor authentication, regular software updates, backups, and monitoring for suspicious activity.
5. People :
 Employees should understand their role in maintaining the organization's security. Regular security awareness training should be provided so staff can recognize threats like phishing and report security issues quickly.
6. Project Management:
 Security should be integrated into all major IT and business projects from the start. Clear responsibilities, deadlines, and security requirements should be established. Progress should be monitored to ensure security improvements are completed properly.


