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	Mark %

	First Marker’s General Comments and Original Mark
This project successfully delivers a working network traffic scanner capable of detecting several common forms of malicious network activity through packet analysis and behavioural monitoring. The practical implementation is fit for purpose and demonstrates a solid understanding of networking concepts, Python development and cybersecurity testing methodologies. The limitation is the presentation of the research and critical evaluation of quantitative analytics. 

	65%

	Second Marker’s General Comments and Original Mark

This is an excellent piece of work that clearly demonstrates a significant amount of effort and commitment throughout the project. The depth of research, development, and analysis is evident. However, there is still some scope to improve the overall quality and presentation of the report to better reflect the high standard of the work undertaken.



	72%

	Comment After Consultation With Other Marker & Final Agreed Mark

Following consultation and consideration of the depth of research and practical evidence presented, a mark of 70% has been agreed. The student's work demonstrates a strong level of achievement that justifies this grade.
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	/5
	3/5

	Literature Review
	/20
	/35
	/20
	9/15

	Comments:

The project identifies a relevant cybersecurity problem and clearly establishes an aim to develop a network traffic scanner capable of detecting malicious activity on small networks. The discussion of denial-of-service attacks, phishing attacks and intrusion detection methods demonstrates a reasonable understanding of the domain. Contemporary examples such as the Marks & Spencer and Jaguar Land Rover incidents are used effectively to justify the need for improved monitoring solutions. However, sources are frequently presented without critical comparison or evaluation of competing approaches.


	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	/5
	2/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	3/5

	Comments:

The selection of waterfall methodology, positivist philosophy and deductive research approach is clearly explained and linked to the project objectives. The experimental setup involving virtual machines, Kali Linux, Windows systems and ethical hacking tools is described sufficiently for replication. Consideration is given to validity and reliability, particularly through verification of attacks using supporting tools such as Wireshark. The methodology would benefit from a visual representation and justification of each stage of the waterfall. 




	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	/25
	15/25

	Conclusions and Recommendations 
	/10
	/10
	/10
	7/10

	Comments:

The project demonstrates successful detection of denial-of-service attacks, abnormal ARP activity, packet loss and suspicious login behaviour through practical testing. Multiple attack scenarios were implemented using ethical hacking tools and results generally align with expectations. The discussion appropriately identifies software limitations, including performance degradation during flood attacks and weaknesses in FTP monitoring implementation. While findings are interpreted sensibly, quantitative performance metrics such as detection accuracy, detection latency or comparative benchmarking against existing tools are absent.


	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	13/15

	Experimental Design
	 -
	 -
	/15
	 -

	Comments:

The practical implementation represents one of the strongest aspects of the project. The student successfully developed a Python-based network traffic scanner using Scapy and integrated multiple detection indicators including traffic spikes, packet duplication and packet loss. The iterative development process demonstrates problem-solving ability, particularly in resolving data collection and packet analysis issues. However, the implementation remains less relative when compared to contemporary intrusion detection systems discussed in the literature review.












	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	/10
	7/10

	Quality of Report
	/10
	/10
	/10
	5/10

	Comments:

The report demonstrates independent learning, practical experimentation and technical troubleshooting throughout development. The student reflects on implementation challenges and identifies areas for future improvement including performance optimisation, baseline calculation techniques and deployment on larger networks. Report presentation is the weakest area of the submission. There are frequent grammatical issues and inconsistent terminology throughout the document. Figures are included throughout but are not always integrated effectively into the discussion or given a title or description.







