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[bookmark: _Toc191387630]Hypervisors: 
The functionality of a hypervisor can be summarised as virtualisation of machines that will allow multiple virtual machines to be created through the utilisation of resources such as memory, CPU and I/O from a host machine [1] [2].  There are two architectural types of hypervisors classified as type 1 and type 2. A type 1 hypervisor will assume control of the physical computing resources which is sometimes referred to as a bare-metal hypervisor. As this is installed directly on to the hardware, all physical computing resources are available to the OS which means that that performance can be better on a type 1 than a type 2, even if the physical computing resources are identical [3] [4] [5]. These classifications are helpful, however they may not be sufficient as it is possible to install a type 1 hypervisor OS within a virtual environment which is something not considered by these source. Further research indicates that the performance gained from a type 1 is offset by the prohibitive costs both for the hardware and also the associate technical support costs as specialists may be required. Type 1 hypervisors are therefore more often deployed where intensive workloads are anticipated. Common examples of Type 1 hypervisors include Xen and Hyper-V
[image: A diagram of a type of machine] [6]
Type 2 hypervisors run within an operating system and access to the physical computing resources are managed through software. Research shows that the primary advantage of this type of hypervisor is that it can run on a large range of different hardware, and it is also more easily administered which means the technical cost of implementing the technology can be less. However, performance is sacrificed as previously mentioned. Security is also not as good with type 2 as it is with a type 1 hypervisor because attackers have more potential avenues of exploitation which includes the operating system [7] [8] [9]. Common examples of a type 2 hypervisor would include virtual box and VMware. These are more likely to be installed in smaller organisations with less network traffic, however larger organisations are unlikely to implement this solution due to the security implications and performance loss. The nature of a business is not considered in this research, but could also be a contributing factor to the choice of hypervisor required.  
The features of a hypervisors can include allowing multiple OS’s to be installed on the same server, desktop virtualisation, security, network management and hardware optimisation/resource management [10] [11].  


[bookmark: _Toc191387631]IP Addressing
During a group discussion it was generally agreed that data is transferred from one machine to another using TCP/IP protocols where packets of data are transmitted across networks to allow devices to communicate with each other. Most network devices use IPv4 which has been around for a significant period of time and will ultimately be replaced with IPv6. However, this transition is taking more time than initially considered due to a reluctance to move from existing network infrastructures and also the development of technologies used by ISP’s such as NAT and PAT that increases the efficiencies of their IP address allocations which is limiting the expense of previously having to manually assign IP addresses to individual properties or accounts, and also a general limitation of how many IP addresses that can be allocated mathematically across the globe. The ISO defined the OSI model which is used to enable commonality between manufacturers and developers which is key in allowing disparate devices of multiple natures to be able to communicate with each other [12] which I have shown in the diagram below combining multiple sources of research
	OSI Layer
	Example

	Application – Layer 7
	User interface layer
Http, FTP, IRC, SSH, DNS

	Presentation – Layer 6
	Concerned primarily with formatting
Mac addresses, PPP protocol

	Session – Layer 5
	Determines the management of data within sessions between application
RPCs, NFS

	Transport – Layer 4
	Transmission of data end to end
TCP, UDP

	Network – Layer 3
	Packets being moved between different networks though use of logical addressing
RIP, Routing, IP addresses

	Data Link – Layer 2
	Ensures reliable data transfer across a single network
MAC Addresses, Ethernet frames, switch operations

	Physical – Layer 1
	Cables (Ethernet, fibre) and transmission of data


Figure 1 - OSI Model
[13] [14]. This summary of research indicates that the success and current ubiquity of the internet is largely down to this acceptance of a common standard and without this, it would be impossible to achieve the level of communication today. Ip addressing occurs at Layer 3 of the OSI Model and was originally developed by the US military in the 1960s, scaling since this point to seamlessly support over 4.5 billion users communicate daily, [12] [15].  Ip addressing can be summarised simply as the process of giving a uniqu[image: A screenshot of a computer

AI-generated content may be incorrect.]e address to a network device. 3 classes exist as shown below here [16]. Research shows that despite its age the scalability and adaptability of IP addressing is quite staggering. 
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Routing can be summarised as the process taken to select pathways between devices and networks [17].  Routing occurs at layer 3 of the OSI model. A switch (layer 2) will only forward packets based on MAC addresses and does not perform routing. Routers as the name suggests will perform the routing functions to allow efficient and safe communication between networks. 
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Figure 2 - Basic network illustration
Their primary function can essentially be broken down into determining the most efficient path to send packets and to forward packets of information [18]. The router will achieve this using a routing table and can either use static or dynamic routing. 
Static routing is where the user will designate manually the “route” that data will be transmitted through, for example specifying within a network the default gateway router will force all traffic for those machines to be directed here. The advantages of static routing are that you will know the exact path that the data will travel through, thus enhancing security. The destination can also not be advertised over the network which will improve security. However, the disadvantages are that it can be difficult to scale and it requires a complete understanding of the network environment in order to be efficiently implemented [19].
Dynamic or adaptive routing are generally used in larger networks. As the name suggests a dynamic network will utilise different protocols to create dynamic routing tables. These protocols include distance vector protocols which include RIP or IGRP which can be summarised as routers sending out their touring tables to other routers or link state protocols such as OSPF or IS-IS which exchange a link state packet with another router which contains information such as data transfer speeds that is used to construct routing tables from analysis of this information [20] [21]. 
The advantages of dynamic routing are that they more robust to network failures and can dynamically route around issues if possible. They are also far easier to administer and can be more efficient. The disadvantages are that due to their more complex nature the physical resources required such as CPU, RAM etc are more demanding that the static alternative, and they are also less secure. [22]
Research has suggested [21] that dynamic routing could also be evolved in the future moving towards more intelligent network management standards allowing learning driven network management through utilisation of the ever evolving AI tools available on the market which sounds interesting, though standardisation may be difficult to achieve if all networks, learn and develop independently. 

[bookmark: _Toc191387633]Network Services
 
Network services can be summarised as tools that run on networks to provide specific functionality. One example of a network service would be a VPN (Virtual Private Network) [23]. A VPN allows connections to a secure network, from an insecure location. An example of this is home working, which will often allow users to connect to the private work networks of their organisations from their home internet, which would not be considered a secure or trusted network from the viewpoint of the organisations network. This functionality has been increasingly important since COVID and the expectation of employees to be allowed to work remotely, which has also in turn led to an increase in cyberattacks [24].
Another network service is DHCP (Dynamic Host Configuration Protocol). This used to automatically assign IP addresses to devices within a network, most machines will not have a static IP address within the home and work environment and the DHCP server will allocate from its pool of available IP addresses when a device joins the network. This allows more efficient network configuration and flexibility. [25]

Figure 3 - Summary of DHCP process
Active directory is an example of a commonly used Microsoft network service. Its functionality can be summarised as a storage utility for user and device information. It controls these on the network and can be used to establish domain trusts and access to resources that are stored on the domain, it acts as a domain controller providing authentication services for all mentioned above [26]. The advantage of this is that it provides a GUI that is easy to interact with an allows very simple administration when compared to its CLI counterparts. 
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[bookmark: _Toc191387635]2.1: Choosing a Hypervisor:

Based on the research performed the hypervisor that will be used is type 2. Whilst the advantages of a type 1 hypervisor in performance would be of benefit, the cost implications of having a type 1 hypervisor prohibit its use within this assignment. As well as cost there is the impact of accessibility that also must be considered and although a VPN could be utilised to get around this hurdle through use of Microsoft Azure, this would require sufficient internet speeds within the home network that would allow it to be used efficiently. The type 2 hypervisor can be installed on a laptop which is sufficiently powerful with an i9 processor, 32GB or Ram and 2 TB of HDD space and is readily available. The benefit of this particular device is also that it can run on university, organisation and home networks allowing accessibility regardless of physical location.
[image: A screenshot of a computer
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Figure 4 - Laptop hardware specifications for Type 2 Hypervisor
Now that the type of hypervisor has been chosen, the actual software needs to be considered. As the operating system is windows the software must be compatible with that operating system. Examples of choices would include VMWare, Hyper-V, Citrix HyperVisor and VM server. All of these would be perfectly acceptable examples, and most of them are free which means that cost does not need to be factored in. For ease of use, Oracle VirtualBox was chosen as the hypervisor. The primary reason for this is that it has been utilised in the past, and therefore no further learning would be needed on how to use the hypervisor allowing for full concentration on the task of setting up virtual machines, which will make the assignment significantly simpler as there are simply less things to have to learn to achieve the overall objectives. 

[bookmark: _Toc191387636]2.2: Download and Setup:

Oracle VirtualBox can be downloaded from https://www.virtualbox.org/wiki/Downloads choosing the Windows Hosts options from the menu to ensure that the download is compatible with the operating system on the laptop
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Once the .exe file has downloaded choosing the next option allows for the download to proceed. From the options screen, it was decided that all features would be installed to the local machine. This was primarily because that would ensure that all features would be available should they be needed, as a further assignment with unknown tasks meant that this would be the safer option. With the installation of Virtual box completed. The ISO files were then needed for Windows Server 2022, and Windows 10 as shown below. 
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. 
With the ISO images download, the server was installed first as shown in the screenshots below
[bookmark: _Toc191387637]Windows Server 2022 Installation
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I have chosen to give a high proportion of RAM and Processors as the windows server is the one that will utilised the most through out the assignment. 100GB of HDD space was also allocated to allow for partitions to be created as well as sufficient room for the OS and any potential files that would be needed later on. 
[image: A screenshot of a computer
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The language settings were changes to uK to ensure that the keyboard would work as required
[image: A screenshot of a computer
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The Desktop Experience was chosen to ensure a GUI instead of CLI interface (this was initially an error and I uninstalled and re-installed the Datacentre Desktop Edition as requested which is why the timestamp here is different to the others).
[image: A computer screen shot of a computer screen
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Below shows the partition created as instructed
[image: A screenshot of a computer
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The installation then proceeded 
[image: A screenshot of a computer
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I then configured the administrator account when prompted with a password
[image: A screenshot of a computer
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This completed the initial setup 
[image: A screenshot of a computer
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[bookmark: _Toc191387638]Windows 10 Client Installation
[image: A screenshot of a computer
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The amount of memory and processing power was reduced for the client machine as it would not be utilised as much and didn’t require the same amount of resource allocation
[image: A screenshot of a computer
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80GB of HDD disk space was allocated to allow sufficient space for the OS and a partition to be created as well
[image: A screenshot of a computer
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UK settings were chosen to ensure compatibility with keyboard being used throughout the activity [image: A screenshot of a computer
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Windows 10 Pro edition was selected from the menu
[image: A screenshot of a computer
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The installation then run
[image: A computer screen shot of a computer
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[image: A computer screen with a blue and white text
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I then made a local account for a user 
[image: A screenshot of a computer
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I then turned off location and other services as I was prompted to ensure that the installation used as little resources as possible. This completed the installation of the windows client machine. 
[bookmark: _Toc191387639]2.3: Configure IP Addressing & 2:4 Testing and Troubleshooting :

[bookmark: _Toc191387640]Configuring Windows Server 2022
I am now going to configure Windows Server. The first thing I checked was the network settings being used, using ipconfig in the command prompt this showed me that only one network adapter was set up
[image: A computer screen shot of a black screen
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And so the first thing I did was to install the second network adapter. To do this I have to shut the server down, which I do selecting a hardware installation as the reason. I then open Virtual box and enable adapter 2 using the settings below
[image: A screenshot of a computer
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I then power on the server and check the network adapter settings which shows that this has been installed as required.  When they load I rename them to Internal and External. 
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I then configure the internal network adapter assigning the server IP address as directed
[image: A screenshot of a computer
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I then change the server name to S-DC and also turn off the firewalls in Windows defender for the Domain profile, Private Profile and also the public profile
[image: A computer screen shot of a computer
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I then restart so that it the change of name will apply. I can see from the Server manager that all of the changes so far have been successful. 
[image: A screenshot of a computer
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The next action is to enable DHCP on the server so that IP addresses are automatically assigned. From the server manager I choose to install features, I then choose Role-based or feature based installation and I choose my server from the server pool
[image: A screenshot of a computer
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From the next screen I choose to install DHCP server and include management tools 
[image: A screenshot of a computer
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Once DHCP has been installed on the server I choose to go into the post-install configuration wizard
[image: A screenshot of a computer
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The new security groups are created and the server is restarted to allow the changes to take effect
[image: ]
Once the restart is completed, I can see the DHCP feature from the server manager dashboard which confirms that the feature is installed
[image: A screenshot of a computer
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I open up the DHCP app, and create a new scope, I choose to allow 8 ip’s as I only currently have 1 client so the range shouldn’t need to be any larger at this point
[image: A screenshot of a computer
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I do not put in any exclusions and set the lease duration to 1 day
[image: A screenshot of a computer
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With this I saved and set up I moved on to the client machine. 
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The first thing that I do on the windows client is to disable the firewall so that I can pint between the machines. 
[image: A computer screen with a computer screen
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I check the network adapter settings and ensure DHCP is enabled, and then run ipconfig to see what Ip has been assigned
[image: A screenshot of a computer
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[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.]
This clearly shows that the client is successfully using DHCP but not from the server that I have configured. I believe that this is because the adapter is connected to an external client and I need it to point to the virtual internal network. I change this in virtual box and the reboot the client machine
[image: A screenshot of a computer
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With this done I then rebooted the client machine, and ipconfig/ release and ipconfig /renew just to ensure that the IP address would be reset. With this done I then did ipconfig and I could see that the IP address assigned was within the range requested
[image: ]
I then pinged the server to ensure that the network connection was working and that the firewalls were disabled and this also worked, I also did a tracert which would show me the server name. Both of which run successfully as shown
[image: ]
I then logged on to the server to see if I could ping the client machine and this worked successfully showing that the windows network was working as required.

[image: ]

[bookmark: _Toc191387642]Linus Server Installation

I downloaded the ISO for Devian server from https://www.debian.org/devel/debian-installer/ . Once the ISO was installed I browsed to its location in vritual box
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With this the installation was completed and the system operating system booted successfully. I used the terminal and then proceeded to complete the installation of the DHCP server
[image: A computer screen shot of a computer screen
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As the required software wasn’t installed I returned to the boot menu and installed all optional packages. This would ensure access to all elements for this and any future requirements of the assignment 
[image: A computer screen shot of a computer
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From this screen I decided to also set up the network settings
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With this the additional packages were installed and I started the server and opened the terminal and check my IP address has been assigned as designated 
[image: ]

I then login as root user to access administrator privileges
[image: A screenshot of a computer
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I then add the user to the sudo group
[image: ]
This required a restart before being able to use sudo with the user account, as before the restart even through the command groups user showed that sudo was in the list it wouldn’t allow progress until a restart was performed
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After this I tried to install dhcp on the server using apt-install isc-dhcp-server -y. But it couldn’t find the package, I pinged www.bbc.co.uk to see if an external ping would work and it failed. This meant that I didn’t have an internet connection as my network settings were incompatible with the router due to the IP range. To fix this I temporarily changed the IP settings to use DHCP from my router, this enabled the internet and then I was able to proceed with the steps below to install DHCP server. I then configured the DHCP server as shown below
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I then restored the network settings as required and restarted the DHCP service. I then checked it was running and it was as shown below
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Installing the Linux Client Machine:

[image: ]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: ]

With the Linux DHCP setup and working I then installed the Linux client as shown above. I then added the user to the sudo group and configured the client machine as shown below 
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I then went to the terminal on the client machine and checked that the client could ping the server which was successful 
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I did the same test from the server
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With communication established I now went to the client and forced the client machine to request an ip address from the dhcp server as shown below 
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The range shows the same as what I designated which meant this was successfully done. Just to be sure though I ran a ping from the client machine again
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I then went on to the server and checked which Ip addresses it had assigned to make sure that it has assigned the IP address and there was no coincidence
[image: A computer screen shot of a computer
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Reflection:

There were some issue with the installations, the windows client and server kept connecting to the work DHCP server and without disconnecting this network it was difficult to install. The Linux installation has issues where install and update wouldn’t work without modifying a file to remove a link to the CD ROM which was preventing these actions. The ping tests though were sufficient to test as shown in the screenshots. In the end both networks were successfully deployed and functioned as required. 
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valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:89:01:Ff brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 brd 10.1.1.255 scope global noprefixroute enp@s3
valid_1ft forever preferred_lft forever
inet6 fdeo::8ald:58da:763:df8f/64 scope global temporary dynamic
valid_1ft 85985sec preferred_lft 13985sec
inet6 fdeo::a00:27ff:fe89:1ff/64 scope global dynamic mngtmpaddr noprefixrou
te
valid_1ft 85985sec preferred_lft 13985sec
inet6 fe80::aee:27ff:fe89:1ff/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
usered-server:~$ su i
su: user i does not exist or the user entry does not contain all the required fi
elds
usered-server:~$ su -
Password
rooted-server:~# ||
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Activities £ Terminal

user@d-server: ~ al=| x

valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:89:01:Ff brd ff:ff:ff:ff:ff:ff
inet 10.1.1.1/24 brd 10.1.1.255 scope global noprefixroute enp@s3
valid_1ft forever preferred_lft forever
inets fdoo::8ald:58da:763:df8f/64 scope global temporary dynamic
valid_1ft 85985sec preferred_1ft 13985sec
inet6 fdoo::a00:27ff:fe89:1ff/64 scope global dynamic mngtmpaddr noprefixrou
te
valid_1ft 85985sec preferred_1ft 13985sec
inet6 feso::a00:27ff:fe89:1ff/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
usered-server:~$ su i
su: user i does not exist or the user entry does not contain all the required fi
elds
usered-server:~$ su -
Password
rTooted-server:~# usermod -a -G sudo User
usermod: user 'User' does not exist
rTooted-server:~# usermod -a -G sudo user
rooted-server:~# || I
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Activities £ Terminal 25 Feb 08:52

user@d-server: ~

usered-server:~$ whoami
user

user@d-server:~$ groups root

root To0t

usered-server:~$ groups user

user : user cdrom floppy sudo audio dip video plugdev users netdev bluetooth
dnin scannex

usered-server:~$ su -u

su: option requires an argument -- 'u'

Try 'su --help' for more information

usered-server:~$ sudo su
[sudo] password for user
rooted-server: /home/user# |
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Activities [ Terminal 25Feb 09:01

user@d-server: ~

source /etc/network/interfaces.d/*

auto lo
iface 1o inet loopback

allow lo

iface ens34 inet static
address 10.1.1.1
netmask 255.255.255.0

allow 1o

iface ens35 inet statis

address 10.1.1.2

netmask 255.255.255.0
modif: I

1@ 6188 @@ E R

o001

& D @ 25/02/2025

AL
a





image83.png
Activities £ Terminal 25Feb 09:23

user@d-server: ~

GNU nano 7 c/dhcp/dhcpd. co
#Defining the network

subnet 10.1.1.@ netmask 255.255.255.0 {

range 10.1.1.100:10.1.1.200; #Addressing Range

option routers 10.1.1.1; #Gateway address

option domain-name-servers 8.8.8.8; #DNS Server (Google)
option broadcast-address 10.1.1.255;

default-lease-time 600

max-lease-time 7200

i

Write Out Execute Location
Read File @ Replace Justify
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Activities [ Terminal 25Feb 11:04

user@d-server: ~

usered-server:~$ sudo systemctl restart isc-dhcp-server
[sudo] password for user
usered-server:~$ sudo systemctl status isc-dhcp-server
o isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.d/isc-dhcp-server; generated)
Active: active (running) since Tue 2025-02-25 11:03:05 UTC; 18s ago
Docs: man:systemd-sysv-generator(s)
Process: 12775 ExecStart=/etc/init.d/isc-dhcp-server start (code=exited, st
Tasks: 1
Memory: 4.2M
CPU: 116ms

CGroup: /system.slice/isc-dhcp-server.service
[

03 d-server systemd[1]: Starting isc-dhcp-server.service - LSB: DHY

03 d-server isc-dhcp-server[12775]: Launching IPv4 server only

03 d-server isc-dhcp-server[12775]: Starting ISC DHCPv4 server: dhfj

03 d-server dhcpd[12789]: Wrote © leases to leases file

03 d-server dhcpd[12789]: Server starting service

05 d-server isc-dhcp-server[12775]

05 d-server systemd[1]: Started isc-dhcp-server.service - LSB: DHCY
(END)
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8 Creste Virtual Machine - o X

Summary
The following table summarizes the configuration you have chosen for the new virtual machine. When you I
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Language:

®
Albanian
Arabic
Asturian
Basue
Belarusian
Bosnian
Bulgarian
Catalan

Croatian
Czech
Danish
Dutch

Esperanto
Estonian
Finnish
French
Galician
Georg ian
German

<Go Back>

Chinese (Simplified)
Chinese (Traditional)

[11] Select a language

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed sustem

No localization
shaip
e
Asturianu
Euskara
EBenapyckas
Bosansk i
Brarapcku
Ea;li
(@i
X(g‘%)
Hrvatski
Cestina
Dansk.
Neder lands.

Esperanto
Eesti
Suomi
Francais
Galego

ofiogmo
Deutsch

b:

[CIODAYE

B i ) @ () Right Cul
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[11] select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botsuana
Canada

Hong Kong
India
Ireland
Israel

New zealand
Nigeria
Fhilippines
Seychelles
Singapore

United States
zambia
2imbabue
ather

<Go Back>
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1 [! Configure the netuork ———————————————————
Please enter the hostname for this system.
The hostname is a single word that identifies your system to the netuork. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting
up your oun home netuork, you can make something up here.

Hostname:

<Go Back> <continue>
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[ crientC1 Running]

File

1 [!] Set up users and passwords —————————————————

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program uhich displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<Go Back> <continue>
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--prefix PREFIX_DIR

1, --Temove

-R, --Toot CHROOT_DIR
shell SHELL

uid UID

unlock

add-subuids FIRST-LAST
del-subuids FIRST-LAST
add-subgids FIRST-LAST
del-subgids FIRST-LAST
-z, --selinux-user SEUSER

root@clientCl:~# groups nick
vick : nick cdrom floppy audio
scanner

rooteclientCl:~# usermod -a -G
root@clientCl:~# groups nick

nick@clientCt: ~ Q

prefix directory where are located the /etc/* fi
remove the user from only the supplemental GROUP

mentioned by the -G option without removing
the user from other groups

directory to chroot into

new login shell for the user account

new UID for the user account

unlock the user account

add range of subordinate uids

rTemove range of subordinate uids

add range of subordinate gids

rTemove range of subordinate gids

new SELinux user mapping for the user account

dip video plugdev users netdev bluetooth lpadmin

sudo nick

vick : nick cdrom floppy sudo audio dip video plugdev users netdev bluetooth lpa

imin scanner
root@clientCl: ~#

* _

Network
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A e H®
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Activities 25Feb 14:24

Q Typetosearch

nick@clientC1: ~

valid_1ft forever preferred_1ft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:7c:9d:d7 brd ff:ff:ff:ffiff:ff
3: enpess: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:ac:56:83 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.2/24 brd 10.1.1.255 scope global noprefixroute enposs
valid_1ft forever preferred_1ft forever
inet6 fese::a00:27ff:feac:5683/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
$ ping 10.1.1.1
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data
bytes from 10. : icmp_seq=1 ttl=64 time=0.812 ms
bytes from 10. : icmp_seq=2 ttl=64 time=1.16 ms
bytes from 10. icmp_seq=3 time=2.02 ms
bytes from 10 icmp_seq time=18.4
bytes from 10 : icmp_seq=5
bytes from 10. : icmp_seq=6

- 10.1.1.1 ping statistics
6 packets transmitted, 6 received, 0% packet loss, time

rtt min/avg/max/mdev = 0.812/4.591/18 192 ms

nick@clientCl: ~

gome i &/ @ @ Right i
[ Focus
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@ debianServer2 [Running] - Oracle VirtualBox - o X
File Machine View Input Devices _Help

Activities [ Terminal 25Feb 14:25

user@d-server: ~

usered-server:~$ ping 10.1.1.2

PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data
64 bytes from 10.1.1.2: icmp_seq=1 ttl=64 tim
64 bytes from 10.1.1.2: icmp_seq=2 ttl=64 tim
64 bytes from 10.1.1.2: icmp_seq=3 ttl=64 tim

22 ms
37 ms
21 ms

64 bytes from 10.1.1.2: icmp_seq=4 ttl=64 time=1.4e ms
AC

- 10.1.1.2 ping statistics --- ¥
4 packets transmitted, 4 received, 0% packet loss, time 3019ms

rtt min/avg/max/mdev = 1.209/1.797/2.365/0.500 ms

usered-server:~$ || +

" Sharing

« Sound

Qoo WG & Right il

. Focus B -——4——+ 150%

1425
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Activities

Terminal

25Feb 14:45

nick@clientC1: ~

oup default qlen 1000
link/ether 08:00:27:7c:9d:d7 brd ff:ff:ff:ff
3: enpos8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu
oup default qlen 1000
link/ether 08:00:27:ac:56:83 brd ff:ff:ff:ff
inet 10.1.1.2/24 brd 10.1.1.255 scope global
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:feac:5683/64 scope link
valid_1ft forever preferred 1ft forever
nickeclientC1:~$ sudo dhclient -v enp@ss
Internet Systems Consortium DHCP Client 4.4.3-P1
Copyright 2004-2022 Internet Systems Consortium
A11 rights reserved

iihat
1500 qdisc fq_codel state UP gr

iihat
noprefixroute enposs

noprefixroute

For info, please visit https://waw.isc.org/software/dhcp/

Listening on LPF/enp@s8/08:00:27:ac:56:83
Sending on  LPF/enp0s8/08:00:27:ac:56:83
Sending on  Socket/fallback

DHCPDISCOVER on enp@s8 to 255.255.255.255 port 67 interval 5

DHCPOFFER of 10.1.1.100 from 10.1.1.1

DHCPREQUEST for 10.1.1.100 on enpds8 to 255.255.255.255 port 67

[DHCPACK of 10.1.1.100 from 10.1.1.1
bound to 10.1.1.10@ -- renewal in 277 seconds
nickeclientci:~s ||

&

]
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Activities Terminal

nick@clientC1: ~

nickeclientC1:~$ sudo dhclient -v enp@ss

Internet Systems Consortium DHCP Client 4.4.3-P1
Copyright 2004-2022 Internet Systems Consortium

A11 rights reserved

For info, please visit https://waw.isc.org/software/dhcp/

Listening on LPF/enp@s8/08:00:27:ac:56:83
Sending on  LPF/enp0s8/08:00:27:ac:56:83

Sending on  Socket/fallback

DHCPDISCOVER on enp@s8 to 255.255.255.255 port 67 interval 5
DHCPOFFER of 10.1.1.100 from 10.1.1.1

[DHCPREQUEST for 10.1.1.100 on enp@s8 to 255.255.255.255 port 67
[DHCPACK of 10.1.1.100 from 10.1.1.1

bound to 10.1.1.10@ -- renewal in 277 seconds

nickeclientC1:~$ ping 10.1.1.1

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=.

64 bytes from 10.1.1.1: icmp_se tt1=64 tim

64 bytes from 10.1.1.1: icmp_se ttl=64 time

[AC

--- 10.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2819ms
rtt min/avg/max/mdev = 1.116/1.177/1.266/0.064 ms
nickeclientci:~s ||
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Activities £ Terminal

user@d-server: ~

server-duid "\@00\001\000\001/P\223\241\010\000' \323W;" ;

lease 10.1.1.100 {
starts 2 2025/02/25 14:44:26;
ends 2 2025/02/25 14:54:26;
cltt 2 2025/02/25 14:44:26;
binding state active;
next binding state free;
rewind binding state free;
hardware ethernet 08:00:27:ac
client-hostname "clientCl";

i

lease 10.1.1.100 {
starts 2 2025/02/25 14:49:03;
ends 2 2025/02/25 14:59:03;
cltt 2 2025/02/25 14:49:03;
binding state active;
next binding state free;
rewind binding state free;
hardware ethernet 08:00:27:ac
client-hostname "clientCl";

i

usered-server:~s |

BOnd o 1B RO i

I Focus B ————+ 1%
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System > About

DEV-5QROVV3

Precision 5570

(0]

Device specifications

Device name  DEV-5QROVV3

Processor 12th Gen Intel(R) Core(TM) i3-12900H 250 GHz
Installed RAM  32.0 GB (31.7 GB usable)

Device ID 1D6563AA-3924-4606-84EC-8BB13C199CB7
Product ID 00329-00000-00003-AA262

Systemtype  64-bit operating system, x64-based processor

Penandtouch  No pen or touch input is available for this display

Related links  Domain or workgroup ~ System protection  Advanced system settings

Related

[

a
=

Windows specifications

Edition Windows 11 Enterprise

Version 24H2

Installed on 13/10/2024

05 build 261002605

Experience Windows Feature Experience Pack 1000.26100.36.0

Microsoft Services Agreement
Microsoft Software Licence Terms

Product key and activation
Change the product key o upgrade your edition of Windows

Remote desktop
Control this device from another device:

Device Manager
Printer and other drivers, hardware properties

BitLocker
Device encryption to help protect your data

B Getheln.

Q search e adew @

Rename this PC

Copy

Copy

“
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15 VirtualBox

Home  Download  Documentation  Community (&)

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

/L L

VirtualBox Platform Packages

VirtualBox 7.1.6 platform packages
Windows hosts

macOos / Intel hosts

macOS / Apple Silicon hosts
Linux distributions

Solaris hosts

Solaris 11 IPS hosts

]
L]

Platform packages are released under the terms of the GPL version 3

A AN A AN N AN\

e ade s @

VirtualBox Extension Pack
VirtualBox 7.1.6 Extension Pack

This VirtualBox Extension Pack Personal Use and Educational License
governs your access to and use of the VirtualBox Extension Pack. It does
not apply to the VirtualBox base package and/or its source code, which are
licensed under version 3 of the GNU General Public License “GPL").

See our FAQ for answers to common questions.

VirtualBox Extension Pack Personal Use and Educational License
(PUEL) -

PUEL License PUEL License
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BE Microsoft |  Evaluation Center  Windows v Windows Sever SQLServer v System Center v Microsoft Security v Additional products + All Microsoft +

Please select your Windows Server 2022
download

English (United States)
150 downloads 'VHD download Try on Azure Create a VM in
64-bit 64-bit Learn more > Azure
edition 4 edition 4 Learn more >
Chinese (Simplified)
150 downloads.
64-bit
edition 4
French
150 downloads.
64-bit
edition 4
German
150 downloads.
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| Software Download ~ Windows «  Windows Insider Preview All Microsoft «  Search O Nick ®

Windows 10 2022 Update | Version 22H2

‘The Update Assistant can help you update to the latest version of Windows 10. To get started, click Update now.

Create Windows 10 installation media

To get started, you will first need to have a licence to install Windows 10. You can then download and run the media creation tool. For more
information on how to use the tool, see the instructions below.

Q Search e @ e ] @Bl d
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I 5 Create Virtual Machine _

O Creste a Virtual Hard Disk Now
Hard Disk File Location and Size

(CAUserGelthN\WirtuslBo VM WindowsServer2022\WindowsServe2022ci @

] 1016268

400MB 20078

Hard Disk File Type and Variant
VDI (VitualBox Disk Image) | O precsliocate ull e
Spitinto 268 Pars

© Use anExisting Vitua Hard Dik File

Empty
O Do Not Add a Virtual Hard Disk

Help Back
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i Microsoft Server Operating

Language to install [

Time and cunency formot [ERGIERURRSAIGRGAGHY =

Keyboard orinput methoc: [T

Enter your language and other preferences and click "Next” to continue.

© Microsot Corporation. A ighs reseved.
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[ Wserver2022 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

(&) i Micrsot Server Operaing System Setup

Operating system
Windows Server 2022 Standard Evaluation

Windows Server 2022 Standard Evaluation (Desktop Experien.
Windows Server 2022 Datacenter Evaluation

Windows Server 2022 Datacenter Evaluation (Desktop Experl.

Architecture
64
64
264
261

Date modified
33202
33202
3/3/2022
3/3/2022

Description:

“This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful f you want to use the Windows desktop or have an app that requires it

Collecting information Installing Microsoft Server Operating

@061 B@ WG right
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Where do you want to install the operating system?

Name Totalsize  Freespace Type

Drive 0 Partition 1: System Reserved 1000 MB 850 MB
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Input _ Devices  Help

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Reenter password
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Who's going to use this PC?
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v Server Manager * Local Server @1 P Mg Toos vew ep

ct Administrator: Command Prompt

soft Windows [Version 16.9.20348.587]
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1 [! Configure the netuork ———————————————————
The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
netuork, uou can make something up, but make sure you use the same domain name on all
your computers.
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1 [!] Set up users and passwords —————————————————
You need to set a password for 'root', the system administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root passuord that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.
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changed at regular intervals.
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1 [!] Set up users and passwords —————————————————

A user account will be created for you to use instead of the root account for
non-administrative activities.
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the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<Go Back> <continue>

@@ ®)right Ctrl-





image65.png
1 [!] Set up users and passwords —————————————————

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.
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1 [l Partition disks
The installer can guide you through partitioning a disk (using different standard
schenes) or, if you prefer, you can do it menually. With guided partitioning you will
still have & chance later io review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
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Partitioning method:

Guided - use entire disk and set up LV
Guided - use entire disk and set up encrypted LVK
Manual

<Go Back>

© @ ®)right Crl





image67.png
1 [ Partition disks
Selected for partitioning:
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——————————————————————— [!1] Partition disks ——

This is an overview of your currently configured partitions and mount points. Select a
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1 [!] Configure the package manager ——————————————————

A network mirror can be used to supplement the softuare that is included on the
installation media. This may also make newer versions of softuare available.

You are installing from a DVD image. Even though it contains a large selection of
packages, some may be missing. If you have a reasonably good Internet connection, use of
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1 [l configuring grub-pc ———————————————————

Tt seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB hoot loader to your primary drive (UEFT
partition/boot record).

Harning: If your computer has another operating system that the installer failed to
detect, this will make that operating sustem temporarily unbootable, though GRUB can be
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1 [ Configuring grub-pc
You need to make the neuly installed system bootable, by installing the GRUB boot loader
on a hootable device. The usual way to do this is to install GRUB to your primary drive
(UEFI partition/boot record). You may instead install GRUB to a different drive (or
partition), or to removable media.
Device for hoot loader installation:

Enter device m:

<Go Back>
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Activities £ Terminal 16 Feb 13:27

user@c-server: ~

userec-server:~$ su - root
Password
root@c-server:~#
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Activities

3 Terminal

16 Feb 13:29

user@c-server: ~

userec-server:~$ su - root
Password
root@c-server:~# sudo apt update & sudo apt upgrade -y
Tgn:1 cdrom://[Debian GNU/Linux 12.9.0 _Bookworm_ - Official amd64 DVD Binary-1
with firmware 20250111-10:55] bookworm InRelease
Err:2 cdrom://[Debian GNU/Linux 12.9.@ _Bookworm_ - Official amd64 DVD Binary-1
with firmware 20250111-10:55] bookworm Release

Please use apt-cdrom to make this CD-ROM recognized by APT. apt-get update can
not be used to add new CD-ROMs
Reading package lists... Done

The Tepository 'cdrom://[Debian GNU/Linux 12.9.@ _Bookworm_ - Official amd64

DVD Binary-1 with firmware 20250111-10:55] bookworm Release' does not have a Rel
ease file

Updating from such a repository can't be done securely, and is therefore disa
bled by default

See apt-secure(8) manpage for repository creation and user configuration deta
ils
rootec-server:~# ||
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softuare.

- Oracle VirtualBox

Choose softuare to install:

Help

1 [ Software selection ———————————————————

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of

<continue>
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1 [1!] configure the network ———————————
The IP address is unigue to your computer and may be:

* four numbers separated by periods (IPvd);
* blocks of hexadecimal characters separated by colons (IPve).

You can also optionally append a CIOR netmask (such as "/24").
If you don't know what to use here, consult your netuwork administrator.

IF address:

<Go Back>
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1 [1!] Configure the netuork ——————————————————
The netmask is used ta determine uhich mechines are local to your netuork. Consult your
netuork administrator if you do not know the value. The netmask should be entered as
four nunbers separated by periods.

Netmask:

<Go Back> <continue>
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1 [1!] Configure the netuork ——————————————————

The gateway is an IP address (four numbers separated by perinds) that indicates the
gateway router, also knoun as the default router. ALL traffic that goes outside your LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
ansuer to this guestion, consult your netuork administrator.

Gateway:

<Go Back> <continue>
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