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[bookmark: _Toc186903328]Abstract
Cyberattacks continue to rise emphasising the critical need for proactive Threat Detection and Response (TDR) and robust Incident Response (IR) strategies. This research critically evaluates modern TDR and IR tools, methodologies, and frameworks, focusing on their effectiveness, limitations, and integration challenges. Tools such as CrowdStrike and Darktrace have been analysed for their contributions to TDR, while the frameworks like NIST and SANS are assessed for their IR capabilities. Case studies, including CrowdStrike’s successful detection of a zero-day exploit and CommonSpirit Health’s response to a ransomware attack, provide practical real-world insights. The findings stress the importance of balancing advanced technologies with skilled human intervention to ensure resilient cybersecurity operations. 

[bookmark: _Toc186903329]1.0 Introduction
The Cybersecurity Breaches Survey 2024 [1] indicates that cyberattacks are on the rise, which emphasises the need for proactive Threat Detection and Response (TDR) and Incident Response (IR) strategies. By utilising these tactics, organisations can mitigate threats effectively, which can minimise financial and reputational damages. In this research, modern TDR and IR techniques, methodologies, and tools are evaluated critically. This research provides case studies for Blue Team operations, highlighting their effectiveness, challenges and implications, while also examining recent advancements in detection systems, response frameworks, and case studies. The goal is to provide a critical appraisal of key TDR and IR approaches, with an emphasis on current tools, such as detection platforms and behavioural analytics, along with their integration challenges. 
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Threat Detection and Response (TDR) refers to the proactive identification and mitigation of cyber threats before they escalate into large incidents. According to the Cyber Security Breaches Survey 2024, there is a 50% attack rate on businesses [1], which highlights the importance of an effective TDR system. These systems are the backbone of a modern Blue Team operation, enabling swift action to minimise damage.
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An example of an Endpoint Detection and Response (EDR) system is CrowdStrike Falcon, utilising machine learning to detect malicious actions in real-time. CrowdStrike’s strength lies in its AI-driven analytics [2], significantly reducing the detection times, however, a reliance on cloud connectivity introduces vulnerabilities in environments with limited internet access. [2] [3]
An example of another technology, Darktrace, utilises Network Detection and Response (NDR), leveraging AI for anomaly detection across networks. While effective in identifying unusual patterns, this solution has a high rate of false positives, requiring additional human intervention to validate alerts. [4] 
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Common TDR methodology includes behavioural analytics and threat intelligence integration. [5] Behavioural analytics establishes normal baseline activity and flags deviations as potential threats. For example, a sudden increase in outbound traffic from a single device might indicate data extraction. While this approach is effective against unknown threats, it is highly susceptible to false positives which must be investigated by security teams. [6] Threat intelligence integration systems draw on global databases to pre-emptively block known malicious IP addresses or domains. While effective for mitigating known threats, this method is less useful against advanced, zero-day attacks. [6] For example, despite utilising a threat intelligence system during the SolarWinds attack, it failed to detect the novel techniques employed by the attackers, highlighting their limitations. [7]
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One example of TDR effectiveness is a July 2023 incident where the CrowdStrike platform prevented a zero-day attack found in Windows Error Reporting, the prevention of this unknown attack demonstrates the effectiveness the CrowdStrike detection and response system. The attack aimed for escalated privilege through the remote desktop protocol. The proactive detection and response from CrowdStrike isolated the threat before damage could occur, showcasing the importance of real-time detection and response. [2] [8] 
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While Threat Detection and Response systems such as CrowdStrike and Darktrace are indispensable for mitigating modern cyber threats, enhancing detection efficiency, challenges involving false positives and reliance on network connectivity emphasise the need for ongoing improvements. To effectively implement TDR, a blend of robust up-to-date technology and skilled human intervention is required. 
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Incident Response (IR) is the approach established by organisations for addressing and managing the aftermath of cybersecurity incidents. The primary goal of IR is to minimise damage, reduce recovery time, and prevent future attacks. As cyberattacks such as ransomware and data breaches increase in complexity, effective IR directives have become a cornerstone of Blue Team strategies. [9]
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Some examples of established frameworks for IR include:
· NIST Cybersecurity Framework
· Strengths: Provides a comprehensive, five-stage approach - Identification, Protection, Detection, Response, and Recovery. [10]
· Limitations: Requires large amounts of resources and training, introducing challenges for smaller organisations. 
· SANS IR Process
· Strength: Focuses on the quick containment and actionable steps for incident response and handling. Provides a six-stage approach: PICERL – Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned. [11]
· Limitations: Simple steps may lack depth to respond in certain areas such as post-incident forensics.
While both frameworks provide a structured process to incident response, their effectiveness varies based on factors such as organisation size and complexity. For example, the NIST Framework is well suited to large organisations, but can be far too resource-intensive for smaller organisations. On the other hand, the SANS process is more suited for smaller organisations, but may oversimplify the incident response process to much, potentially missing vulnerabilities. 
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Some popular tools for IR include:
· SOAR Platforms (e.g. Palo Alto Cortex XSOAR, Advanced Threat Intelligence Orchestrator (ATIO))
· Strengths: Automates repetitive tasks, allowing for streamlined response times. 
· Limitations: High initial cost and a steep learning curve which must be overcome for implementation. [12] [13]
· Digital Forensic Tools (e.g. FTK, EnCase)
· Strengths: Enables detailed analysis and evidence collection to discover the root-cause. 
· Limitations: Time-intensive and requires specialised training.
The SOAR platforms have significantly enhanced the efficiency of incident response through the automation of alerts and task coordination. However, the increased reliance of accurate input data makes the results susceptible to false positives. Digital forensics however, while invaluable for post-incident analysis, often delay the real-time response to incidents due to the time-consuming nature of analysis and following of the correct processes and procedures. [14] [15]
[bookmark: _Toc186903340]3.4 Case Study
An example of IR effectiveness is from October 2022, CommonSpirit Health – a large nonprofit health organisation in the United States – experienced a significant ransomware attack. CommonSpirit’s incident response included: taking systems offline, notifying law enforcement, and containing the breach. Taking the systems offline resulted in cancelled appointments and medical records becoming inaccessible. [16] The organisations detection and response helped to mitigate further damage, however the incident highlighted gaps in their incident response plan, including the slow restoration of critical systems and a lack of redundancy to prevent prolonged downtime. [17]
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The process of incident response is crucial for containing and mitigating cyber-related threats, and while the frameworks like NIST and tools like SOAR enhance the response capabilities, their limitations highlight the need for continuous improvement and development in planning and execution. From the research, it is evident that a balanced approach integrating automation and human expertise is essential for an effective incident response. 
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This research highlights the importance of Threat Detection and Response and Incident Response in mitigating the growing complexity of cyber threats. Tools like CrowdStrike and Darktrace demonstrate advancements in real-time threat detection, their limitations, such as false positives and connectivity dependence, reveal the need for continuous improvement. Similarly, IR frameworks, including NIST and SANS, provide structured processes but must be adapted to organisational needs and resources. The case studies above have highlighted how proactive detection, and structured response can minimise damage but also reveal gaps in system redundancy and recovery planning. To conclude, a balanced approach integrating advanced technologies, human expertise, and ongoing adaptation is essential for effective Blue Team operations in today’s dynamic threat landscape. 
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