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[bookmark: _Toc228131200] 1. INTRODUCTION

This report documents the design, configuration, and implementation of a secure
virtualised enterprise network connecting two sites: Birmingham and London. The
infrastructure includes core network services such as Active Directory Domain Services
(AD DS), DNS, DHCP, routing, VPN connectivity, file sharing, IIS web services, and
Remote Desktop Services.

The aim is to demonstrate enterprise-level network administration, secure
communication between sites, and proper service configuration using Windows Server
and Debian Linux systems.

[bookmark: _Toc228131201] 2. NETWORK TOPOLOGY OVERVIEW
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The enterprise network consists of two main sites:

Birmingham Site:
* B-DC (Domain Controller)
* DNS Server
* DHCP Server
* IIS Web Server
* RDS Server
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 London Site:
* L-CD (Router / DHCP Relay / Client Domain Node)
* ClientL1
 Connectivity:
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A site-to-site VPN is configured between Birmingham and London allowing secure
communication between both networks.
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[bookmark: _Toc228131202] 3. ROUTING CONFIGURATION
Birmingham (Windows Server)
* Installed Routing and Remote Access Service (RRAS)
[image: ]



[image: ]




[image: ]
[image: ]





* Enabled LAN routing
[image: ]Configured ICMP firewall rules for testing connectivity
PowerShell: Powershell Install-  WindowsFeature Remote Access - IncludeManagementTools
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 London (Debian Server)
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Enabled IP forwarding permanently

Configuration: Bash
Net.ipv4.  IP  _ forward=1
Configured static routing for remote network access
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[bookmark: _Toc228131203] 4. ACTIVE DIRECTORY DOMAIN SERVICES
* Created forest: **robel.acca**
* Promoted B-DC as Domain Controller
* Configured secure password policy:                      * Minimum length enforced
* Complexity enabled                                                   * Account lockout policy enabled
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[bookmark: _Toc228131204]5. DNS CONFIGURATION
 Forward Lookup Zone:

 Robel.acca
A Records:
* B-DC
* L-CD
* ClientS1[image: ]
* ClientL1
[image: ]
* webs.robel.acca
RDS.robel.acca
Reverse Lookup Zone:
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[bookmark: _Toc228131205] 6. SITE-TO-SITE VPN

* Configured persistent VPN tunnel between Birmingham and London
* Used secure encryption (IKEv2 / AES-256)
* Verified connectivity using ping and route tests

[INSERT VPN STATUS SCREENSHOT HERE]**

[bookmark: _Toc228131206]7. DHCP CONFIGURATION

 Birmingham DHCP Server (B-DC)
Scope:
 Range: 192.168.x.10 – 192.168.x.20
* Gateway configured
* DNS set to B-DC
* Domain: robel.acca
 London DHCP Relay (L-CD)

* Configured DHCP relay agent
* Forwards requests to B-DC
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[bookmark: _Toc228131207] 8. USER ACCOUNT MANAGEMENT

* Bulk user creation using PowerShell
* Naming convention: first initial + surname
 R.gebregziabher

 PowerShell:

```powershell
Import-Csv users.csv | ForEach-Object {
New-ADUser -Name $_.Name -SamAccountName $_.Sam
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[bookmark: _Toc228131208] 9. DOMAIN MEMBERSHIP

Joined systems to the domain:

* L-CD
* ClientS1
* ClientL1

Domain: **robel.acca**
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[bookmark: _Toc228131209] 10. FILE SHARING

 Mounted the second disk as:

E:\BirminghamFiles

Permissions:

* Domain Users → Full Control
* Others → Read Only
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[bookmark: _Toc228131210]11. IIS WEB SERVER

 Website created:
**[https://webs.robel.acca](https://webs.robel.acca)**
 Features:
[image: ]

* HTTPS enabled
* Windows Authentication enabled
* Anonymous access disabled
[image: ]

[bookmark: _Toc228131211] 12. REMOTE DESKTOP SERVICES

* Configured RDS Web Access
* Secure access via:

```
https://rds.robel.acca
```
 [image: ]SSL certificate installed

[image: ]

[bookmark: _Toc228131212] 13. TESTING AND TROUBLESHOOTING
 Tests performed:

* ping (inter-site connectivity)
* nslookup (DNS resolution)
* ipconfig /all (DHCP verification)
* tracert (routing verification)

All services are confirmed operational.
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[bookmark: _Toc228131213] 14. SECURITY IMPLEMENTATION

* Firewall rules configured
* Secure VPN encryption (AES-256)
* Strong password policy enforced
* NTFS permissions applied
* Windows authentication is enabled on IIS
* Least privilege principle applied


[bookmark: _Toc228131214] 15. CONCLUSION

[bookmark: _GoBack]The enterprise network was successfully deployed and configured across two sites. All required services including Active Directory, DNS, DHCP, VPN, routing, file sharing, IIS,and RDS were implemented and tested successfully. The infrastructure reflects a professional, scalable, and enterprise-ready design, demonstrating the quality of the deployment.
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