A Brief Report on Ransomware
1. Introduction & Overview
The following report will be a brief discussion on computer viruses, and more specifically ransomware. A computer virus is a piece of code joins itself to a normal program (piece of software) and then carries out an often-malicious function, such as stealing passwords or corrupting data files. The virus will usually be engineered in such a way that it is able to spread and infect multiple devices. An example of this would be the ‘Love Bug’, which has been described as the first major computer virus pandemic, in which tens of millions of computers were infected; including some belonging to the UK government and US Pentagon [1]. The first recorded case of ransomware was in 1989 and was called the AIDS Trojan, made by Joseph. L. Popp and spread at the World Health Organisations’ international aids conference [2]. Since then ransomware has evolved and fast forwarding to April 2014 [3] will lead to the focus of this report, CryptoWall.
2. Ransomware 
Ransomware is a form of computer virus that encrypts the infected machines files (often personal files such as word documents and pictures) and then demands the user pay the ransom for the key to decrypt their files. The way the ransom is paid will vary between different infections, but most commonly will be via Bitcoin. Bitcoin is a cryptocurrency that is used for legitimate purposes, but is often sought by criminals as it is very hard to track where payments are going. The are no security features associated with setting up an online wallet that can receive Bitcoin payments, and law enforcement often does not possess the jurisdiction to shut one down [4]. If a machine was infected by ransomware, and the party effected were not willing to pay up, there a few options available. If the data has been backed up, then there is the possibility that older files can be recovered from previous copies. However, it is important to note that there will often be a time delay between initiating the malware, and realising you have a problem. This is because it takes time for the virus to encrypt the files, and you will often only know you have been infected once the encryption process is complete, and the payment demand has been made. Therefore, a backup will need to have been made before the virus has had the chance to start, otherwise you will merely restore the already encrypted files. Other methods include file recovery software such as R-Studio, restoration from cloud-based folders (providing they have not been infected as well) and sometimes even decryption, made possible by free software and combined effort of the information security community [5]. Shadow volume copies are a technology used by windows, it creates an automatic backup of file that can be used to restore a previous version of a file a can be used if all other methods have been exhausted. However, more sophisticated ransomware such as the later versions of CryptoWall try to delete these backup files, making it extremely hard or in some cases impossible to restore the data [6].
3. CryptoWall
CryptoWall works in the same way as practically all other ransomware viruses outlined above, however there are a few key differences that make it stand out. The report from dell stated that
“CTU researchers consider CryptoWall to be the largest and most destructive ransomware threat on the Internet as of this publication, and they expect this threat to continue growing.” [7] as of 2014.
A few of the key differences CryptoWall possesses are as follows: the more later versions (3.0 and onwards) use a military grade RSA-2048 encryption which could make using brute force decryption practically impossible, the deletion of shadow volume copies and it can even try and steal passwords too [8]. The main ways CryptoWall infects a device is via infected advertisements on websites and through malicious emails. The emails contain a malicious executable that looks like a PDF for some kind of bill or receipt. Once the PDF is opened the malware installs itself in either the %AppData% or %Tenp% folders and begins the encryption process [6]. It is important to note that if cloud based storage or other hardware are visible on the same network then the virus will attempt to encrypt those files too. Below is a table of the different types files that the virus attempts to encrypt; they are mainly files made by the owner, and not system files meaning that the machine can still operate without breaking.
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Figure 1 - Ways of infection [9]

If you get the virus most antivirus will be able to remove it, however this will not decrypt the files. If you decide that the only option is to pay the ransom, it has been reported that only 19% of people get their files back [10], so a lot of tech companies would advise against it altogether.

4. Protection
In summary, the best way to protect against this malicious sort of virus is to avoid getting it in the first place. This means being vigilant when surfing the internet, trying to stay away from sites susceptible to having infected adverts, as well as not clicking links from any emails unless it can be 100% guaranteed that it is from a safe sender. Keeping in mind the difficulty of getting files back once encrypted it is best to have multiple backups present. For example, having important personal pictures and work material that can not afford to be lost should be kept in an external location (i.e memory stick which is regularly backed up) and cloud based storage that it is not tied to your home network. With features such as these in place restoring backups of the files becomes much easier, thus protecting business and avoiding disaster.
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