Understanding IPv4 and IPv6 addressing
Internet Protocol version 6 (IPv6) is the second version of the Internet Protocol, which expands the number of network addresses from 32-bits to 128-bits. [1] It was introduced because 32-bits addresses are predicted to run out in the next couple of years. Addresses used by IPv6 are more complex and secure than IPv4. As there are over 340 undecillion available addresses it is almost impossible to guess IP address of another device. [2] With that many available addresses, every device in the internet can be configured to have a unique IP address. It is also possible to eliminate need for Network Address Translation (NAT), which is a process used in routers for IP addresses translation. NAT is used by IPv4 to reserve the limited amount of public addresses available around the world. It is important to mention that NAT does not support end-to-end security and involves single point failure. It means that in the case of failure, NAT needs to keep the states of the connections which makes fast rerouting difficult. [3] [4] [5]
There are number of advantages to using IPv6. As it was stated above, 128 bits used in this protocol provide almost unlimited number of unique IP addresses which can be used by devices around the world. Besides elimination of need for NAT, Application Layer Gateway (ALG) can also be excluded. Principal idea of ALG was to allow the ISP router to exchange information between extremes. [6] IPv6 supports plug-and-play as well as autoconfiguration. There are two types of autoconfiguration:
Stateful autoconfiguration – it requires human intervention as it needs Dynamic Host Configuration Protocol for IPv6 server. It will allow to install, administrate and maintain nodes, so the server can see how long each address is in use and when it can be relocated. [7]
Stateless autoconfiguration – each host needs to determine addresses from the contents of advertisements received by router. It uses IEEE EUI-64 to define the network ID of the address. [7]
Another benefit of using IPv6 over IPv4 is simplified header and hierarchical network architecture. It means that only one prefix can be used by the same organization therefore global routing table has less address entries. It also removes fields used in IPv4 and replaces it with new and more efficient ones. Those important changes improve processing and forwarding efficiency. They also allow to add new options without changing the structure which gives more flexibility. [5]
IPv6 is represented as 128-bit addressing format which uses 16-bit hexadecimal number fields. Numbers are separated by colons and are not case-sensitive. It is called colon-hexadecimal form, for example: FE2F:F1EE:3422:FE3D:223D:AB64:3316:4571. [8]
It is common that addresses contain a long string of zeros. To simplify them, compressed form was invented where a single contiguous sequence of zero blocks are represented as double-colon symbol. For example: FE2F:0:0:0:0:AB64:3316:4571 in compressed form would be written as FE2F::AB64:3316:4571. [8]
The last form which is used in IPv6 addressing is called mixed. It is because it uses IPv6 and IPv4 formats, for example: n:n:n:n:n:n:d:d:d:d. Each n represents values of 16-bit address elements while each d represents decimal values. [8]
There are three types of IPv6 addresses:
Unicast – it can identify a single interface within the scope of the type of address. Scope is region of the network where address is unique. Packets are delivered to a single interface only when they are addressed to a unicast using correct routing topology. [9] [10]
Multicast – zero or more interfaces which are on the same or different hosts can be identified by a multicast which can deliver packets to all interfaces identified by the address. [9] [10]
Anycast – multiple interfaces can be identified by an anycast. Packets which are addressed to it are delivered to a nearest single interface identified by the address. [9] [10]
IPv6 Protocols and Support:
Neighbor Discovery – protocol used by ACE to find other nodes, verify the reachability and track devices on the same subnet. It is always enabled when IPv6 is enabled on the interface and it is not possible to disable this protocol on the interface by configuring policy. [11]
Router Discovery – process used to advertise that ACE is present on the local subnet. ACE does not send router solicitation messages, but it can respond to them as well as send solicited and unsolicited router advertisements (RAs). [3]
Duplicate Address Detection – mechanism that can detects same addresses in a subnet. If duplicate is found, it is disabled until problem is resolved. All addresses on the IPv6 interface will be disabled only if link-local address is a duplicate. [3]
ICMPv6 – protocol used by nodes to find and report errors detected in processing packets. It can also perform diagnostics functions, for example: ICMPv6 “ping”. ICMPv6 provides a framework for Multicast Listener Discovery, which can be used for address resolution and conveying multicast group. [12] [13]
DHCPv6 – an application-layer protocol which can be used for configuring nodes with IP addresses, prefixes and network configuration parameters. [14] All parameters can be defined in the options which are obtained by exchanging packets between client and another server. [15]
As stated above, IPv6 comes with new features and improved security. Main difference between IPv6 and IPv4 is that the first protocol uses 128-bit binary number, while second one has only 32-bits. Using newer protocol comes with number of benefits such as almost unlimited number of unique IP addresses available around the world, improved processing and forwarding efficiency, autoconfiguration and plug-and-play support, flexibility and better overall security. IPv4 is slowly reaching the limit of available addresses in the Network. It is only a matter of time before first generation of Internet Protocol will be substituted by IPv6.
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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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