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Ransomware is a piece of malware that infects a PC and takes over its files, encrypting them until a sum of money is paid. The biggest ransomware payout to date today is a $40,000,000 (£ 31,685,000.00) ransom that was taken from CNA Financials, an insurance company in America. [1]. The threat this malware poses on users across the internet is worrying as getting affected by it is easy. 
[bookmark: _Toc182813349]What is Ransomware in depth? 
The malware that takes payment in exchange for files is not a new concept going back as far as the late 1980s. The first recorded attack was in 1989 with the release of the AIDS Trojan Virus that infected user’s pc through a floppy disk [2]. There are many types of ransom malware, such as Scareware, which gives a pop-up message that says you need to pay to get rid of it; Screen lockers, which lock the user's pc, claiming to be a government entity and argue that the pc was used for illegal activities, and finally Encrypting ransomware. The encrypting ransomware is the dangerous one because it takes files on PCs and encrypts them with RSA-2048, which is an encryption method which is nearly impossible to decrypt [3]. CryptoWall is one of the most famous pieces of ransomware because it does more than encrypt data; it also hides inside the operating system of the pc and deletes the backups making it nearly impossible to restore the data. 
[bookmark: _Toc182813350]How ransomware affects PCs 
Ransomware can affect users' PCs in multiple ways. Some of these ways can be through emails or ads on not-so-safe websites. One of the simplest ways is to send spam emails with attachments that contain malicious software to as many people as possible.  Speaking of emails, the following way to infect a pc is spear phishing, which is a direct attack on users claiming to be a reputable person or source, like an HR department or CEO asking you to look at some attachment claiming to be a mandatory read. The following method is advertising. This method requires little to no interaction from the criminal as it can just be left on legitimate sites as ads but can be redirected to the servers through webpage elements to do the work that leaves them on an exploit kit. [4]. Hackers and criminals use these methods because they can appear to be trusted. People to users and then blindside them to attack. 


[bookmark: _Toc182813351]Methods to avoid getting infected 
Some methods to avoid getting infected are sometimes as easy as having a VPN and then as expensive as having a NAS (network-attached storage) to back up the data. One of the easiest ways to protect against malware is to keep the user's PC up to date with updates because the operating system usually has some safety features. The following method is to use firewalls to keep unwanted viruses and malware off the PC. Using anti-virus software such as Malwarebytes can be a very effective solution as it scans all files on a user's PC and quarantines any dangerous files it finds. After getting infected, it can be scary, but if the user keeps regular backups of the PC on a NAS, they should be able to reset the PC and restore it without dangerous software. 
[bookmark: _Toc182813352]Conclusion 
In conclusion, ransomware is a hazardous piece of software, but it can be counteracted if the proper measures are in place to prevent it. Most of the victims of ransomware are businesses that might have taken precautions before but didn’t give enough training to employees since the most common way is through phishing emails. [5]. Finally, it is always good practice to have preventative methods and reactive methods to getting attacked by malware to avoid it being a meltdown 
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