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  The main purpose of the report is to demonstrate the more detailed understanding of cloud computing infrastructure.
 This objective will be achieved through:
1. Defining the terms Virtualization and Virtual Machine in the context of cloud computing.
2. Definition of terms like IaaS, PaaS SaaS, and cloud migration.
3. Determining the key difference, benefits and drawbacks of IaaS, PaaS, and SaaS.
4. Explaining the differences between authorization and authentication.
5. Explaining the importance of multi-factor authentication, applying least-privilege permissions, network security groups, and Bastions.
 Security is the main concern for any application when deploying a public service to the cloud and respectively some security terms were addressed.
 Assuming that the company decided to move to an Infrastructure-as-a-service model, several migration paths were proposed based on two cases:
· a very high budget.
· a medium budget.
  Finally, the main concepts of Azure and AWS platforms were discussed such as: “locations” (“regions”), “availability zones” and “resource groups”. These cloud computing giants have also been benchmarked.






















1. [bookmark: _Toc131431058]The term "Virtualization" in the context of cloud computing.
 In terms of Cloud Computing, virtualization is a technique of creating a virtual platform of server operating system and storage devices. Virtualization offers the possibility to work with several operating systems and applications simultaneously on a single server. Each virtualized environment runs within its allocated resources, such as memory, processing power, and storage. One of the most impactful features of virtualization is how it helps share applications across a network by multiple companies and users [1].
  “Virtualization is foundational element of cloud computing and helps deliver on the value of cloud computing”, was said by the Director of Product Marketing VMware, Mike Adams [2].

2. [bookmark: _Toc131431059]The term “Virtual Machine” in the context of cloud computing. 

  A virtual machine (VM) is a virtual representation of a physical computer, that run inside other computers using a process known as virtualization. The VM can run operating systems and programs, connect to networks, store data, and perform other computing functions [3]. Examples of virtualization platforms: VMware, Hyper-V, Windows Virtual PC, Xen, Parallels, VirtualBox and Red Hat.

3. [bookmark: _Toc131431060]The process of moving the on-premises application to the cloud.

  The process of moving a company's digital assets, applications, databases, and IT resources, either partially or completely, to the cloud is called cloud migration. [4].
  The benefits of migrating to the cloud in terms of cost, support provided, and expertise required are:
· Control costs, the company pays on a subscription basis for the service.
· Pay for what you need, the company can choose the apps, services, and features it needs and pay only for them.
· Flex up or down, the company can flex capacity and services to precisely fit its current business needs.
· Stay up to date, the latest versions of software, applications and tools are always available to the company.
· Leading security. Protection is automatically applied and updated to resist threats.
· Innovate and adapt, all new tools and applications will be constantly available in the provider's cloud.
· Access from anywhere. Cloud software, services and infrastructure can be accessed from any device [5].

  Cloud computing is offered through three main models such as Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) [6].

a) [bookmark: _Toc131431061]Infrastructure as a Service (IaaS).

  In this regard, Communication Service Providers (CSPs) provide a set of virtualized computing resources (computing, memory, storage, networking, and related software) [7].

b) [bookmark: _Toc131431062]Platform as a Service (PaaS).

  In this CSPs provide the runtime environment for development, applications, and maintenance (such as system software and computing resources) [7].

c) [bookmark: _Toc131431063]Software as a Service (SaaS).

  Everything, such as software and cloud infrastructure for running and maintaining the application software, operating system, and computing resources, is provided by the CSP [7]. 

  To understand the differences more clearly, it is useful to consider the three services in a logical order, starting with the one closest to the hardware (IaaS), followed by the one in the middle (PaaS), then the one closest to the end user or consumer (SaaS).

d) [bookmark: _Toc131431064]The key differences between IaaS, PaaS, and SaaS.

	IaaS
	PaaS
	SaaS

	Allows organizations to manage their business resources.
	Enables consumers to host, manage and secure their own applications.
	Provides cloud-based tools and applications to businesses.

	Provides cloud computing infrastructure.
	Gives the freedom to build the software.
	No need to download and install apps on each computer.

	Most used by network architects.
	Most used by developers.
	Built for end users.

	Requires technical writing.
	Some knowledge is required for basic setup.
	No technical knowledge required.

	Gives more control, as shown in Figure 1.
	Provide control over application data, as shown in Figure 1.
	Without control, as shown in Figure 1.

	It's expensive.
	Lower price.
	Minimum price.

	The risk of vendor interlock is lowest [8].
	The risk of vendor interlock is medium [8].
	The risk of vendor interlock is highest [8].
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Figure 1. Services in different models managed by the company or the vendor' manager [8]

e) [bookmark: _Toc131431065]Benefits of IaaS, PaaS, and SaaS.

	IaaS
	PaaS
	SaaS

	More control.
	More control.
	Easy set up.

	Cost-effective.
	Grow as you grow.
	No local hosting needed.

	Multiple users can access the resource.
	Quick set-up.
	Time saver.

	Save on resources.
	Save some money.
	A good selection [9].

	Increased flexibility [9].
	Easily and quickly create and deploy new applications [9].
	*





f) [bookmark: _Toc131431066]Disadvantages of IaaS, PaaS, and SaaS.


	IaaS
	PaaS
	SaaS

	Potential security risks.
	Complex integrations.
	Lack of control.

	Integration issues.
	Lack of control over the infrastructure.
	Security issues.

	Big responsibilities.
	Data control issues.
	Data portability issues.

	More work for your team [9].
	Server, migration, and runtime problems [9].
	Hard to customize.

	*
	*
	Lack of compatibility [9].





4. [bookmark: _Toc131431067]Assessment of availability in our cases.

  Our company runs an e-commerce site and associated web service and the best option for them is IaaS. Because they run several of the applications (website and web service) that need to be scaled up or down in response to different levels of demand. And they can have full control over the applications.
  Let's say we have a large multi-VM environment where there should be no data loss and services should be available 24/7 with minimal or no loss of service.
  Migrating to the cloud requires well-defined strategies and procedures to maintain business continuity and focus on digital transformation and innovation. The Cloud Adoption Framework (CAF) will be used to determine and assess migration readiness in key business and technical areas and what is the most effective approach for an enterprise cloud migration. CAF is organized into six focus areas as perspectives: business, people, governance, platform, security, and operations [10].
  Gartner [11] gave five R's to summarize ways to migrate to the cloud. These R's have been revised into six R's such as Re-host, Re-platform, Re-factor, Re-purchase, Retain and Retire.
Based on this concept we have two cases:
· [bookmark: _Toc131431068]a very large budget, without a cost limit.

  In this case, I will propose the Re-factor strategy, which is the process of refactoring legacy applications to fit the cloud environment. Refactoring is complex because it requires changes to the application code and must be carefully tested to avoid regressions in functionality. Refactoring can affect every aspect of the migrated workload - architectural style, data representation and storage, programming languages and runtimes, observability, and operational processes. All services will be obtained directly from the cloud and will be available to both customers and staff company. In the Re-factoring process, client data cannot be lost, because developers work in the client's legacy applications. The refactoring approach involves the highest costs, the most time, the most resources, the most effort, and the most risk, but it can provide the highest return on investment.
  

· [bookmark: _Toc131431069]an average budget in which certain service losses can be tolerated under certain conditions.

  The Re-purchase strategy is the best option in this case.
  The existing application is decommissioned and replaced with another cloud-based version already available from the cloud provider's marketplace. The only thing that needs to migrate from the existing app is the data and at this point some data may be lost. This approach involves time and resources, as employees and end users must be trained to work with the new third-party system. The company will not afford certain services available in the old system.


5. [bookmark: _Toc131431070]Security Considerations.

 Nowadays, security has become a significant approach for every company to secure their networks against uncontrolled or unsolicited access from the outside.
  The most vital security processes used by administrators to protect systems and information are Authentication and Authorization.
a) [bookmark: _Toc131431071]Authentication.

  Authentication is a process of verifying the identity of a registered user (Figure 2). It is done by verifying user credentials such as: User ID (name, phone number and email address) and password [13]. The user is granted access if the credentials match the records stored in the system database, otherwise the program generates a security warning and blocks access. The system will block the account if there are multiple unsuccessful attempts [ 12]. There are other authentication methods like fingerprint, facial recognition, palm scan, iris scan, retina scan and voice verification [13]. 

b) [bookmark: _Toc131431072]Authorization.

  Once the user has been successfully identified user authorization takes place (Figure 2). Authorization is the process of giving someone permission to access certain resources: files, information, and databases [12]. Depending on the security level the authentication factors required for authentication may vary [13].
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Figure 2. Authentication vs Authorization [14].

  The main problem with knowledge-based mode is that it is vulnerable to guessing, key logging, dictionary attack, social engineering, shoulder surfing and screenshot.
  Therefore, using multi-factor authentication might be a best practice.


c) [bookmark: _Toc131431073]Multi-factor Authentication (MFA).
  MFA is an authentication method where users have access to resources only when they provide two or more verification factors [15]. 
  There are three main types of MFA [15]:
· Type 1 - Something you know (passwords, code words, PINs, combinations, and even secret knocks).
· Type 2 - Something you have (keys, smart cards, smart phones, USB drives, and token devices).
· Type 3 - Something you are: biometric verification (fingerprint, facial recognition, retina scans, palm scanning, iris scans, and voice verification) [15].
  The benefits of multi-factor authentication:
· Better security.
· Protect consumer data.
· Improve customer trust.
· Reduces the risk of compromised passwords.
· Comply with regulations [15].

d) [bookmark: _Toc131431074]Least privilege.
  Least privilege is a security concept that limits users' access rights to only what is strictly necessary to do their job. The principle of least privilege is a good cybersecurity practice and is an essential step in protecting access to high-value assets and data. When implementing least privilege, it must strike a balance between business needs and securing and protecting the organization's assets [16].
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Figure 3. The core of the principle of least privilege [16].
The benefits of the principle of least privilege:
· Minimizes the attack surface.
· Reduces the spread of malware.
· Improves operational performance.
· Safeguards against human error.
· Improved audit preparation [16].

e) [bookmark: _Toc131431075]Network security groups.

  A network security group (NSG) is the way to establish certain rules or an access control list. NSG containing security rules that allow or deny incoming network traffic or outgoing network traffic. The source and destination, protocol and port must be specified in each rule. Each network security group contains a set of default rules, which cannot be deleted, but can be replaced by other rules because they have the lowest priority [ 17].
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Figure 4. Rule setting and its associated properties an Azure NSG [18].



f) [bookmark: _Toc131431076]Bastions.

 Bastion is defined as a fortress or area that is exceptionally fortified against attack. Bastion is a service that helps connect to all VMs in the virtual network using a secure connection such as SSH or RDP. In other words, bastions are a solution for managing secure remote access to cloud infrastructures [19] [20].
  A bastion host (also called bastion server) is connected to both the private network and the public network, and when someone wants to access the private network, they must connect to the bastion host. Bastion hosts are typically configured with a minimal operating system with protocol-specific servers such as OpenSSH server or RDP gateway [19] [20].

  The shortcomings of the bastion hosts are:
· It requires a dedicated server to be managed.
· When expanding the bastion's capacities, some challenges arise. This increases the attack surface of the host and defeats the purpose of the bastion host, which is to reduce the attack surface.
· Lack of support for modern standardized authentication [20].

  Security wins when using the bastion:
· Facilitate compliance.
· Reduced attack surface.
· Defence in depth.
· Keep scripted kiddies and bots away [20].

  The most used nowadays is Azure bastion. Azure Bastion is a PaaS-based service launched by Microsoft in 2019.
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Figure 5. Azure Bastion [19].



“Azure Bastion is a new managed PaaS service that provides seamless RDP and SSH connectivity to your virtual machines over the Secure Sockets Layer” said by the Corporate Vice President Azure Networking, Yousef Khalidi [21].

6. [bookmark: _Toc131431077]Microsoft Azure.

  Microsoft Azure is a public cloud computing platform that provides access to a large collection of services such as PaaS, IaaS, and database services [22].
  Azure divides resources across “locations”, “availability zones” and “resource groups”. 

a) [bookmark: _Toc131431078]Locations.

  A location represents the city or region in the Azure region. An Azure region is a group of one or more Azure data centres. Azure currently has 60 regions worldwide and three availability zones for each supported Azure region [22].
  As an example, for United Kingdom: Azure Geography "Europe" contains only two Azure regions, such as:
· " UK South " in London, with Availability Zone 3.
· " UK West" in Cardiff, with Availability Zone 1 [22].
  Regions are paired, meaning they are made up of two regions from the same geography. For example, UK South Region are paired with UK West Region. Both regions will not be affected simultaneously in the event of natural disasters, power outages, civil unrest, or physical network disruptions [22] [23].

b) [bookmark: _Toc131431079]Availability Zones.

  Availability Zones are physically separate locations within an Azure region. Each availability zone consists of one or more data centres equipped with independent power, cooling, and networking. For application and data protection against unlikely data centre failures, you must create your virtual machines in a supported Azure region. If one of the Availability Zones has gone down, we still have the apps and data available from the remaining two Availability Zones [22] [23].

c) [bookmark: _Toc131431080]Resource groups.

  Resource groups in Azure are logical containers. These resource groups can host those resources (virtual machines, databases, web applications, and storage accounts) that the customer wants to manage as a group. The group administrator decides, based on business needs, which resources to allocate to Azure resource groups [22] [23].


7. [bookmark: _Toc131431081]Amazon Web Services.


  AWS Resource Groups is the service that allows the creation and management of many resources simultaneously. AWS Resource Groups automatically backs up customer data that is stored in Amazon DynamoDB. The AWS global infrastructure is built around AWS Regions and Availability Zones that are separate and isolated from each other. AWS also has Resource Groups that are not identical to Azure resource groups, but the concept is the same, they are used to easily manage, monitor, and automate tasks on large number of resources simultaneously. Customer data is replicated across AWS Availability Zones [24].
 The AWS Cloud currently has 31 regions worldwide and 99 Availability Zones [24].
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Figure 5. Azure Regions (1) [22] and AWS Regions (2) [24].









a) [bookmark: _Toc131431082]Differences between AWS and Azure.


	AWS
	Azure

	Has 66 Availability Zones.
	Has 140 Availability Zones.

	Offers Virtual Private Cloud network.
	 Offers Virtual Network.

	Hourly rates.
	Per minute rates.

	Open-source option is available.
	Less available to the open-source community.

	Provides better security measures, controls, auditing, security credentials, hybrid IT infrastructure.
	There is limited coverage.

	Offers a variety of licensing options.
	It offers less flexibility.

	Can handle big data.
	Has many challenges with big data.

	Enables long-term data archiving and retrieval [24] [25].
	There is no option for long-term data archiving and retrieval [23] [25].




  In many ways, AWS and Azure are identical, but they differ in aspects, as shown in the table above. The choice of the platform largely depends on the client's business needs and only he will face its advantages and problems.

  I would choose the Azure platform only in the case of a large and growing business because:
· It is spread all over the world.
· It is highly scalable.
· Has built-in analytical tools for data modelling and visualization.
· Provides high availability and redundancy.
· The pay-as-you-go approach is followed.
· Provides hybrid capabilities.
· High security, compliance, and disaster recovery.
A very important aspect I think is that it also provides safety for end consumers.
Azure is suitable for organizations with global reach, healthcare, and government.

And the AWS platform is best suited for small or large organizations because:
· Has an affordable price.
· It is simple to use.
· Offers different technologies (Auto Tools, AWS Scaling and Elastic Load Balancing).
· Allows a resource to be tagged in multiple resource groups.
· It is scalable and flexible.
· It is secure and has several well-known compliance certifications.

  In all honesty, putting these two platforms against each other would be an unfair comparison.







[bookmark: _Toc131431083]Conclusion.



  In conclusion, the main aspects of the three cloud computing models: IaaS, PaaS and SaaS were discussed.
  Furthermore, the best cloud migration strategy for our company was proposed based on cost, data loss and available services such as:
· Re-factoring strategy is the best option for high budget.
· Re-purchasing strategy is the best option for medium budget.
 Therefore, in the report was specified the importance of authorization and authentication, multi-factor authentication, enforcement of least-privilege permissions, network security groups and bastions for the security of a new cloud-based service.
 Although, the powerful capabilities of both cloud platforms (Azure and AWS) have been showcased and it is very difficult to choose the winner.  Azure is great when it comes to Hybrid Cloud, while AWS has more flexibility and additional features.
  In conclusion, the final selection will be according to the requirements and needs of the organization.
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