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Abstract
Escalating cybersecurity threats is a risk that SteelForm Manufacturing Ltd (SFM) has to face as it makes an embrace of Industry 4.0 technologies such as the IoT-enabled sensors, automated machines, and cloud-based production management systems. Cyberattacks are the greatest threat against the manufacturing industry with ransomware attacks up 37% over the last year in the sector. This report is a synthesis of the industry standards presented in ISO 27001, Principles for GDPR, and the NIST Cybersecurity Framework 2.0 (ISO, 2022). The framework proposed will include key internal/external threats, suggestions of practical and enforceable security policies and procedures, the logistics or technical feasibility on how to mitigate those threats and finally an extensive staff training program designed to assist with monitoring and incident response. The recommendations are designed to help protect the operational and information technology systems at SFM, secure proprietary intellectual property and ensure continuity of production systems.
[bookmark: _Toc235580861]1. Introduction
The intersection of information technology and operational technology in today's manufacturing world has revolutionized cyber security. This is digital transformation that has heralded an era of unprecedented efficiency gains for SteelForm Manufacturing Ltd, a medium-sized custom-engineered component maker for automotive, aerospace, and other customers. Smart manufacturing technologies such as integrated sensors, automated machines, and cloud-based production management systems have added up to a massive attack surface, giving rise to new avenues for cyber attacks. This report is a multi-layered security solution that adheres to the NIST Cybersecurity Framework 2.0 (CSF 2.0), which outlines the five core functions of Govern, Identify, Protect, Detect, Respond and Recover, and includes components of the NIST CSF 2.0 and the CIA Triad principles of Confidentiality, Integrity and Availability. The proposed framework acknowledges the need for a balance between operational continuity and security measures.
[bookmark: _Toc235580862]2. Identification of Internal and External Threats
[bookmark: _Toc235580863]2.1 External Threats
· Ransomware Attacks: The threat of ransomware is a growing attack surface for manufacturing organisations, and ransomware is now being increasingly targeted to disrupt, and extort, as much. Ransomware operators have shown they can be pretty sophisticated in finding high-value assets with the real-world impact of lost production.
· Targeting the procurement staff at SFM and more generally exploiting human psychology for initial access into the network; phishing and Social Engineering. Phishing scams have matured beyond their generic email campaigns to more personalised ‘spear’ phishing emails that seem to be from existing business contacts.
· Industrial Espionage: SFM's relationships with the automotive and aerospace industries also mean that it has proprietary engineering designs, manufacturing processes and quality control procedures that are valuable assets it can give to an adversary [1].
· With the understood interdependency of contemporary manufacturing, an attack on any point in the chain is an attack on the entire chain of manufacturing. The security of SFM is as good as the weakest link in that supply chain.
· IT/OT Exploitation: The integration of IoT sensors and cloud systems into production networks can introduce risks for attackers to access Ios and manipulate machinery, adjust production or even cause physical damage [2].
[bookmark: _Toc235580864]2.2 Internal Threats
· Malicious Insiders: Disgruntled employees or employees forced by competitors to steal intellectual property, disrupt production processes or give credentials to outsiders is another potential area of vulnerability [3]. These are especially challenging threats to spot because they are already insiders, who have legitimate access and knowledge of security controls.
· Negligent Employees: Human error still continues to be the biggest culprit by employees unwittingly clicking on a phishing link, using a weak or reused password, not adhering to security procedures, or plugging unauthorized devices into the network.
· Compromised Accounts: Employee credentials can be compromised because of phishing, credential stuffing attack or password reuse on both personal and corporate accounts. 
· Unsecured IoT Devices: Sensors and connected manufacturing equipment often are shipped with default credentials and/or unpatched vulnerabilities. Such devices can be ignored in the security auditing process, offering the attacker access to the production network.
· Privilege Misuse: Administrative employees may use their elevated privileges either intentionally or unintentionally to do damage or compromise information [4].
· Shadow IT: Staff members can instal unauthorized cloud applications, programs, or hardware without their systems being secured, creating unknown threats.
[bookmark: _Toc235580865]3. Security Policies
[bookmark: _Toc235580866]3.1 Information Security Policy Statement
The objectives of an information security management system to be developed, implemented, operated, maintained and continually improved under the Plan-Do-Check-Act cycle shall be focused on the confidentiality, integrity and availability of all information assets under the control of SFM [5]. The policy shall take effect on any employee, contract employee, consultant or third-party supplier who accesses SFM information systems. The policy will be monitored on an annual basis and be modified to address new threats and evolving business needs.
[bookmark: _Toc235580867]3.2 Access Control Policy
Access to systems shall be limited by the principle of least privilege so that users have access only to the necessary permissions for their job functions [6]. This policy will include formal arrangements for users' registration, verification of their identity and arrangement of authorisation by line managers. Access shall be removed immediately on such employment termination or role change, in accordance with de-registration procedures. All remote access, privileged access and access to sensitive data repositories shall use multi-factor authentication.
[bookmark: _Toc235580868]3.3 Password and Authentication Policy
All users must have a password that complies with minimum password requirements, which includes a minimum length of 12 characters including upper- and lower-case letters, numbers and special characters. Reusing passwords will not be allowed and users are not to record or share their password in accessible places [7]. Passwords will be changed every 90 days and password history will be kept to ensure that password is not used again. Where possible, biometric authentication shall be used for physical access to secure areas that have sensitive infrastructure [8].
[bookmark: _Toc235580869]3.4 Data Classification and Handling Policy
All information assets should be described as being at different levels of sensitivity and criticality and handling procedures established for each level. Public, Internal, Confidential, and Restricted will be the types of classification categories. The information asset inventory shall be kept and periodically reviewed to ensure that data protection measures are commensurate with the value of the data [9]. Data in at rest will be encrypted with industry standard algorithms and data in transit will be encrypted with TLS encryption.
[bookmark: _Toc235580870]3.5 Acceptable Use Policy
There shall be clear policies that govern the use of SFM's IT resources, such as no unauthorised software being installed on production systems, personal devices being used for business purposes shall be conducted in a secure way and the handling of mobile devices shall be done within policy. Internet access will be monitored and controlled, as required, to ensure that inappropriate and/or malicious material is not accessed.
[bookmark: _Toc235580871]3.6 Bring Your Own Device Policy
Employees who are allowed to use personal devices for business shall be required to be part of mobile device management, have remote wipe, and security policies such as device encryption and screen lock.
[bookmark: _Toc235580872]4. Mitigation Measures
[bookmark: _Toc235580873]4.1 Technical Controls
· Network Segmentation and Zoning: IT and OT network shall be logically separated by the use of firewalls and ACLs and clear demilitarised zones defined between IT and OT environments. The segmentation helps to keep production systems running even if the corporate network is taken over [10]. The protocols of industrial procedures shall be accessed and filtered for any unauthorised commands before they enter machines.
· Endpoint Protection: Advanced endpoint detection and response solutions shall be deployed across all devices with real-time monitoring, threat hunting and automated response. Antivirus signatures and threat intelligence feeds will be updated daily.
· Email Security: Information shall be transmitted using email encryption and anti-phishing technologies shall be deployed, such as checking for SPF, DKIM and DMARC verification [11]. A suspicious message shall be detected and quarantined by the use of AI-assistance in the filtering of emails. 
· Vulnerability Management: All core systems are to be scanned for vulnerabilities on at least a quarterly basis and when significant changes are made. Patches will be applied based on the risk prioritisation and if possible, within 48 hours for critical patches. Unique requirements of OT environments shall be taken into account and patches shall be deployed to a staging environment instead of a production system first.
· Regular Backup and Disaster Recovery: Production data, system configuration and intellectual property shall be backed up regularly with incremental backups daily, full backups weekly. Quarterly tests will be carried out on restoration procedures to verify that they are recoverable. 
[bookmark: _Toc235580874]4.2 Administrative Controls
· Internal and External security Audits and Compliance Assessments will be performed annually to ensure that policies are being adhered to and that controls are effective and improving.
· Supplier and Third-Party Security: All suppliers, contractors and partners must be bound to SFM's security policies, such as service level agreements and non-disclosure agreements [12].
· Change Management: Formal Change Management procedures to be adhered to for all changes to IT and OT systems, including security impacts, assessment and approval prior to implementing changes.
[bookmark: _Toc235580875]4.3 Physical Security Controls
All data centres, server rooms and important production equipment will be secured by biometric authentication and access recordings. The "secure areas" shall be covered by CCTV monitoring and visitors to the area shall have to be escorted.
[bookmark: _Toc235580876]5. Monitoring and Incident Response
[bookmark: _Toc235580877]5.1 Continuous Monitoring Framework
In real-time, continuous monitoring shall be used to detect anomalies and indicators of compromise and adverse events. Security Information and Event Management shall enable Security log correlation between all critical systems and alerting on a centralised manner. Network traffic will be continuously monitored with baseline anomalies being identified for investigation. The system is to be monitored 24/7 and automated notifications shall be provided for service interruptions.
[bookmark: _Toc235580878]5.2 Incident Response Plan
The incident response plan will then follow the NIST CSF 2.0 Respond function which will include:
· Detection and Analysis: Security incidents are detected by continuous monitoring and immediately reported to the incident response team. Incidents will be categorized according to severity and response will vary accordingly [13].
· Containment: Affected systems shall be isolated to prevent any further spread and careful consideration shall be given to OT environments to prevent any disruption to the safety systems.
· Eradication: Root cause will be found and mitigated using threat hunting and forensic investigation methods. Malware will be taken out; vulnerabilities will be fixed to stop it from happening again [14].
· Recovery: Recovery shall be performed with validated backups to restore systems with defined recovery time and recovery point objectives. Systems will be watched for re-infection.
· Post-Incident Review: Lessons learned shall be recorded and improvements shall be taken to further enhance the overall security posture.
[bookmark: _Toc235580879]5.3 Incident Response Flow Diagram
[image: ]6. Training and Awareness Programme
[bookmark: _Toc235580880]6.1 Programme Overview
SFM will put in place an extensive cyber security training programme to help employees turn into an active protection instead of a potential attack vector [15]. 80% of security incidents are caused by human error, making training the most cost-effective investment in security that you can make.
[bookmark: _Toc235580881]6.2 Training Components
· New Employee Induction Training: All new employees will receive mandatory training for information security as a part of their induction that will cover: Security Policy, Password Hygiene, Phishing Awareness, Data classification and Reporting of incidents. Training to be conducted prior to access to the network [16].
· Annual Refresher Training: General cybersecurity training shall be provided at least every 36 months, and shall be updated as new policies, threats and incidents occur.
· Targeted Role Based Training: Procurement staff to be given specialised training on phishing prevention and supplier fraud awareness [17]. Advanced IT and OT security awareness and technical training shall be provided.
[bookmark: _Toc235580882]6.3 Phishing Simulation Programme
Industry-standard phishing simulation platforms with realistic scenarios shall be used on a regular basis, at least once per month. Results will be rolled up and reported, and extra training will be offered to employees who click on phishing simulations [18]. Improvement shall be measured in follow-up simulations and programme refinement shall be continued based on any subsequent simulations.
[bookmark: _Toc235580883]6.4 Training Methodologies
Training shall be based on adult learning principles, with scenarios-based material, interactive learning materials with gamification features, practical activities featuring real world cybercrime scenarios, frequent reminder and notification of security awareness through various means, workshops and lunch-and-learn sessions offering alternative ways of learning, or any other combination of these elements.
[bookmark: _Toc235580884]6.5 Measuring Programme Effectiveness
Key performance metrics shall be the Percent of Candidates that Complete Security Training, the Percent of Candidates that Click on Phishing Simulation, the Percent of Security Incidents Reported and Enhancement of Security Awareness Assessment Score. Results will be reviewed quarterly and will help inform programme improvements. 
[bookmark: _Toc235580885]7. Conclusion
SteelForm Manufacturing Ltd is at a major risk from cyber security threats, which must be addressed in a comprehensive, multi-layered strategy combining strong policies, technical countermeasures, regular monitoring and robust and complete workforce training. The recommendations from this report, such as network segmentation, privileged access, vulnerability management, ongoing monitoring, and an incident response plan, can help SFM improve their security stance on both internal and external threats.
[bookmark: _Toc235580886]
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          INTRODUCTION Digital Transformation Has Widened Our Attack Surface SFM's adoption of IoT sensors, automated machinery, and cloud - based production management has driven major efficiency gains but has also merged IT and OT systems, creating new entry points for attackers (Joel, O.S. et al. 2024) . This briefing proposes a multi - layered security framework aligned to the NIST Cybersecurity Framework 2.0 (Govern, Identify, Protect, Detect, Respond, Recover) and the CIA Triad, balancing operational continuity with robust protection (Edwards, J., 2024) .  37% rise in ransomware attacks on the manufacturing sector over the last year  80% of security incidents trace back to human error — our biggest lever for change 2
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          THREAT LANDSCAPE 1 OF 2 External Threats Facing SFM   1 Ransomware Sophisticated operators target high - value production assets to disrupt operations and extort payment (Bekkers, L. et. al. 2023) .   2 Phishing & Social Engineering Personalised 'spear phishing' targets procurement staff, impersonating trusted business contacts.   3 Industrial Espionage Proprietary automotive and aerospace engineering designs are high - value targets for competitors and adversaries.   4 Supply Chain Attacks Interconnected partners mean SFM's security is only as strong as its weakest supply chain link (Squillace and Cappella et. al. 2024) .   5 IT/OT Exploitation Connected IoT sensors and cloud systems create pathways to manipulate machinery or halt production. 3
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          THREAT LANDSCAPE 2 OF 2 Internal Threats Facing SFM  Malicious Insiders Disgruntled or compromised staff with legitimate access can steal IP or sabotage production.  Negligent Employees Clicking phishing links, weak passwords, and policy shortcuts remain the leading cause of incidents (Aliza, K et. al. 2022) .  Compromised Accounts Credentials exposed via phishing, credential - stuffing attacks, or password reuse across accounts.  Unsecured IoT Devices Default credentials and unpatched sensors are often missed in security audits.  Privilege Misuse Elevated administrative access, used carelessly or maliciously, can cause outsized damage (Hasel Mehri, et. al. 2023) .  Shadow IT Unauthorised apps and hardware installed outside IT oversight create unknown risk. 4
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          SECURITY POLICIES A Framework of Clear, Enforceable Policies  Information Security Policy Governs confidentiality, integrity and availability of all SFM information assets under a Plan - Do - Check - Act cycle.  Data Classification & Handling Public / Internal / Confidential / Restricted tiers, with encryption at rest and TLS encryption in transit ( Jagadhabi , et. al. 2024) .  Access Control Least - privilege access, formal onboarding/offboarding, and mandatory multi - factor authentication for remote and privileged access.  Acceptable Use Controls unauthorised software, monitored internet access, and secure handling of mobile devices.  Password & Authentication 12+ character passwords, 90 - day rotation, no reuse, and biometric access to sensitive physical areas.  Bring Your Own Device Mandatory mobile device management, remote wipe capability, and device encryption for personal devices ( Adelusi,et . al. 2023) . 5
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          MITIGATION MEASURES 1 OF 2 Technical Controls   1 Network Segmentation Logically separate IT/OT with firewalls, ACLs, and DMZs so a corporate breach can't reach production.   2 Endpoint Protection EDR across all devices with real - time monitoring and daily - updated threat intelligence.   3 Email Security SPF/DKIM/DMARC verification with AI - assisted filtering to quarantine phishing attempts.   4 Vulnerability Management Quarterly scans; critical patches applied within 48 hours, staged first for OT systems.   5 Backup & Disaster Recovery Daily incremental and weekly full backups, with quarterly restoration testing. 6
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          MITIGATION MEASURES 2 OF 2 Administrative & Physical Controls  ADMINISTRATIVE Security Audits: Annual internal and external assessments verify controls are effective. Supplier & Third - Party Security: SLAs and NDAs bind partners to SFM's security standards ( Yesimov , S., 2022) . Change Management: Formal review and approval for every change to IT and OT systems.  PHYSICAL Biometric Access: Data centres, server rooms and critical production equipment require biometric authentication. CCTV Monitoring: Continuous surveillance of all secure areas (Gavrilenko, and Shenshin , 2023) . Visitor Escort Policy: All visitors to secure areas must be accompanied at all times. 7
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          MONITORING & INCIDENT RESPONSE From Detection to Recovery: The Response Pipeline 24/7 SIEM - driven monitoring correlates logs across all critical systems and flags anomalies against a network baseline for immed iate investigation.  1  Detection & Analysis Incidents flagged and categorised by severity  2  Containment Affected systems isolated; OT safety systems protected  3  Eradication Root cause found via forensics; malware removed  4  Recovery Systems restored from validated backups, watched for re - infection  5 Post - Incident Review Lessons captured to strengthen future posture 8
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          TRAINING & AWARENESS Turning Every Employee into a Line of Defence TRAINING PROGRAMME  New Employee Induction Mandatory security training before network access is granted  Annual Refresher Training Updated regularly to reflect new policies, threats and incidents  Role - Based Training Targeted phishing/fraud training for procurement; advanced technical training for IT/OT staff  Monthly Phishing Simulations Realistic scenarios with follow - up coaching for employees who click SteelForm Manufacturing Ltd | Cybersecurity & Data Governance 9
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          CONCLUSION A Resilient SFM Starts with This Framework  1 Segment IT/OT networks to contain breaches before they reach production  2 Enforce least - privilege access and multi - factor authentication everywhere  3 Maintain continuous vulnerability management and tested backups (Chowdhury, et al. 2025)  4 Run 24/7 monitoring with a rehearsed incident response plan  5 Build a security - aware culture through ongoing staff training 10
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production management has driven major efficiency gains but has also merged
IT and OT systems, creating new entry points for attackers (Joel, O.S. et al.
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This briefing proposes a multi-layered security framework aligned to the NIST
Cybersecurity Framework 2.0 (Govern, Identify, Protect, Detect, Respond,
Recover) and the CIA Triad, balancing operational continuity with robust
protection (Edwards, J., 2024).
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