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[bookmark: _Toc147794689]Introduction
In computer networks, network security is the protection of network systems and infrastructure from cyber threats, breaches, and intrusions. It involves using hardware and software and implementing processes, rules, and configurations related to network usage, availability, and overall protection. Recent research has revealed that cyberattacks are becoming increasingly sophisticated, and the majority of 59% respondents have experienced several threats based on email. Furthermore, 72% of organizations anticipate being affected by an attack based on collaboration tools in 2023. As a result, organizations must adopt the most up-to-date network security defenses to protect their data and resources from cyber attackers. This paper examines the most effective approach to establishing a secure network security environment [1].










[bookmark: _Toc147794690]1a. Network Security

Network security is the act of protecting an organization's network infrastructure from attacks or damage. The concept of network security is crucial in the confidentiality, integrity, and authentication of a network system.
The network security concept covers Intrusion detection systems, traffic analysis, AAA, network monitoring, CIA, etc. [1]

[bookmark: _Toc147794691]1a. Types of Threats and Attacks
1. DDOS (Distributed-Denial-of-Service) This attack occurs when a threat actor build sets up different botnets (substantial number of malicious computers) to direct fake traffic like high volumes of packets toward a network server, this traffic overwhelms the server by carrying out complex SQL queries, making the database weak and vulnerable.
2. Ransomware: Ransomware attacks usually occur when an attacker successfully encrypts a user's data and requests a ransom before releasing the decryption code. Oftentimes, paying the ransom doesn't necessarily guarantee full recovery of the data and may encourage further attacks and extortion by the attacker.
3. Crypto jacking: This attack occurs when attackers use malware to take over a victim's computer or device to mine cryptocurrencies without the victim's knowledge or consent.
4. Phishing: Phishing is one of the biggest kinds of cyberattacks out there. It's a kind of social engineering where someone pretends to be someone you trust and sends you fake emails.
5. Brute Force attack: This attack occurs when attackers make several efforts to access a network system or administrator account by systematically trying several combinations of credentials (usernames and passwords) until they find the right combination, thereby gaining access to the system.
6. Physical Attack: This is an attack on physical hardware or infrastructure, such as cutting data or network cables, or stealing network servers, which can disrupt services and compromise security.
7. Man in the middle attack is a threat that occurs because of an interception of a network traffic by an attacker. An attacker can intercept or eavesdrop on a network between users on a particular network, to modify the data being exchanged.
8. Social Engineering: This often involves the manipulation of individuals into revealing confidential information or performing actions that compromise security. This is done by a skilled hacker who uses techniques like pretexting, baiting, and tailgating to collect confidential data of an organization.
9. Advanced Persistent Threats (APTs): APTs are targeted attacks by well-equipped and skilled hackers whose aims are to infiltrate networks, often for espionage or data theft. These attackers are often sponsored by private or top-secret government organizations.
10. Worms and Viruses: These are self-replicating malware that spread from one system to another, often causing damage or stealing data along the way. These threats can spread within seconds and can shut down a system or network.
11. SQL Injection: an attacker uses SQL injection (sending several SQL queries via the input data from the client base to the application) to exploit vulnerabilities or weaknesses in web applications [5].


[bookmark: _Toc147794692]C. Tools and Procedures to mitigate Malware effects

· Antivirus: This is software that protects the system from malware or ransomware attacks. Examples are Norton, McAfee, Bitdefender, etc.
Procedure: To protect the network, an antivirus must be installed, and regular updates must be carried out to keep it active and operational. Schedule frequent scans and real-time protection.
· Firewall: This is a network security system that monitors and regulates network signals or traffic between computer devices on a network. It can allow or block traffic according to set rules or configuration principles. Examples are Firewalls like Windows Firewall or hardware firewalls.
Procedure: Firewalls must be configured to filter incoming and outgoing network traffic. Access to only necessary ports and services must be restricted.
· Intrusion Detection System (IDS): This is a security technology used to protect computer networks and systems from diverse types of cyber threats and attacks. Examples of IDS/IPS solutions are Snort, Suricata, etc.
· IDS is useful for scanning network signals and system activities to check and identify fake or malicious behavior or traffic and potential security breaches. It observes and analyzes network traffic without actively stopping threats but alerts network admins by generating notifications about potential security breaches or incidents.
· IPS (Intrusion Prevention System): It functions on the capabilities of the IDS. What this means is that the IPS acts appropriately to block, prevent, or mitigate any threats that were detected by the IDS. IPS performs actions blocking IP addressing, and blocking malicious network traffic and ports that attempt to infiltrate the network.
· Procedure: Always deploy IDS to detect suspicious activities and IPS to block or prevent malicious traffic and attacks.
· Patch Management: This is an important security management tool that identifies, tests, deploys, and monitors updates for software, patches, and fixes for various software applications, operating systems, and hardware devices. Examples are tools like Microsoft WSUS, SCCM, or third-party patch management solutions.
Procedure: Apply security patches and updates regularly to the operating system and software to address known vulnerabilities. [7]

[bookmark: _Toc147794693]1d. Principles of Securing a Network
This principle of securing a network can be explained using the CIA TIAD, which includes Confidentiality, Integrity, and Availability [18].
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Figure 1.0 CIA Triad diagram.

· Confidentiality: this aspect protects sensitive information from unauthorized disclosure to users or customers. It aims to ensure that personal information is kept private and only accessible to users or corporations that own or need it to carry out their business operations. For example, mechanisms like firewalls or ACLs are used to protect network resources from unauthorized access. 
· Integrity: This is the act of keeping the network from unauthorized tampering of credentials or configuration settings in transit. The integrity of the network ensures that outbound and inbound traffic are from reliable sources. 
· Availability: This aspect ensures network systems, data, infrastructure, and configuration settings are made available when needed.  [18].

[bookmark: _Toc147794694]1e. Mitigating Effects of Common Network Attacks in SMEs
The following key aspects must be considered in reducing attacks on SMEs [2].
· Email Filtering: this is a network security measure that helps to identify and block unwanted or malicious emails from entering a user's inbox. Most emails that end up in the spam folder are emails that were filtered as potential malicious emails.
Email filtering comprises spam filtering, Phishing protection, Malware and Attachment scanning, Sending authentication, etc.
Examples of Email filtering solutions are Microsoft Exchange Online Protection or third-party spam filters.
Procedure: Implement email filtering to block malicious attachments and detect phishing attempts.
· Incident Response Plan: this is a documented guide that outlines the steps to take in the event of any attack or security es. This plan includes communication, containment, eradication, and recovery.
· Security Information and Event Management (SIEM) Systems: these are security platforms that collect and analyze log data from various sources to detect and respond swiftly to security incidents or breaches.
· Least Privilege Principle: this is a security measure that grants users, devices, and systems the minimum level of access needed to complete their required tasks successfully. It permits users access to certain levels of rights and privileges in a network system.
· Virtual private networks (VPN)
VPNs are tools used for securing the communication of an organization’s networks and endpoint devices. Remote access VPNs use IPsec or SSL for verification, and this creates a secured line to stop any devices from spying on the network [2].
· Implementing a zero-trust security framework
This framework is used to provide safe access to IoT, container, end-user devices, APIs, and more. It secures an organizational network, and workplace since all users must first verify their credentials before access is granted [2].
· Educate users on threats and where attack originates from [3].

[bookmark: _Toc147794695]1f. Cisco Network Foundation Protection (NFP) Framework
Cisco created the NFP security framework, which consists of a variety of logical operations for implementing different security tactics on network routers and switch devices. It provides a rational security strategy for safeguarding the infrastructure, which forms the cornerstone of the supply of uninterrupted services.
	[image: ]



Figure 2.0 Internal operation of the Cisco NFP framework

[bookmark: _Toc147794696]1g. How to mitigate the effects of Trojan horses, Worms, and Viruses 
The effects of worms, Viruses, and Trojan Horses can be reduced if the following points are followed [7].

· Every application used by companies must be set on auto-update.
· Firewalls must be enabled on the operating system and must also be auto-update.
· Unauthorized access to the network must be configured on the security system.
· Antivirus must be set up and configured according to prevent virus intrusion.
· BYOD like flash drives or Hard drives must not be plugged in on the company computers, except authorized by the network admin.
· Frequent backup must be performed. Auto backup can be set up for this purpose.

[bookmark: _Toc147794697]1h. Endpoint Vulnerabilities and Protection Methods
An endpoint is an access point to an organization network, and through this point, cybercriminals can easily take advantage of it. Endpoint devices can be personal technology owned by end users, such as laptops, desktop computers, mobile devices, etc., [9].

Some of the endpoint vulnerabilities are:
· Outdated application: Outdated O.S and applications can easily be a weak point for an intrusion.
· Weak login credentials: Weak passwords are frequent target points for hackers, Password policies must be implemented to guide employees on how to set passwords.
· Social engineering occurs when users are lured into divulging sensitive information, or they frequently unwittingly reveal their personal login information to hackers.
· Worms and trojan horses, and other types of malwares frequently target endpoint devices.
Some of the protective methods to implement towards preventing vulnerabilities are [10]:
·  A More sophisticated antivirus and antimalware resistance must be implemented to prevent, identify, and block malware all through different endpoint and operating systems.
· Implement robust security for applications to assure protective browsing on the web.
· Information loss prevention and classification measures must be put in place to prevent data loss.
· Using an integrated security system, you can protect your network from malicious harm.
· Insider threat prevention to protect the system from unsafe practices. 
· The disk, endpoint and email must be encrypted to avoid the breakdown of data
· By requiring users to provide more than just a password, multi-factor authentication can provide an additional layer of protection.

[bookmark: _Toc147794698]2. Securing Cisco Routers

This is contained in a packet tracer.


[bookmark: _Toc147794699]3. Securing a network with AAA
A.A.A. refers to “Authentication, Authorization, and Accounting.” It is a security framework in a network that controls access to computers, policies, and auditing. It contains management and cybersecurity capabilities for checking users and monitoring every activity provided they are linked to a network [14].

The function of Authentication in AAA verifies users. It verifies user’s login credentials against their records on the server.
Unlike the Authentication feature, the Authorization in AAA works in a unique way. Authorization determines which areas and sets of privileges a user can access on the network infrastructure device. These permissions are stored in the database along with a user's identity [14].
Accounting utilizes the information gathered during the user's access to a network to monitor their activity while they are logged in.
In conclusion, AAA has a few different protocols that help protect your network, like a remote connection, diameter, dial-in user service plus, and the terminal access controller.

[bookmark: _Toc147794700]4. Minimizing threats to Cisco routers and networks using ACLs


[bookmark: _Toc147794701]5. Setting up a Secure Network Design, Management, and Reporting

[bookmark: _Toc147794702]5a. Security policy?
A group security policy is a document that outlines the organization's plans to protect its infrastructure and IT assets. A security policy may also include acceptable use policies. These policies will educate employees on how to best protect both physical and digital assets within the organization.
To implement a comprehensive security policy, the following steps need to be taken [13]:
· Define the purpose of this policy: explain why the policy is needed and why it is necessary.
· Define who is covered in the policy: this defines who is covered and what the policy applies to.
· Provide access control and authority policy: this is a document to prove who can access what type of resources.
· Define data categories: Define which data is sensitive and which is not.
· Provide responsibilities and duties for employees: who will oversee and enforce the policy.
· Provide security awareness training: this is to teach employees about security best practices, such as how to avoid phishing and how to use company devices.
· Provide policy update: Once the policy is in place, provisions for policy updates as the organization progresses must be implemented [13].



[bookmark: _Toc147794703]5b.	Tools and Techniques for Network Security Testing

Testing a network is a way of ensuring the network is secure and not susceptible to cyberattacks either within outside or inside the system. It's done by using automated, logical tools that look for any security flaws in your network [13].
Network security testing can be conducted using a variety of techniques and tools, as explained below:
· Network Scanner: This is a particularly useful tool for this purpose, as it allows for the scanning, monitoring, and identification of the network's hosts connected to it. Additionally, Network Scanning can be used to discover all services operating with the network, such as File Transfer Protocol services, H.T.T.P services, POP3 services, and SMTP services. Most common tools for scanning networks are (Nkito, Wireshark, (PRTG Network Monitor), (Snort), and (Syxsense).
· Scanning Vulnerability: this is a way of keeping an eye on computer systems and figuring out if there has been a breach. It does this by analyzing the data and reporting back to the people in charge of the system. There are lots of diverse types of vulnerability scanners out there, like App Scan (Acunetix), App Spider (Astra), Burp Suite (OpenVAS), and Intruder (Intruder).
· Ethical Hacking: Ethical hacking is a way to test out a computer system or website to see if there are any security issues before a hacker can take advantage of them. There are lots of tools out there to help you out with this, like Invicta and Fortify.
· Penetration Testing: Penetration Testing is a way to test how well a computer is protected by simulating a real-world attack. Pen testers can use a bunch of different tools, like Kali Linux, Nmap, Metasploit, and John the Ripper, to get a feel for how secure a network is.
· Intrusion Detection and Prevention System: IDS/IPS are tools that keep an eye on network traffic and notify administrators of attacks or breaches of policies. Examples of these tools include Snort, Suricata, and others.
· Social Engineering Testing: This type of social engineering involves attempting to deceive employees into providing confidential information or engaging in unauthorized activities, to assess the efficacy of safety awareness training and policies. Examples of such tests may include phishing simulations or telephone-based social engineering assessments.
[bookmark: _Toc147794704]6a. Mitigating Layer 2 attacks
Layer 2 is an integral component of the Operating System Infrastructure (OSI) model, designed for the communication of data within network systems through the actual layer of the network [8]. 
Attacks on layer 2 are designed to disable or to compromise the users on the network users to extract confidential data. These hackers typically take over the ability to process standard protocols, like the ability for network switches to recognize MAC addresses and the end point device’s ability to resolve MAC addresses through Address Resolution Protocol.
· Mac Address Flooding (MAC Address Flooding): this is a vulnerability that is exploited by an attacker to flood a network switch with unknown MAC addresses. This forwards packets to every port within a VLAN, allowing hackers to intercept connections over the network via the switch, thus compromising abnormal network performance.
[bookmark: _Int_loVXWBm8]In order to reduce the risk of this vulnerability, it is necessary to implement Secure Port Security. Port-security is a unique tool that can be used in restricting or recognizing the individual MAC addresses of devices capable of accessing a single physical port. Once the port that is set up to secure and limit access to MAC addresses has been reached, any MAC address from a device that is distinct from the specified secure MAC addresses will trigger a security breach [7].

· DHCP server spoofing and MitM attacks
For easy exploit of limited address spaces of an authorized DHCP server, an attacker can create malicious DHCP server, which is known as a DHCP server spoofing or MitM attack. This attack involves creating false IP addresses, which are then used to redirect normal traffic between endpoints. This redirected traffic is then routed through the end station of the attacker, allowing them to intercept or monitor traffic between two unsuspecting target endpoints.
To guide against this kind of attack, the network admin needs to turn on the DHCP snoop feature on all the Layer 2 ports on the network. This will indicate which ports are "trusted" and which are not. Trusted ports can send out DHCP requests and accept them, while untrusted ports will not be able to.

[bookmark: _Toc147794705]7. Implement the Cisco IOS firewall
Packet tracer file.

[bookmark: _Toc147794706]8. Cisco IOS firewall feature set
[bookmark: _Toc147794707]8a. Network-based Intrusion Prevention System: 
It is a type that helps protect computer networks from hackers, unauthorized access, and other malicious activity. It uses real-time monitoring and analysis of network traffic to detect any unusual patterns and alert system administrators so they can take action to stop the attack [3].

[bookmark: _Toc147794708]8b. Signatures
Signatures are a type of data that can be used as a security detection pattern to identify malicious traffic. These signatures are generated by analyzing the behavior of individual network traffic and comparing it to a database of malicious traffic that has already been identified and recorded. If any of the traffic in the database matches the signature found in the signature, it will be automatically blocked, and the security team will be alerted of the attack [3].
[bookmark: _Toc147794709]9. Implementing a Site-to-site VPN
[bookmark: _Toc147794710]a. VPNs
a. Virtual Private Networks (VPNs) are a type of technology that helps protect the internet and networks from unauthorized access. They provide secure, remote access to large networks and resources, and encrypt all traffic that passes through them. Only authorized users can view the traffic, and VPNs are used to ensure only authorized persons are able to locate the resources they use online [16].

[bookmark: _Toc147794711]b. IPsec VPNs
IPsec is the standard protocol for encrypting, authenticating, and providing other security services between endpoints like routers and firewalls. It is designed to keep IP network communications private, which is why it is often used to set up VPN connections. The IPsec works in two ways: transport and tunnel mode. Transport mode is used for exchanging data between host and host, while tunnel mode is used for connecting gateways [16].
[bookmark: _Toc147794712]c. Configuring site-to-site IPsec VPN
Packet Tracer file.

[bookmark: _Toc147794713]d. Encryption, Hashes, and Digital Signatures
Encryption is the process of scrambling data to make sure it is only accessible to the right people. Different encryptions exist, the symmetric, and the asymmetric. 
The Symmetric encryption utilizes similar codes for either encryption or decryption, so only the person with the encryption key can read the data. But in asymmetric encryption, separate keys are used for encrypting and decrypting data. This is different from symmetric encryption because only the user with the encryption key can access the file. Protocols like SSL, HTTPS, and PGP use asymmetric algorithms [11].
· Hashing is a process that takes a text or a list of numbers and turns it into a numerical or alphanumerical value. The hash function converts the key into little characters. The final data, called the hash, is unique from the main data. When any change is made to the original data, the hashed data will look different.

Different Hash functions that can be used include Division, Mid Square, and Folding, as well as Multiplication methods.

· Digital Signatures
Digital signatures are electronic, encrypted indicators that verify the authenticity of a digital content. A digital designation is created using mathematical algorithm by stamping a message as the sender’s secret code. This secret code is used to verify that the message is authentic, and that it has not been altered since being signed, and that the message originates from the sender [11].

[bookmark: _Toc147794714]e. Cryptographic hash
A cryptographic hash is a particularly useful tool verifying the accuracy of data. It takes data of different lengths and converts it to a single string called a hash. This ensures that no two identical signals have the same hash content, and even if they do, it means that the data has been compromised [17].

[bookmark: _Toc147794715]f. Encryption algorithm
Encryption code is a powerful tool for securely encrypting data prior to its transmission. It transforms a normal text message to a ciphertext, forwarded to the recipient using an encoded key converted to the original format as plaintext. 
[bookmark: _Toc147794716]g. Public Key Infrastructure (PKI)
(PKI) verifies the authenticity of digital certificates issued by users or devices. It is based on the hierarchical trust model, which involves a Certificate Authority issuing digital certificates to authenticate users within the network. This model is further explained in the following scenario.





[bookmark: _Toc147794717]10. Implementing a remote access VPN
Packet Tracer


[bookmark: _Toc147794718]11. Deploying the Cisco ASA and NAT/PAT services

[bookmark: _Toc147794719]a. How does A.S.A operate?
[bookmark: _Int_OZMA6e9k](ASA) is a dynamic type of firewall that utilizes a range of security functionalities, including (API), (IPS), and (VPNs). API is designed to detect and block malicious threats, such as viruses and malware, that may be concealed in application traffic. VPN, on the other hand, serves as a detection and prevention tool for attacks that attempt to take advantage of network protocols or applications that are vulnerable to attack.
The AAA feature can also be implemented in SaaS (Software as a service). When you set up AAA SSH authentication explicitly, it only works with usernames that are password-protected [18].
Some of the other advanced components of ASA include IPsec SSL VPN, Clientless SSL, VPN, etc. [18].


[bookmark: _Toc147794720]PART 2: Setting up a secure network infrastructure 
[bookmark: _Int_7P9s6cqr]A2Z Technologies is a company that designs and manufactures cutting-edge electronics, which they then sell to retailers all over the UK and beyond. They have a head office in Swansea and a production plant in Cardiff.

Proposed Job
A2Z Technologies has been relying on cloud services for its operation, it also wants to have a physical site server. Due to the nature of its operation, customer data, company profile, research works, and operational data are of utmost importance, hence the need to set up a well-secured network system in its Head Office at Swansea.

Scope
We are putting together a plan to make sure A2Z tech is secure. We will be installing VPNs, remote access gateways, firewalls, access controls, intrusion detection and prevention systems, malware management, secure configurations, and a backup server.

Blueprint architectural design of the proposed network
[image: ]
Figure 4: Proposed network design
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Figure 5: Structure view design

Proposed Cost for Setting up a Secured Network Infrastructure
NOTE: It is important to note that these costs may differ significantly depending on a variety of elements, such as the size of the organization, the intricacy of the network infrastructure, the degree of security required and the technologies to be implemented. Therefore, it is imperative to conduct a comprehensive needs assessment and seek advice from network security professionals or IT consultants to obtain a more precise estimation for your circumstances.

[bookmark: _Toc147794721]Proposed Cost analysis
	S/N
	Item Description
	Estimated Cost in £

	1
	Network Assessment and Analysis
	2,000 - 5,000

	2
	Network Design and Planning
	5,000 - 10,000

	3
	Firewalls and (IDS/IPS)
	5,000 - 15,000

	4
	Routers and Switches: 
	10,000 - 30,000

	5
	Servers and Storage (if needed)
	20,000 - 50,000

	6
	VPN Equipment (if remote access is needed)
	5,000 - 10,000

	
	Software Costs
	

	7
	Antivirus and Anti-malware Software
	1,000 - 5,000 (annual subscription)

	8
	[bookmark: _Int_8A7EXrWI]Network Security Software (firewall software)
	2,000 - 10,000 (annual subscription)

	9
	Security Management and Monitoring Tools
	5,000 - 15,000 (annual subscription)

	10
	Network Engineers and Security Experts
	80,000 - 150,000 (depending on location and experience)

	11
	Installation and Configuration
	10,000 – 30,000

	12
	Ongoing Maintenance and Monitoring
	15,000 – 30,000

	13
	Employee Training
	5,000 – 10,000

	14
	Security Certification for Staff
	Variable
Miscellaneous Costs

	15
	Penetration Testing and Security Audits
	5,000 – 15,000



[bookmark: _Toc147794722]A 3-Month timeline for proposed project
This is a proposed three-month project plan and timeline for the implementation of a secured network infrastructure:

First month (Design/Preparation)
First week: Setup project scope and objectives
· Point out the goals, objectives, scope of the project, and required output.
· Set up a project guide.
Second week: (Software and Hardware specification)
· Discover and sort out relevant hardware and software.
· Produce a budget for the project
Third Week: (Configuration Setup)
· Put together a network configuration plan
· Setup a security technique

Fourth Week: (Defensive Architectures)
· Prepare for incident response and security monitoring 

Second Month: (Setting Defensive Implementation)
1st -2nd Week: Purchase and Installation of Hardware and Software 
· Buy and implement hardware and software as required
· Setup and configure hardware/software according to the configuration plan

3rd Week: (Configuration settings Implementation)
· Setup a network configuration guide
· Setup firewalls, network routers, switches, and other hardware devices

4th Week: (Troubleshooting and Testing)
· Access network connection and feedback
· Check for any faults occurring during the testing phase

Third Month: (Testing/Deployment)
1st – 2nd week: Monitoring security and responding to incident
· Setup security troubleshooting parameters
· Initiate incident response measures

3rd Week: (Final Testing/Optimization)
· Carry out final testing and network optimization 
· Diagnose network configurations failures as necessary
4TH Week: (Deployment/Training)
· Setup network infrastructure
· Organize training for users and IT specialist 

[bookmark: _Toc147794723]Possible Common Attacks and Defensive Mechanisms
The following are common attacks that will affect this network
1. Malware Attacks like Viruses, worms, Ransomware, and Trojans are common attacks that pose threats to organizations' networks.
2. Phishing and Social Engineering are frequent attacks that can attack this network.
3. (DDoS) Attacks are some common attacks that have the potential of taking down a network.


[bookmark: _Toc147794724]Recommended Testing
To further secure the network, I am recommending the following testing be conducted after setting up the network.
· Vulnerability Assessment Testing: This involves Scanning the systems, applications, or networks for known vulnerabilities, such as missing patches or misconfigurations, using automated tools.

· [bookmark: _Int_r00OpS7C]Penetration Testing: also called Pen Testing is a test conducted on a network by professional ethical hackers to check for vulnerabilities and loopholes in a system, and also make recommendations on how to guide against possible malicious attacks. Black Box, white box, and gray box are all examples of pen testing.
· Social Engineering Testing: this is a type of testing conducted to determine how likely employees are to be targeted by phishing emails by sending out fake emails to see if there are any gaps in their knowledge and training [16].

[bookmark: _Toc147794725]Monitoring Tools
· (Security Information and Event Management (SIEM))
· (Intrusion Detection and Prevention Systems (IDS/1PS))
· Firewalls
· Network Traffic Analyzer (NTA)
· Packet Capture and Analysis
· Vulnerability Scanners
· Endpoint Detection and Response
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