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[bookmark: _Toc34170755]Abstract
Cloud Services Providers' innovative development of service models is becoming increasingly popular.  Improved performance, cost efficiencies, and no vendor lock-in are some of the key drivers.  Developers highly rate models like PaaS (Platform as a Service) and CaaS (Container as a Service) because they are diverse and flexible enough to match several different requirements.  Different levels of agility, configuration, scalability, and automation.  The Paper discusses PaaS and CaaS, defines IaC (Infrastructure as Code), and looks into its future.  Investigates Kubernetes and considers a user case/scenario for the technology.

[bookmark: _Toc34168002][bookmark: _Toc34170756]Introduction
Cloud computing is ‘’the on-demand delivery of IT resources over the Internet with pay-as-you-go pricing.  Instead of buying, owning, and maintaining physical data centers and servers, you can access technology services, such as computing power, storage, and databases, on an as-needed basis from a cloud provider’’ [1].
Significant Cloud Service Providers (CSPs) have progressively driven cloud computing; Amazon (AWS), Microsoft, Google, and VMware, amongst others, have championed its growth.  They have invested hundreds of millions creating ecosystems or layered structures to suit different tenants/customer requirements [2].  
The industry refers to the different layered structures as models, which include; IaaS (Infrastructure as a service), PaaS (Platform as a Service), SaaS (Platform as a Service), CaaS (Containerisation as a Service).
The use of these models depends on what level of control or responsibility the tenants require over their cloud services.  Control or responsibility relates to the level of Abstraction or automation (Infrastructure as Code) provided by the Cloud Service Provider.  Abstraction is defined as the de-coupling of applications and data from all physical Infrastructure.  Abstraction is a concept borrowed from object-oriented programming.  In the Cloud computing arena, it relates to how different platforms handle complexity and control efficiently by separating identical infrastructure components like compute, storage, networking, while providing policy-based management, movement, storage, and protection of systems and information.  Cloud models have different levels of Abstraction, which usually relates to the tenants' requirements [3].
Does the customer want to build an SLA that makes the CSP (Cloud Service Provider) responsible for all the Infrastructure and software?  The customer will connect to the application/s over the Internet; any performance issues or outages are the responsibility of the  Cloud Service Provider, i.e., SaaS (see figure 1) [2].
Does the customer want to develop their applications and then compile and run them on the CSP (Cloud Service Provider) platform without any responsibility for the underlying Infrastructure, i.e., compute, storage, networking.  If they only require the ability to create applications using the CSPs programming language execution platform.  PaaS (Platform as a Service) allows the customer to customise the operating system, web servers, and database/s (Figure 1) [4].
Another option is the customer has full control of all the elements. The outcome will mean that they will have to build a complete network environment in the cloud.  Configure the services related to the compute, storage, firewalls, switches, routers, proxy servers, load balancers, DNS, applications, etc.  Similar design as having your on-premise Data Center without the cost of any tangible items like the UPS, air conditioning, physical hosts, etc.  This setup reflects IaaS (Infrastructure as a Service, figure 1).  The remaining literature compares and contrasts PaaS (Platform as a Service), CaaS (Container as a Service), and their relationship to Docker.  Explains IaC (Infrastructure as Code) and looks into its future.  Lastly, it Explains what is Kubernetes and provides an example scenario [5].
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Figure 1:  SaaS PaaS and IaaS infrastructure [6] [7]


[bookmark: _Toc34168003][bookmark: _Toc34170757]Platform as a Service (PaaS)
PaaS is a group of software development and deployment tools, normally hosted by the Cloud Service Provider (CSP) but has previously been run on premise [8].  The architecture keeps its underlying Infrastructure hidden from developers and users, e.g., Google App Engine.  The Cloud provider controls all the underlying Infrastructure like IaaS (Infrastructure as a Service) and more (see Figure 1).  Its as if the Operation element of DevOps (Development & Operations) is no longer relevant to the customer/tenant because the CSP has taken on that responsibility.
The developer creates the code; it is compiled and tested in the PaaS environment (Integration and Middleware, Figure 2) and then moved into production.  The customer controls the data & the application resources; the vendor (CSP) manages all other resources (see Figure 1) [4].
[image: ]
Figure 2: Cloud Computing Model layers [9]


[bookmark: _Toc34168004][bookmark: _Toc34170758]Platform-as-a-Service (PaaS) – SWOT Analysis

	Strengths

1) No need to maintain, upgrade or replace systems software, Cloud Service Provider responsibility. All Infrastructure patching carried out by Cloud Service Providers.  The customer is only responsible for code.  Opposite of CaaS (Docker, Kubernetes) .

2) Fast deployment, improve business success.  With the DevOps (Development and Operations) model, developers only have to concentrate on Application Development [10]. 

3) Dynamic scaling (Elasticity) – scaling up when demand is high and low when not [2].

4) PaaS can integrate with CaaS.  Develop code in PaaS and package it in CaaS (Container as a Service) or CaaS can be used in the Cloud Service Provider (CSP) controlled abstraction layer for PaaS [11] [12].

5) Cost-Effective Rapid development i.e., DevOps (Development Operations), only concentrate on Development. BizDevOps (Business. Development Operations), solely focus on Business requirements and Development.  Cloud provider looks after Operations [10].

6) Private and public cloud deployment is possible.

7)  Releases application developers from the complexity of provisioning, configuring and manage infrastructure resources/services i.e. IaaS.
           More automated but less         
           granular.  Only have to  
            focus on code, 
            Application deployed        
           automatically.  Developer 
           focussed abstractions, no     
           operations overhead for 
           developers. 

8)  Security, developer only responsible for code security, i.e., cross-Site scripting, etc.  All infrastructure security is the Cloud Providers' responsibility. CaaS exposes developers to infrastructure security with container runtime responsibility.  




	Weaknesses
1) Vendor lock-in – Each CSP has proprietary elements. Challenging to migrate between vendors.  Numerous changes/re-coding needed i.e.convert AWS Beanstalk to Google App Engine, etc [13].

2) Developers are limited to the providers’ languages & tools.  Vendors can have specific programming languages and versions [14].

3) Non Standardised across Cloud Service Providers (CSP) network. Different versions of development software used.  The development, build, test, and deploy process will be different because the tools are custom made by the Cloud Service Provider.  Some will be more efficient than others, when it comes to fast deployment, Dynamic Scaling, etc.  CaaS or Container as a Service has a standard way of implementation because it directly relates to Docker and Kubernetes [14].







	Opportunities




	Threats

1) OpenFaaS or FaaS (Function as a Service) i.e. Serverless function.  You can run code in whatever language, for however long you need and where you want.  It has the highest level of Abstraction.  The functions are already created by the Cloud Service Provider, you just have to call the functions using scripting.  Could replace PaaS (platform as a Service) [15].









[bookmark: _Toc34168005][bookmark: _Toc34170759]Container as a Service (CaaS)
CaaS (Container as a Service) is a business model where Cloud Service Providers (CSP), like Amazon Web Services (AWS) offers an online scaleable application container-based virtualisation framework.  CaaS (Container as a Service) was built to provide tenants with the ability to package applications and all the dependencies into lightweight containers.  The lightweight refers to multiple Containers coexisting on a virtual server or instance using the underlying operating system (Linux) kernel Namespaces and Cgroups [16].  Customers can develop, test, execute, and distribute software using application containers.  Containers can be described as a standard unit of software that packages up code and all its dependencies, so the Application runs quickly and reliably from one computing environment to another [11]. 


[image: ]
Figure 3:  Difference between Iaas, CaaS and PaaS Models [17]





CaaS solutions commonly refers to Docker, which is the market leader or de-fact-to standard for containers; other containerisation solutions include; CoreOS rkt, Meso, etc.  CaaS is a turnkey solution to deploy containers and requires the customer to develop the microservices applications separately.  Leading Cloud Service Providers like Amazon EC2 Container Service (ECS), Google Container Engine, amongst others, all use Docker runtime as part of the CaaS solution.  However, CaaS (Container as a Service) also needs Kubernetes or Swarm, Container image registry, cluster management software, a set of developer tools and APIs (Application Programming Interfaces) to provide a complete solution.  Kubernetes was developed by Google and is an opensource orchestration tool [18].
Kubernetes (orchestration) is a platform to schedule and run containers on clusters of physical or virtual machines (VMs) [19].  It allows the user to fully implement and rely on a container-based infrastructure in production environments.  Kubernetes is all about the automation of operational tasks. You can carry out similar processes that other application platforms or management systems perform, but for containerised solutions [20].
[image: ]
Figure 4: Kubernetes' high-level components [20]

[bookmark: _Toc34168006][bookmark: _Toc34170760]Containerisation-as-a-Service (CaaS) – Swot Analysis 
	Strengths

1) Fast deployment – Docker is referred to as operating system virtualisation.  It doesn’t Boot an OS but can spawn/create/Spin-up light-weight containers for every process using the Docker client and Daemon software, in seconds.  PaaS will have Faster Deployment than CaaS because it only deals with the Application [16].

2) Containers are never changed after deployment.  Any changes are applied to a common image.  New containers are provisioned/spawned from the new common image and the old image is decommissioned.  This process is called immutable [21].  

3) Continuous deployment –  containers are configured to maintain all configurations and dependencies. The same development container can be used in production, making sure there are no discrepancies or errors caused by increased manual intervention.  Easy to upgrade and test containers and move them into production [22].

4) Good Isolation level (Security) if good design practice followed i.e. grouping containers in specific VM’s to limit exploit channels.  Docker creates a set of namespaces and control groups per container.  Each Application container has its own network stack. These facts mean containers are completely segregated and isolated from each other [16].

5) Vendor-neutral: no vendor lock-in. Containerised (portable) can be quickly moved between Multiple Cloud Service Providers.
  
6) Dynamic scaling (Elasticity) – scaling up when demand is high and low when not, at runtime, e.g., Kubernetes [23].

7) Market leader – Docker and Kubernetes is the de fact-to standard of CaaS technology.  Adopted by all the leading CSPs and operating system vendors, e.g..Amazon EC2, Windows, Linux, etc [24].

8) Easy to share, download images off the docker repository, or repositories like Amazon ECR

9) Fewer resources are necessary to run the same applications, i.e., Microservices [16]. 

10) Standardisation - repeatable developement, build, test, and production environment.  Easier for Engineers to fix bugs because they are following the same standard/process. Consistency across development, testing, and production.  Runs the same on a laptop as it does in the cloud [25]. 

11)  Version control  - any changes or upgrades that cause outages can be easily rollback to the previous version because of image immutability [24]. 

12)  Automation – integrates with several automation tools and programming languages, e.g., Ansible, Terraform, puppet, Python, etc 

13)  Official images in the Docker repositories and Major CSPs are all scanned for vulnerabilities.  All vulnerabilities documented.

14)  Agile collaboration with Docker -promotes teamwork.  Not as Agile as PaaS off the shelf without more developer time invested [22].

15)  Low level of Abstraction results in it being less Agile but a lot more configurable.  It is similar to IaaS because of this fact.  Pro or Con, depending on customer requirements . 

16)  Hides some of the complexity in the Kubernetes cluster.  Storage, resource management and workload placement are core functions of the Kubernetes cluster, so developers need only minimal knowledge when deploying application containers into the clusters.

	Weaknesses

1) Security – Private uploaded images in the cloud can have several vulnerabilities [26]. 

2) Patching all containers is the responsibility of the customer, unlike PaaS.

3) Microservices (Docker) – Can introduce complex networking because applications are containerised into several containers that have to be networked together.  Troubleshooting network traffic flow is difficult as data flow could be processed by numerous application containers [27].

4) Broad and advanced level of knowledge needed to understand and run Microsystems, Containerisation, Orchestration (Kubernetes), and the coding language etc.  With PaaS, the user creates the code, compiles, runs, and moves it into live.  You only have to understand the chosen platform, no other components\technology.

5) Responsibility of infrastructure Security can be moved to developers who are not security experts.



	Opportunities

1) Kuberbetes containerised orchestration tool development is continuing to improve and broaden the technology uses, because of the sizeable opensource community and its continual time investment.
	Threats

1) OpenFaaS or FaaS (Function as a Service) i.e. Serverless function.  You can run code in whatever language, for however long you need and where you want.  It has the highest level of Abstraction.  The functions are already created or available on the CSP network, you just have to call the functions using scripting e.g. Yaml, Json, Python etc [15]



	
	















[bookmark: _Toc34168007][bookmark: _Toc34170761]Infrastructure as Code
Infrastructure as code (IAC) is the realisation from the Industry that automating the infrastructure lifecycle using scripting brings several critical efficiencies and advantages for business processes/functions.
  In the past, System Administrators (Sysadmins) had to provision servers by manually configuring all the hardware and software required for applications to run.  Sysadmins also monitored performance and increased or decreased server resources, i.e., CPU, storage, and Ram manually, which is prone to human mistakes and miscalculations (Reference).

[bookmark: _Toc34168008][bookmark: _Toc34170762]Manual Provisioning Issues
The manual system administration process has implications in regards to cost, scalability, availability, standards, and inconsistencies.
1) System administration without scripting/automation is labour-intensive; all provisioning tasks need human intervention (high labour costs, i.e., time and people).
2) Manually monitoring the performance of the environment and increasing or reducing compute requirements stops the network from performing at an optimum level.  Spikes and drops differing from the Mean network performance are impossible to respond too efficiently.
3) Human error when building virtual servers or appliances occurs, engineers manually creating and deploy configurations.  Templates can help with this scenario, but they still need future manual re-configuration and patching.  
The processes/functions that have experienced improvements in implementing IaC, listed below in Figure five [28].
[image: ]
Figure 5: Infrastructure resource lifecycle (AWS) [29]
Infrastructure as Code (IaC) is the managing of IT infrastructure by using scripting to automate configuration files to deploy Infrastructure and applications.  IaC tools can provision Infrastructure very efficiently. Infrastructure changes become repeatable processes with fewer errors or defects and minimal manual user intervention.
HashiCorp created Terraform, one of the leading opensource orchestration tools. HasiCorp describes IaC as using a high-level configuration syntax. It allows a blueprint of your datacenter to be versioned and treated as you would any other code. Additionally, Infrastructure can be shared and re-used [30].
IaC fits into two categories that partially overlap regarding their capabilities.  The two types are Configuration Orchestration and Configuration management.  Configuration Orchestration tools automate the deployment of Infrastructure, i.e., servers, switches, firewalls, etc.  Configuration management configures the software and systems that have already have been provisioned by the Orchestration tool.
Collaboration between the two tools creates an abundance of significant efficiencies for any business, all the processes in the lifecycle in Figure 4 profit from these efficiencies [1].  Figure five has a list of some of the leading Configure Management and Orchestration tools. 

[image: ]
Figure 6: Configuration Management and Orchestration [31].

[bookmark: _Toc34168009][bookmark: _Toc34170763]Benefits of Infrastructure as a Service (IaC).
Improved speed of setting up a complete infrastructure by running scripts, the entire DevOps lifecycle becomes more efficient, fast provisioning of servers and application installations.
Manual misconfiguration is reduced drastically because human intervention is a minimal requirement.  Once the configuration files and scripts are created, they are re-used as a standard template/code for deployment, which creates consistency.
IaC can configure Cross-platform and multi-cloud automation.  All of the opensource configuration and orchestration tools can do this (Figure 5).  The closed or platform-specific tools like Amazons Cloud formation cannot, i.e., only built for Amazon.  Terraform is an opensource orchestration tool that can configure numerous appliance APIs (Application Programming Interface), including F5/BIG-IP, Paloalto firewall, etc [28].
Infrastructure as Code or managing servers through code results in standardising the medium sysadmins or developers use to provision Infrastructure.  For example, using Terraform or Kubernetes as the Orchestration tool means you can create Virtual Machines or containers with the same or very similar code in AWS, Google, VMware, etc.  
You don’t need to learn how the administration console works for all three, just one language for the 100 plus growing devices/technology APIs listed on the Terraform site [32].  The only addition is learning a configuration management tool like puppet or Ansible as well.  The current and future potential is enormous, learn two automation tools, and you can administer and configure any of the virtual appliances, containers, or instances in a Cloud, on-premise, or Hybrid environment.
To future proof your cloud environment or local Data Centers, use it in its most efficient state and experience all the possible benefits, i.e., provisioning, scalability, availability, consistency, etc.  There is a necessity to implement Infrastructure as Code (IaC).
DevOps (Development and Operations) integrates developers and operations teams. It is directly related to IaC because its core principles are all about improving collaboration and productivity by automating infrastructure, workflows, and continuously measuring application performance.  BizDevOps is referred to as DevOps version two. BizDevOps is a model resulting in Business staff, developers, and operation staff working closely together in one small team. The thought process is that the integrated teams can develop software quicker in small agile non-silo teams and be more responsive to user demand, maximise revenue by meeting the Businesses KPIs (Key Performance Indicators) [10].
All the previously discussed models or development lifecycles have come about through automation or IaC (Infrastructure as Code).  

[bookmark: _Toc34168010][bookmark: _Toc34170764]ITSM and Infrastructure as Code (IaC)
Integrating Infrastructure as Code (IaC) with Information technology Service Management (ITSM) is starting to grow in popularity.  Information Technology Infrastructure Library  (ITIL) is a market-leading ITSM.  ITSM is a framework of best practices used throughout the industry; it explains how to structure your IT Department to best support the organisations business functions and processes efficiently.  ITIL ITSM has recently been re-engineered from version three to four to include the Agile software development lifecycle. 
Using DevOps and ITSM together broadens the scope of automation throughout your organisation, i.e., BizDevOps.  The four critical components needed to implement this methodology, is Agile [10] [33], Version Control [29] [33], Pipeline [3] [33] and Service Catalog [34] [33].  The service catalog lists all the IT services your company provides for its customers.  In figure five, the service catalog acts as a self-service interface to start the auto-build/deployment of Infrastructure.  The Product lead will gather the relevant information from the business, then using the self-service interface will select the required services, which will be automatically built and deployed on-premise, Public, private, or Hybrid Cloud.  ServiceNow with vRealize is an example of integrating ITSM and IaC.  ServiceNow is a PaaS (Platform as a Service) which helps to automate workflows.  VRealize add-on is a VMware tool that offers built-in Infrastructure automation.

[image: ]
Figure 7:  Information Technology Service Management and IaC Diagram [33]

Serverless or Cloud Functions
Serverless computing with a Function-as-a-Service (FaaS) execution model is rapidly gaining popularity [35].  Serverless computing or Function-as-a-Service (FaaS) is defined as a software architecture where an application is decomposed into ‘triggers’ (events) and ‘actions’ (functions), and there is a platform that provides a seamless hosting and execution environment [15].  The Methodology behind this cloud model is that scripting language like YAML or JSON calls all the relevant functions hosted by the Cloud Service Providers.  An example could be an event like a file uploaded, triggers a script, which Calls the serverless architecture and requests a specific function (compute) to run against the file, i.e., encoding or encrypting, etc.  The encoded or encrypted data could be dumped into another file, ready for another Function to be called.  Serverless has the highest level of Abstraction, which results in the lowest provisioning overhead.   The developer does not have to consider or worry about the Infrastructure at all.  The performance and security of the lightweight stateless Functions is the Cloud Service Provider's responsibility.  The vendor only pays for the running time of the functions when they are called.



[bookmark: _Toc34168011][bookmark: _Toc34170765]Model-driven Development and Brokering Standardisation 
IaC (Infrastructure as Code) has introduced standardisation in the Market place by automating the provisioning process.  At the same time, the diversity of multiple languages with differing syntaxes and coding practices, e.g., Chef recipes or puppet code, have added difficulties regarding the required knowledge base needed to implement IaC Orchestration, Configuration management, load balancing, monitoring, etc. (Figure 7).
                    [image: ]
Figure 8: Typical Ops Activity [36]
The industry is starting to experiment with a model-driven approach to try and counteract the in-depth skill set needed because a large population of companies does not have the available skills, which dramatically slows the adoption potential of IaC automation [36].
The idea behind modeling is to abstract or remove the need for multiple IaC language skill sets.  One model/framework is used to create a self-service platform to interact with the IaC languages and generate all the relevant code automatically.
Weirdly, it is as if IaC brought the industry forward by creating automated ways to standardise infrastructure deployment.  Several IaC languages were developed that carryout the automation but generate the code in very different ways.  This resulted in a de-standardising element, and now the model-driven approach is trying re-standardise the code by abstracting away all the different languages and technical knowledge difficulties.  To a smaller/manageable amount of specific Models/frameworks, Self-service platforms, or High-level languages like JSON, Yaml, or DSML (Domain-Specific Modelling Language).  The abstraction process or purpose is very similar to  IaaS, CaaS, PaaS, and SaaS.


[bookmark: _Toc34168012][bookmark: _Toc34170766]Modelling Examples:
CloudCamp is a platform-agnostic self-service model-driven framework that is scalable and rapid provisioned with a high-level abstraction that eliminates Cloud Service Provider lock-in.  CloudCamp is de-coupled from the Cloud Service Provider (CSP) because the design of its domain-specific modeling does not integrate or bind with any low-level domain specifications or dependencies of the CSP.
CloudCamp was developed using TOSCA, the “Topology, and Orchestration Specification for Cloud Applications [37]” and is the reference OASIS (Open Standard Open Source) standard for orchestration languages, supported by over 60+ big industrial players such as IBM and Huawei [36].  Applying this approach enables the creation of a portable and interoperable plan-as-a-service template for cloud services [3].
Dicer is another self-service model-driven approach developed for complex Infrastructure or Data-Intensive Architectures (DIA), i.e., Big Data.  Dicer uses OASIS Topology and Orchestration for Cloud Application (TOSCA) standard, so it has the same level of interoperability and portability as CloudCamp.  Dicer and CloudCamp use DSML (Domain-Specific modeling language).  Dicer uses UML profiles, a library of IaC code developed by industry for best practice DIA environments.  Using these components, Dicer exploits and combines different big data environments [3] [36].
ModDePas project aims at defining a set of tools to automatically and intelligently, analysis, and select the best PaaS (Platform as a Service) offered by multiple Cloud Service Providers.  PaaS has a high level of Abstraction and agility because of automation.  An even higher level of automation is introduced with Multi-PaaS/ModDePas.  Efficiencies experienced because of reduced human resources and time.  Automatic discovery of each PaaS (Platform as a Service) capabilities,  application requirements also automatically considered [14].
Multi-Pass has some similarities to Brokered services but with less automation and no intelligent algorithm provisioning.  The Idealism behind Brokered Services is gathering multiply Cloud service providers like Amazon, Google, Microsoft, etc., services into one catalog so they can be manually compared and have a single purchase point [38].  
[bookmark: _Toc34168013][bookmark: _Toc34170767]Kuberbetes
Kubernetes is the open-source de-facto standard platform for container orchestration.  Initially it was created by Google, but is now maintained by the Cloud Native Computing Foundation (CNCF).  Kubernetes orchestration is the automating, scaling/descaling (auto-scaling), load balancing, and management of Containerised applications [24].
Kubernetes allows you to automate container provisioning, networking, load-balancing, security, and scaling across Docker hosts.  Docker is one of the containerisation runtimes that Kubernetes controls to give us High Availability, Scaleability, and monitoring.  Your Application will be highly available because Kubernetes maintains a minimum level (Desired state) of multiple Docker application containers or nodes running and load balances between them.  Kubernetes is auto-scalable because it monitors workloads of the Pods\containers and will automatically create or spawn more containers when the workloads spike and remove the Containers as the workload reduces.  It has auto-healing characteristics by monitoring (Health Check)  the state of application containers, and if the Pod (1 or more containers) fails, it will try and re-instate the containers to there initial state, reschedule containers if nodes fail, kill and spawn/create new container/s running the same Application if they cannot be re-instated [24].
[image: ]Figure 9: Kubernetes Control Plane [39]
Referring to figure 6 above, Kubernetes node is an instance of a computer that is running Kubernetes.  Kubelet is the Kubernetes Application that is running; it communicates directly with the master node.  Pods run on a node and can contain one or more containers.
The service handles requests coming from inside the Kubernetes clusters, i.e., from one node to another or from outside, a public request to a master node that wants to hit a microservice.  The user/public requests access to an application that is hosted by the containers and is directed to a service that is usually a load balancer.  The service is a definition that decides how the requests should be routed or handled inside the cluster.
Deployment defines the desired state of the cluster, i.e., how many Pods.  It tells Kubernetes what and how many Pods (1 or more containers) you would like to run.  The replication controller is the specific function of the Master that does that. 

[image: ]
Figure 10: Kubernetes Replication Controller Design [27].

[bookmark: _Toc34168014][bookmark: _Toc34170768]Scenario
SoftTech is a web development and hosting company that has two sites with four-blade centers, two on each site.  Each site has its own SAN storage, switches (L2&L3), HA pairs of firewalls with 10 DMZs.  The DMZ’s are stretched between the two sites using L2VPN (Vxlan\Evpn) technology.  They have reached capacity and are expanding into the AWS cloud.  They are in the process of switching to containerised Microservices, Docker because they want a platform that is easy to scale and no vendor lock-in i.e., portable between Cloud Service Providers and auto-scales in the CSP (Cloud Service Provider) and on-premise environment, so there will never be any capacity issues.  They have created the new container environment in the AWS CaaS (Container as a Service), e.g., Amazon ECR, Amazon EC2 with Kubernetes as the Orchestration tool.
Amazon EKS (Elastic Kubernetes) is Amazon's version of Kubernetes in the cloud. They are using Amazon ECR (Elastic Container Registry), so they are not locked into the Amazon platform; all code is portable.  Write code as a Docker image and upload it into ECR ready for deployment, high availability, and version control is built-in.  
[image: ]
Figure 11: AWS Elastic Container Registry (ECR) [40].
EKS is a managed service that could cause lock-in to Amazon.  To counteract that fact, SoftTech engineers will configure and run Kubernetes onsite in Parallel to mimic the cloud setup.  Once tested and the SoftTech engineers have learnt how to configure Kubernetes, it will be brought in production and initiate decommission of the existing Monolith setup. The company has moved its load balancing capabilities into the cloud, which pushes the excess web requests to the Amazons Kubernetes cloud.  SoftTech paid for an Amazon Architect to configure Kubernetes Cloud (EKS) and all the other components for a complete solution, i.e., AWS CloudFormation, to launch a cluster of worker nodes on Amazon EC2 and AWS Elastic Load balancing.  They needed it set up straight away to take the excess load.
[image: ] 
Figure 12: Amazon Elastic Container Service for Kubernetes
SoftTech has created the relevant code for the webservers and Database servers, packaged, and uploaded them into Amazon ECR.  They have configured Docker on site to download the images from the Amazon ECR into a local repository.
Using the Cloud configuration as an example, they have configured the local Kubernetes to load balance to the Docker onsite solution.







[bookmark: _Toc34168015][bookmark: _Toc34170769]Conclusion:
Platform as a Service or Container as a Service? The answer to this question is related to the customer or tenants' requirements.  Whether they are concerned about being locked into a Cloud Service Providers network, that means they have no responsibility for the Infrastructure, and only worry about the Application.  The Cloud Service Provider looks after the Operations, and the customer looks after Development, DevOps (Development and Operations) responsibility Split.  This setup has a much closer relationship with PaaS (Platform as a Service) because it is an application delivery model fixed on what software development tools and versions the service provider offers.
 Does the customer wants to have a high level of control over the Application, deploying the Infrastructure with limited or no vendor lock-in, and does not mind increased developer operational overhead (work/time)?  The customer's inhouse developers or engineers will be responsible for creating and deploying more of the Infrastructure as well as developing the applications.  This type of requirement closely matches CaaS (Container as a Service), which involves Docker containers and Kubernetes managing the application behavior and state, leading to more control over the delivery models.
Abstraction relates to how different platforms handle complexity and control. The different models have been developed by the Cloud Service Provider using Infrastructure as Code to automate their responsibilities, so it runs efficiently.  The level of Abstraction directly relates to how agile or configurable the model is.  The higher the level of Abstraction, the less configurable, i.e., PaaS (Platform as a Service).  The lower the level of Abstraction, the more configurable i.e., CaaS and IaaS.  The higher and lower scale is a direct result of the Cloud Service Provider or customer responsibility.
There are several strengths and weaknesses listed in the Swot analysis, i.e., Fast Deployment, Dynamic Scaling, vendor lock-in, etc.  However, both solutions can be a viable option. The defining factor will be which one best fits the customer requirements.
IaC (Infrastructure as Code) language diversity has slowed down the adoption of Infrastructure as Code because a broad in-depth skill set is required, and the market is lacking.  However, the Model-driven approach which allows Infrastructure as code to abstract its self by automating multiple languages down to a few high-level languages like Yaml, JSON, or DSML (Domain-Specific Modelling Language).  Kubernetes is the de-facto orchestration tool for container orchestration which allows, automatic scalability, Load balancing, security, and Abstracts and standardises the developer from the complexity of large complex Container environments.  It is the De-facto standards for CaaS (Container as a Service).
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