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[bookmark: _Toc536208866]Purpose
The Centralised Alignment of Local Medication and Emergency Resources (C.A.L.M.E.R.) project is a solution to alleviate the pressure on medical emergency-care providers in a disaster scenario by re-directing users towards alternative locations set up with the specific purpose of treating those with chronic conditions and in need of an on-going medical care. This report will investigate several areas of considerations for the delivery of C.A.L.M.E.R. - identifying risks and risk management, sustainability, legal and ethical issues and quality assurance. 

[bookmark: _Toc536208867]Risks and risk management
[bookmark: _Toc536208868]Definitions
For the purposes of this report, the following definitions are used: a hazard is “something that could cause harm to people, such as chemicals, electricity and working at height” while risk is “the chance, however large or small, that a hazard could cause harm” (HSE, 2014).

[bookmark: _Toc536208869]Identifying risks
Four areas of potential risks and constraints were previously identified at the developmental stages of the project in the project initiation document (PID) - human resources, time management, communication and information. As this part of the project has since been completed, this report will focus on identifying risks and risk management during the delivery stage of the project. The following areas have been identified as posing risk to the successful project deployment: the centres may become physically inaccessible, the available resources may run out, users may not know where to go, when or how to get there, the communication between service-providers may break-down. 

[bookmark: _Toc536208870]Risk 1 (R1)
This first risk area is that depending on the nature and the scale of the disaster, the physical access to the centres providing health-care service to people with chronic conditions may become difficult or even impossible. Under the current plan, the access to C.A.L.M.E.R. is to be through patient’s own transport, a mini-bus transport service running on regular intervals through several pre-determined routes and in some cases, with the help of specialised-vehicles such as wheel-chair accessible taxies/ black cabs or an ambulance. According to data from the Wales Resilience group with highest risk of occurring in South Wales are pandemic human disease, coastal flooding and severe weather (Wales Resilience, 2012). 
[image: ]
Figure 1. An illustration of the high consequence risks facing Wales (Wales Resilience, 2012, p.3)
As C.A.L.M.E.R. operates under natural disaster conditions only, the most likelihood scenario in these circumstances is that flood or severe weather will make the physical access to the centres difficult. The control measures in place for R1 are to increase the number of treatment centres and locations, pre-stock on supplies, use alternative transport (including such that allow delivery of medications and resources directly to the users such as drones, etc.)
The level of R1 is assessed as very likely to happen with a high impact on the delivery of the project. 

[bookmark: _Toc536208871]Risk 2 (R2)
The risk in this area is that due to the static nature of the C.A.L.M.E.R. database the available resources may run out and the patients may be arriving at a location only to find out that there are no more medications left or that the centre has had to be closed. The control measures in place for R2 is careful contingency planning and having an up-to-date knowledge of the number of patients to be expected. The idea for creating a live register for the potential service-users of C.A.L.M.E.R. has been considered. An alternative solution is for the project to become a real-time database.
The likelihood of this risk happening is high, with a very high impact on the delivery of the project.

[bookmark: _Toc536208872]Risk 3 (R3)
In case of a natural disaster the users may not know where to go, when or how to get there. It is crucial therefore that the users are well informed about what service will be available to them, how they can access it and when. Cooperation among the local health boards and health-care providers (general practitioners in particular) is essential, as well as having an up-to-date data on patients’ numbers, conditions and needs. The control measures include live register, rehearsing scenarios and establishing routes of communication. The level of risk for the project is moderate in likelihood and in overall impact. At individual level the impact may be severe to catastrophic, thus reducing the likelihood of R3 being ignored, i.e. it is in the patient’s personal interest to find out details of the services, therefore reducing the chance of R3 occurring.

[bookmark: _Toc536208873]Risk 4 (R4)
Communication between service-providers may break-down depending on the nature of the disaster and the level of impact on communication infrastructure. Service providers may be well-trained and rehearsed for their expected role, however channels of communication are crucial for the effective operation of the project. Control measures for this risk include a range of communication channels (landline connection, mobile, computer-mediated messaging) as well as contingency plans for power sources (generators, satellites, etc.) Both the likelihood and impact of this risk is relatively high.
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The project risk management strategy is to be reviewed annually and any measures and changes updated in the same cycle.

[bookmark: _Toc536208875]Code of Practice - Sustainability Issues
Considering sustainability, ethical and legal issues is an important part of the project’s code of practice both at strategic and at operational level.
The immediate impact of the C.A.L.M.E.R. project on sustainability is caused by its relatively high environmental cost. The database requires a minimum number of devices operating to match the number of centres available, however potentially every user and service provider can access it via their own device. The direct cost of producing this equipment, as well as the running energy cost it occurs is considered within this direct level of impact. The availability of both static or mobile devices to be used as a platform for running C.A.L.M.E.R. is one of the key assumptions for the project. Another significant factor is the transport used to carry the patients and its environmental impact from manufacturing of the vehicles to the end of their shelf-life, including running and fuel costs. These outcomes are expected to be outweighed by the project’s indirect impact on people’ safety, health and well-being. The aim of the project is to meet the needs of individuals with on-going health conditions and to reduce the pressure on emergency services during a natural disaster. The service user therefore will be those benefitting from the project and its non-immediate effects. Category 1 responders too, as described in Schedule 1 of the Civil Contingencies Act (2004), are among those to benefit from the project’ second order impact by preserving people’s lives. It is difficult to anticipate what the long-term impact of the project will be as there are numerous determinants that may influence the potential outcomes. This will be dependent on factors such as the scale of the project implementation, the likelihood of a disaster occurring, the size of the affected area, the nature of the disaster, what funds have been made available to invest in disaster prevention and developing capabilities plans, etc. If everyone adopts C.A.L.M.E.R. this may have wider-spread unintended but beneficial effects such as incorporating disaster planning in healthcare and transport infrastructure development, systems for monitoring patients and emergency prevention, multi-channel communication and alternative energy-dependent systems. 
If we are to trust the British Computer Society’s confidence in the UK’s digital potential by envisaging future that is data-driven and a population that is digitally-capable, connected and secure (BCS, 2017), then projects like C.A.L.M.E.R. will be part of the very fabric of this digital society. Despite being extremely difficult to predict with certainty the outcomes of Brexit, it is hoped that it will provide an environment for social and economic opportunities and that the UK will continue to be a digital leader (BCS, 2017).

[bookmark: _Toc536208876]Code of Practice - ethical and legal issues 
The local and national legal and ethical framework also defines the one for the project. The purpose and objectives of C.A.L.M.E.R. are in line with the organisational mission and values of its stakeholders (emergency services, NHS, local authority) and other partners (the Health and Safety Executive, transport and utility companies). At developmental level, any considerations for legal and ethical issues have been in line with the British Computer Society Code of Conduct, which outlines four areas of professional standards: those relating to public interest, to professional competence and integrity, duty to relevant authority and duty to the profession (BCS, 2015). Within the project it is seen as particularly important the expectation that individuals will operate with a “due regard for public health, privacy, security and wellbeing of others and the environment, conduct their professional activities without discrimination on the grounds of sex, sexual orientation, marital status, nationality, colour, race, ethnic origin, religion, age or disability or any other condition or requirement”. (BCS, 2015) The importance of this statement has been deemed sufficiently important as to be included in the welcome screen of the database. At operational and strategic level those involved with the project will follow the directives of British and European (until 29 March 2019) legislation and especially the new Data Protection Act (2018), the Health Service (Control of Patient Information) Regulations (2002) and the National Governance Framework (NHS Wales, 2013). It is expected that those operating under C.A.L.M.E.R. as service providers (healthcare practitioners and others) will abide by their professional and organisational codes of conduct in order to maintain patient’ safety, confidentiality and data protection.

[bookmark: _Toc536208877]Quality assurance issues, include examples of appropriate quality metrics
Despite being difficult to measure the quality of C.A.L.M.E.R. in the context of its real-life application, this endeavour has been given a careful quality assurance consideration. During the design and development of the database, measures were introduced to ensure that its objectives and user-requirements are met. These were concerned both with the quality of the product and its use. The project-development team, stakeholders and service-users were closely involved in the process of vigorously testing the database and the initial feedback received was highly positive (refer to the PID and the updated project plan for details). The following areas for quality of use are to be considered by a focus group before the product-acceptance stage– its functionality, reliability, usability, efficiency, maintainability and portability. These descriptors are to be given quantitative measurements and the ratings produced will be used by the stakeholders as a feedback for the quality of the product and the success of the project. The current quality matrix is enclosed in Appendix C. These are subject to change any stage of C.A.L.M.E.R.’s lifespan.
Quality assurance in operational context is to follow closely the quality frameworks of the service-providers, i.e. NHS and the local authority transport providers (see Appendix D - Standards for Health Services in Wales).
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Figure 2. South Wales Local Resilience Forum Risk Reference Map (Source: SWLRF, 2017)


[bookmark: _Toc536208880]Appendix B – South Wales Local Resilience Forum Risk Assessment Summary Table
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Figure 3. South Wales Local Resilience Forum Risk Assessment Summary Table (Source: SWLRF, 2017)


[bookmark: _Toc536208881]Appendix C - C.A.L.M.E.R. quality matrix 
	Areas of quality measures
	Descriptor
	Expected outcome
	Control measure
	Frequency

	Functionality
	User satisfaction
	8 out of 10 users will give the database 3/5 out 5 stars on the database being able to meet their needs
	Service-providers training (compulsory); voluntary feedback provided by service-user upon enlisting for the register
	As required
Feedback is also available outside training periods and direct contact-time with users (email and other contacts made available).

	Reliability
	Accessibility of service
	95% of the users will be able to access the database within 5 min of attempting to do so and within 3 attempts
	Tested biannually by a test-group
	Twice a year while in operation.

	Usability
	Easy navigation
	95% of service-users and service providers can find the service they need using different filtering techniques within 5 mins of using the database
	Service-providers training (compulsory); voluntary feedback provided by service-user upon enlisting for the register
	As required
Feedback is also available outside training periods and direct contact-time with users (email and other contacts made available).

	Efficiency
	Response time 
	Tested during development, meeting the requirements
	N/A
	N/A

	Maintainability
	Changes
	N/A (changes not expected, unless the project scales up or the database goes live)
	N/A
	N/A

	Portability
	Use on other platforms
	T.B.C. Anticipated to be easy to transfer to other platforms as exportable CVS files
	N/A
	N/A
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Figure 4. Standards for Health Service in Wales. (Source: NHS Wales, 2015)
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