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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Describe the dominant InfoSec management models, including national and international standards-based models. Explain why access control is an essential element of InfoSec management. Recommend an InfoSec management model and explain how it can be customized to meet the needs of a particular organization. Describe the fundamental elements of key InfoSec management practices. 
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. What is an InfoSec framework?

2. What is an InfoSec blueprint?

3. How might an organization create a security blueprint?
4. How might an InfoSec professional use a security model?
5. Which international InfoSec standards have evolved from the BS7799 model? What do they include?
6. What is an alternative model to the BS7799 model (and its successors)? What does it include?
7. What are the documents in the ISO/IEC 27000 series?
8. What is COBIT? Who is its sponsor? What does it accomplish?
9. What are the two primary advantages of NIST security models?
10. What is the common name for NIST SP 800-12? What is the document’s purpose? What resources does it provide?
11. What is the common name for NIST SP 800-14? What is the document’s purpose? What resources does it provide?
12. What are the common names for NIST SP 800-53 and NIST SP 800-53A? What is the purpose of each document? What resources do they provide?
13. What is the common name of NIST SP 800-30? What is the document’s purpose? What resources does it provide?
14. What is COSO, and why is it important?
15. What is access control?
16. What are the key principles on which access control is founded?
17. What are the essential processes of access control?
18. Identify at least two approaches used to categorize access control methodologies. List the types of controls found in each.
19. What is a mandatory access control?
20. What is a data classification model? How is data classification different from a clearance level?

Exercises
These answers will vary
1. Compare the ISO/IEC 27001 outline with the NIST document discussed in this lecture.  Which areas, if any, are missing from the NIST documents?  Identify the strengths and weaknesses of the NIST programs compared to the ISO standard.
2. Search the Internet for the term security best practices. Compare your findings to the recommended practices outlined in the NIST documents.
3. Search the Internet for the term data classification model.  Identify two such models and then compare and contrast the categories those models use for the various levels of classification.
4. Search the Internet for the term Treadway Commission.  What was the Treadway Commission, and what is its major legacy in the field of Data/Infosec?



Quick Quiz 1

1. Taking a look at the paths taken by other organization in order to create a blueprint is known as which of the following?
A. framework
B. benchmarking
C. comparison model
D. architecture

2. The ISO 27002 document was originally based on which standard?
A. BS7799
B. BS17799
C. ISO 17799:2013
D. ISO 27001

3. Which NIST security publications was recently revised in 2017, over 20 years after the being created?
A. SP 800-14
B. SP 800-184
C. SP 800-18
D. SP 800-12

4. Which of the following is NOT one of the five principles provided by COBIT 5?
A. Meeting Stakeholder Needs
B. Covering the Enterprise End-to-End
C. Applying a Single, Integrated Framework
D. Reliability of Financial Reporting

5. Which of the following is NOT one of the five components of the COSO framework?
A. Control environment
B. Risk assessment
C. Meeting stakeholder needs
D. Information and communication


Quick Quiz 2

1. What term is used to describe the act of retrieving potentially compromising information from recycle bins or trash areas?
A. cleaning trash
B. dumpster diving
C. mantrap
D. shoulder surfing

2. True or False: In lattice-based access control, users are assigned a matrix of authorizations for particular areas of access.

3. When using the U.S. military classification scheme, which classification indicates that disclosure of contained information could cause minor or moderate damage to national security? 
A. Confidential data
B. Need-to-know
C. Top secret data
D. For official use only

4. The use of specialized classification schemes is known as which of the following?
A. Clarification
B. Obfuscation
C. Compartmentalization
D. Fortification

5. In the Clark-Wilson integrity model, what is known as a procedure that only allows changes to a constrained data item?
A. integrity verification procedure
B. target of evaluation procedure
C. system evaluation procedure
D. transformation procedure

6. Which of the following is NOT one of the primitive protection rights in the Graham-Denning Access Control Model?
A. Create object
B. Grant object
C. Read access
D. Transfer access
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