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2.1. [bookmark: _Toc70678082]NTFS and share permissions.
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Creating the folder that will be shared.
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Disabling inheritance.
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Disabling a user from having 
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2.2. [bookmark: _Toc70678083]Share permissions.
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2 users given control
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File share being created.
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Share is viewable by the client account.














2.3. [bookmark: _Toc70678084]Group policy stopping access to control panel.
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Prohibiting access to the control panel.
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Client unable to access the control panel.
2.4. [bookmark: _Toc70678085]Removing command prompt.
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Removed access to command prompt for client.


2.5. [bookmark: _Toc70678086]Removing access to removable media drives
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Access is denied from the removable drives.

2.6. [bookmark: _Toc70678087]Restricting software installs
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User requires administrator access to install any software.


2.7. [bookmark: _Toc70678088]Enforced password policy.
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Set the settings as seen above.
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3. [bookmark: _Toc70678089]Observational tasks
3.1. [bookmark: _Toc70678090]Differences between local permissions and file shares.
The differences between local permissions and file shares varies in their own way. The share permissions are the permissions that you will set for a folder when you begin to share that folder. This will determine the access that others will have on the files inside. For example, some users may have the read permissions meaning they can read the file but not update it. While administrators would be granted full access and can add additional things to the file. The different permissions consist of Read, Change, Full Control. This works through the network.
Whereas local permissions enable more of a granular control over the shared folder and its contents. If both permissions are used, this being both local and file shares then the most restrictive permission applies. The biggest difference between the 2 is the fact that NTFS focuses mostly on the selected folder and its contents. While file shares focus on multiple different folders NTFS will focus on a singular folder and its contents. Often making NTFS more controlled because of this.  With NTFS permissions you have options such as Full control, Read & Execute, Modify, Read, Write. Compared to file shares NTFS provides a more control over the things that can happen to the folder and its contents.  [1]

3.2. [bookmark: _Toc70678091]Role of Group Policy Management in the network environment.
Group Policy Management is very important within the network environment. This policy has many important features that are used to control and manage the overall network. For example, one of the more common settings would be to stop the users from gaining access to the control panel. Within a business environment this is good to restrict this as the control panel provides access to all the aspects of the computer. At the same time, within a more advanced network where people know how to use computers in several different skill levels. Blocking access to command prompt would make everything much safer as the command prompt can provide high level access for users if used correctly. The whole purpose of Group policy management is to make the network safer by restricting or completely blocking access to unnecessary apps that could potentially cause serious problems within the network. Using this allows for the policy to be spread across all user accounts without the need to go and do each manually. [2]

3.3. [bookmark: _Toc70678092]Password principles in modern network environments.
With modern networks it is important to have a good and strong password as hackers are more and more creative by the day. Password’s overtime has had to increase in length as well as complexity so that it is much harder to crack using any auto devices. One of the principles would be ensuring password length to be more than 8 characters long. This makes it much harder to crack as its longer than the typical password. Another principle would be to ensure the name of the password is not a name, username, or literally “password” as the password. These are very common and would be attempted straight away when trying to gain access to a computer. Having 8 characters alone is not enough to make the password strong, to increase the passwords strength it is important to make sure that there are both upper- and lower-case characters within the password. [3]
Alongside this, having a number or symbol within the password makes it even stronger due to it being less common. If there is difficulty in remembering passwords that are this complex it is a good idea to use a word or phrase that would be remembered. However, never use the entirety of the phrase. For example, for the word university the password could be “Un1verst7£”. Using uncommon methods helps make the password stronger. For example, an exclamation mark is one of the common symbols used in passwords so using a different symbol would be a bit harder to find. Passwords should be changed every so often within the network to ensure security. with that in mind the previous password is not allowed to be used as the current one to ensure more safety of the account and the network. To conclude, the password principles for a modern network go as follows: [4] [5]
· 8 characters or more.
· Use of both upper- and lower-case characters.
· Use of 1 or more symbols.
· Use of 1 or more numbers.
· Password must be unique from previously used passwords.
· Password should not contain personal information or words spelled completely.
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