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[bookmark: _Toc164857704] Abstract 
We analyse different features that impact GLI e-learning company in its process to migrate to the cloud environment. GLI wants to save money and move its on-premise solutions migrating to the cloud but it needs business case to justify its decision.
After careful consideration we recommend moving to the cloud as financial and technically sound decision.
[bookmark: _Toc164857705]Total Cost of Ownership (TCO) for GLI Migration to the Cloud 
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[bookmark: _Toc164857706] Current State of Computing
Let's talk about the cloud, what it is, and why do we need it?
Now, to fully understand the motivation for the cloud, let's first discuss what was here before the cloud.
And before the cloud, if you needed a server, you had to first buy it, then install it,
the operating system and all the software that you needed.
Then you had to maintain it yourself.
Of course, when it became old, you had to replace it. And in general, we had to have your own IT team. 
[bookmark: _Toc164857707] What is the Cloud?
We had to take care on all aspects of the server management and also of course in databases, networking, and so on.
In addition, we had this problem that we had a lot of wasted money going for an unused compute power and here comes the cloud.
And what exactly is the cloud?
Well, the unscientific definition of the cloud is this.
The cloud is compute, networking, storage, and other services managed by someone else.
That means that there are around the world, huge data centers filled with servers, networking, storage and all other things that someone else is responsible for them to work properly.
And that brings us to cloud providers.
What are cloud providers in its cloud services?
Well, clouds are huge and the competition is fierce.
And that means that the cloud providers offer a lot of additional services in addition
to just bare bones, virtual machines and networking.
Most of them offer also AI as in artificial intelligence, IOT, as in internet of things, Kubernetes. In fact, a typical cloud provider offers hundreds of cloud services.
We pay only for what we use, we can shut it down when not needed, and then of course,
we stop paying for it. And virtual machine, this server is automatically maintained, patched, secured, and monitored by the cloud provider. [1]
[bookmark: _Toc164857708] Characteristics of The Cloud
Actually there is a more formal definition of cloud, and this definition comprised
of the five characteristics of cloud computing.
And these characteristics are on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service.
There is no need to purchase resources for a one-time peak scenario.
And this is one of the most important capabilities of the cloud and one of the great motivations of on-premise organizations to move to the cloud. [2]
[bookmark: _Toc164857709] CapEx vs OpEx
To better understand the financial aspects of using the cloud, there are two terms we need to know. These are CapEx and OpEx.
These terms stand for capital expense and operating expense.
Now, what does it mean?
Capital expense or CapEx means that we're making upfront investment
for future use or profit. For example, as we discussed before, we bought the four servers,
we paid for them upfront and then we just use them.
OpEx, on the other side is paying for what you actually use.
Now, what's important to understand is that traditional IT is CapEx oriented.
That means that we have major investment for building data center, purchasing servers,
purchasing air conditioning, purchasing the network devices and of course purchasing software licenses.
For example, electricity, usually paid by the month.
Salaries, we pay the IT professional every month.
Maintenance is also an ongoing payment and more.
So, in traditional IT, we have mainly CapEx but also a lot of OpEx.
The cloud enables us to make all our investment in IT OpEx which makes it much more financially efficient. [3]
[bookmark: _Toc164857710] Main Cloud Providers
When talking about the cloud, it's important to be familiar with the concept of cloud providers.
So, what exactly are cloud providers?
Well, these are basically companies which build data centers and provide public cloud services such as IaaS, PaaS, and SaaS, and of course many other services of which we'll cover quite a few in this course.
The main cloud providers as of today, are Amazon Web Services, Microsoft with Azure,
and Google with Google Cloud Platform, or GCP.
It’s important to note that Azure is the fastest growing public cloud and it has been so for years, and this is just another reason why it's such a good idea to learn and as well good solution for the companies to migrate to Microsoft Azure. [4]
[bookmark: _Toc164857711] Managing Cost in Microsoft Azure
Our next topic is Managing Costs in Azure.
That means that the cost should be transparent, predictable, and monitored so that we will avoid surprises when you will get the monthly bill.
So exactly for that, we have Cost Management, and Azure Cost Management is a central hub
for all cost aspects in Azure.
It displays reports with sophisticated filters, makes predictions, enables alerts, and can even manage cost of resources outside Azure, for example, on AWS or even on the Google Cloud.
So, whenever we want to handle costs in Azure, we should go to Azure Cost Management. [5]
[bookmark: _Toc164857712] Migrating to the Cloud
Introduction
Migration to the cloud has to be planned ahead and done methodically because rushing
to the cloud could end up really, badly, and there are a lot of examples for that.
Now, there is a well-defined process that should be followed for the migration to complete successfully, and let's review this process.
[bookmark: _Toc164857713] The Migration Process
The first step is motivation assessment, then system assessment, after that, the actual migration, then enhancements to the system, and then we are going to test the system, and finally, go live.
So these are the six steps of the migration process, and now let's go through each one of these steps and understand what exactly it is.
[bookmark: _Toc164857714] Motivation Assessment
Let's start with the motivation assessment step.
And with this step, we should basically answer the grand question which is why
or why do we want to migrate to the cloud?
The first one is to save costs. Another possibility is to take advantage of cloud capabilities
with services, redundancy, scalability, et cetera.
Another quite common reason is to modernize the system.
And the last reason albeit seldom rarely mentioned is to attract new employees.
[bookmark: _Toc164857715] Migration Strategies
When discussing migration to the cloud, there are basically three strategies of doing that.
The first one is lift and shift. The next one is refactoring. And the last one is rewrite.
And let's understand what exactly these strategies are.
So, lift and shift basically means to install the app in the cloud as-is without any changes,
usually, on a virtual machine.
This is the quickest method of moving to the cloud but it is the less efficient one,
because basically we do not enjoy the value services that the cloud can offer you.
The next one, refactoring, means that we are going to modify the app a bit so that it can run on managed services such as App Services.
The last one is rewrite, basically means that we are going to rewrite the app from scratch,
usually in a modern platform.
And then of course, take advantage of all cloud services.
[bookmark: _Toc164857716] System Assessment
The next step in the migration process is the system assessment step and the goal of this step is to find out what is the best way to migrate the system to the cloud.
Let's take a look at some questions that we need to ask.
For example, what is the runtime platform of the system and on which operating system?
So, for example, we need to know whether the runtime platform is .NET, Java, C++, or other platforms.
In addition, we need to know how it is deployed today, using virtual machines, Docker or something else. Also, we always need to know what database or databases are used.
And what is the authentication mechanism?
Another important information is whether there are any interfaces to organizational systems
and is there any work with hardware such as dongle, et cetera.
[bookmark: _Toc164857717] Migration
After the motivation assessment and the system assessment, and we came to the conclusion that we do in fact want and the need to migrate to the cloud.
So now it's time for the actual migration.
Now, the migration strategy depends on the system assessment results.
[bookmark: _Toc164857718] Testing
Now, testing in cloud is like testing on-prem system.
You should put strong emphasis on logging and monitoring because you want to make sure
that you do know what's happening with the system, and make sure we have access to systems data, because if the logging and the data of the system is stored in a secure location, the new system admin or the system architect must be able to look at this data so that you can find out whether there are any problems that should be taken care of.
Now, if the system is auto scaled or disaster recovery (DR) support, meaning it has a DR strategy, then you should definitely test these scenarios.
In term of pricing models there are a few scenarios:
Per resource (ie. VM), per consumption (ie. Function Apps), reservations (upfront pay with discount).
The rule of thumb is always check resource's cost before provisioning. 
Based on GLI eLearning company requirements assuming on this stage to setup Azure resources on Server (virtual machine), database, storage, and network usage we have the following TCO operation.
We came up with these resources in our solution:
Region: UK South; Operating System: Windows; Type: OS + SQL Server; Tier: Basic; Category: General Purpose; Instance: A0: 1 Cores, 0.75 GB Ram, 20GB temporary storage.
Included SQL (Azure Hybrid Benefit) and OS (Windows) licences leveraging on-premise OS Windows and SQL Server purchased that lower the Azure final cost.
The monthly saving cost is £411.97 which annually compound £4,943.64 pounds.
That’s a significant cost saving for a company with low budget. [6]
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Fig. 1 (TCO for GLI to migrate to the Azure cloud)
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[bookmark: _Toc164857720] Overview of Azure Storage
In general, Azure Storage Services includes a few different types of storage.
We have what can consider to be unmanaged storage.
Also have disc storage, which is managed storage specifically for virtual machine, virtual hard disk. And another type of storage will be file storage.
A reminder that storage is considered infrastructure as a service.
So, the first type of storage, is Azure storage, and it's sometimes referred to as general purpose GPv2. It's also called standard storage.
When we're setting it up in the portal, Azure storage account can contain four types of data.
They are container data, file, queue, and table, as well blob storage, which is sometimes container storage and files.
Now the entire storage account across all those types of data can hold up to five petabytes of data.
Although general purpose storage is great for most situations.
It might not be great if we have very, very high-demand workloads where we're going to be hitting that disk card and constantly like a database or a really high-demand web server.
So, for that, there are other options, which is if we're creating GPv2 storage account, we will get an option to turn it into a data lake.
Data lake is a different type of storage. And it is good for big data.
It uses a different protocol in terms of storing the data it gets, it blows beyond the five petabytes limit and it can hold multiple more petabytes or even exabytes.
If GLI do have high-performance requirements, we might consider premium storage.
Premium storage allows us to choose between a couple of different types of blobs, which are called block blobs or page blobs. [7]
[bookmark: _Toc164857721] Container (Blog) Storage
The most popular type of storage is BLOB storage or container storage.
It stands for binary large object.
These means any kind of file, it can be text file, PDF, ZIP, Excel file, JPG, whatever type
of file you have that is a BLOB and we just throw them into a container.
This is something called unstructured data because we've got text files and PDFs and Excel files.
That’s data is in there, there's no structure to it, so it's unstructured.
There is a concept of folders, but it's not a real hierarchical file structure.
When creating storage account, we have to choose the region and you can create multiple storage accounts in the same region.
And we can create multiple storage accounts in any region in the world that you have access to.
Now it's probably good planning and a good design of our application to keep our data close to whatever service or person is consuming it.
So, if we have an application that needs access to a container, you put the container in the same region as that application.
You don't want our files to have to zip halfway around the world every few seconds just
because we put our container in Europe and our applications in the United States.
We could do it, but that’s not recommended.
And the region of the world does affect your pricing.
So, there are certain regions that are more expensive.
For example, Brazil and Japan are one of the most expensive.
But if we are in western Europe or in the United States, it could be quite cheap, but it does vary by region.
Another concept of storage particularly is redundancy.
And Azure will actually keep three copies of our data by default and this is called redundancy.
Now if you've got locally redundant storage, then it keeps three copies in the same data center.
If we've got zone redundant storage, it keeps three copies in the same region.
Now there is an option for global redundancy that if we choose globally redundant options,
then Azure keeps six copies of our data.
So, the original three copies are kept locally, and three more copies are kept in another region, generally within the same geography.
So there are certain laws in terms of the way that data is stored in Europe and in other countries.
Another concept of storage is called access or access tiers.
You may have heard of these terms hot, cool, cold, and archive.
Hot storage is the default when you first create the storage account.
This is what we get if we don't change it.
And this is basically a good balance between the cost of storing the data and the cost of retrieving the data.
So, think about access tiers as being this scale where it's either cheaper to store the data
and more expensive to access it or more expensive to access it and cheaper to store it.
Premium of course is cheapest to access and most expensive to store.
Effectively, hot is the default, and cool is cheaper.
It is a little cheaper to store, probably 50% off and more expensive to read and write.
So if you've got files that, let's call them like log files, maybe you store them as cool
because we're not really gonna go back to our log files too, too often. [8]
We can save 50% off just by setting cool tier for our log files.
There's also a new option called cold, which is even cheaper to store and a little bit more expensive for reads and writes.
And finally there's the archive tier, which is basically offline, so you have to thaw the files before you can get access to them in the archive tier, which is the cheapest to store.
It's like basically 90% off the price of hot tier, but it is more expensive to retrieve and there's significant delays in getting your files back.
This is good to, for anything we have to legally keep, let's say we have a legal or policy type of obligation to store the files for 10 years, but we're never practically gonna need them in real time. 
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[bookmark: _Toc164857723] Data in Microsoft Azure
Introduction
Well, Azure provides many data solutions as cloud services, such as relational databases,
NoSQL databases, object stores, and more.
These services are fully managed services, and we don't have to deal with the underlying infrastructure of these databases.
Now, these databases can be part of Azure application or completely independent, induced by other applications that has nothing to do with Azure.
In addition, these databases or data stores offer various pricing models.
[bookmark: _Toc164857724] Major Database Features
Now we are going to look at databases.
And before doing that, we need to define what are the major database.
Or, in other words, what to look for when selecting a database.
So here are the main features that you should look at.
The first one is security. And by that we mean mainly network isolation and encryption.
We wanted the data stored in the database to be fully encrypted so that if someone steals the disc, then he won't be able to access the data.
And we also want network isolation so that no one can access the database if not allowed to.
The second capability or feature that we want to look at is backup, and we want to look at the backup type and the retention period.
So, what is the frequency of the backup and how long will this data be stored in Azure
before it's deleted.
And the last one is availability. And by that we mean, SLA, Replication, and DR. [9]

[bookmark: _Toc164857725] Database on VM
It's important to remember that we always have the option to install database on a virtual machine.
So, an Azure VM can be set up with database software and in fact, there are already made virtual machines in the marketplace already containing and comes pre-installed with databases.
So, from the marketplace, you can create a virtual machine, pre-installed with the Oracle database.
So this is definitely something we need to consider when thinking about databases.
Now, what are the pros of using database on a virtual machine as opposed to using managed services?
Well, first and foremost, full flexibility.
When using our own virtual machine, you can do with it whatever you want.
You can install any addition of the database, we can configure it in any way that we want
and basically, it's our to do with it whatever you wish. That means, of course, that in addition to the flexibility, we have also full control.
And again, not only on the virtual machine but on the database itself.
Now, what are the cons of database on virtual machine?
Well, this is the exact opposite side of the full flexibility and control.
If we control everything then you have to take care of everything such as the SLA, updates to the virtual machine and to the database availability, security, backups, and more.
Now, we'll discuss managed database.
We'll review the options offered by Azure managed services and talk about this database.
And let's begin with the first one, which is Azure QSL.
[bookmark: _Toc164857726] Azure SQL
So Azure SQL is a managed SQL Server on Azure.
It works like any other SQL Server using the very same tools, and it has great compatibility with on-premises SQL Server.
And that, depends on the exact Azure SQL flavour.
There are three flavours of Azure SQL, and in order to get the maximum compatibility
with the on-prem version, you need to select the right flavour.
Now, Azure SQL offers built-in security, backups, availability and more.
If we are going to use Azure SQL, then you can rest assured that the database is secure,
it has backups and is fully available.
In addition, Azure SQL offers flexible pricing models.
Now, what are the Azure SQL flavours that we mentioned?
First we have Azure SQL Database, then we have Elastic Pool, and lastly we have Managed Instance.
So let's go through these flavours. And the first one is Azure SQL Database.
So again, Azure SQL Database is a managed SQL Server on Azure.
It is a single database on a single server, and it has automatic backups, updates and scaling.
Also, it has very good compatibility with on-prem SQL Server, but note that not all features are supported.
Now, what about security?
What does Azure SQL Database offers from the security point of view?
Well, we have IP firewall rules so that only allowed IP addresses can communicate with the database.
Azure SQL Database also offers SQL and Azure Active Directory authentication,
so we can choose the authentication method to use.
And also, secure communication so that the traffic between your application
and Azure SQL Database is always encrypted.
And in addition to that, the data in Azure SQL Database is encrypted by default
by a mechanism called TDE, or Transparent Data Encryption. [10]
Now, what about backup?
Well, Azure SQL Database offers full backup, which happens every week; differential backup that happens every 12 to 24 hours, depends on our configuration; and also the transaction log backup, which can happen every five to 10 minutes.
So that means that the maximum data that you are going to lose in the case of failure
is of the last five minutes.
After backup, what about retention period or the duration that the backup data is going to be stored in Azure?
Well, for regular backup, the retention period is somewhere between seven and 35 days,
and the default is seven, which is of course configurable.
But with long-term backup, the retention period can be up to 10 years, which is probably more than we will ever need.
And what about availability?
Well, backup is by default stored in a geo-redundant storage.
And also, if we need, it can offer you active geo-replication, which provides a fully active deployment of the database so that if a region is shutting down, then the secondary region will have an up-to-date database which you can use immediately.
And all these features offer great SLA which, as you can see, is in the range of 99.9% and 99.995%, depends on the tier and redundancy option that you select when creating the database.
Now note that this SLA, the 99.995%, is the second highest in all Azure.
The highest one belongs to CosmosDB. [11]
[bookmark: _Toc164857727] Azure SQL Pricing
There are many factors in the pricing of Azure SQL.
And the first one is the flavor of the Azure SQL that we are going to use.
And basically we have two flavors here, Managed Instance and Azure SQL.
So let's begin with Managed Instance.
So after going with Managed Instance, the next thing we need to choose is the service tier, which with Managed Instance can be either general purpose, or business critical, which offers
improved performance and higher SLA.
After the service deal, you should select the instance type, which with Managed Instance can be either instance pools, or single instance, where instance pools is basically a single hardware that is shared between multiple instances.
Microsoft understood that most people don't really get the DTU model, and added the vCores model, which is much more clear and understandable.
So, we need to select the compute power of the database, and then we are going to select this service tier.
And these are the service tiers that we have for the various purchase model.
So with single database, it is a DTU model, we have the basic, standard, and premium.
[bookmark: _Toc164857728] Which Azure SQL to Choose?
Of all flavours of Azure SQL, and the question, of course, is which one to choose?
Well, there are some questions you should ask yourself, and the answer will dictate the flavour you need to choose.
So the first question is, are we migrating an on-prem SQL?
If so, then we will better go for Managed Instance, which offers the best compatibility with on-prem SQL Server.
The next question is, do we need multiple, mostly low-utilization databases?
Again, if the answer is yes, then we go with Elastic Pool, which is heavily optimized for exactly this scenario of multiple low-utilization databases on a single server.
And all other cases, we'll simply go with Azure SQL Database. [12]
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We can use the Azure backup service to take a backup of our Azure File Share or Azure virtual machines.
So, in case if any issue happens on the file share or virtual machine we can go ahead and restore, using the Azure backup service.
Now, when a backup is taken or when we enable backup for an Azure virtual machine
the data for that virtual machine is stored or backed up to an Azure Recovery Services Vault.
So this is a separate resource in a Azure that's used to hold the backup data.
The Azure Recovery Services Vault should be in the same region, has the Azure virtual machine.
When we enable backup and when a backup is triggered the data on the disk for the file share or virtual machine is then backed up onto an Azure Recovery Services Vault.
Now, each time a backup is taken, all the data is taken from the underlying disk onto the Recovery Services Vault.
The next important thing is the backup policy.
Now, we use a backup policy to configure the schedule for the backup process, the backup can be taken every day at a particular point in time while the backup policy.
In the policy, you can also mention a retention period.
So, if a backup is taken today, and let's say we want that backup to be retained
for the next 30 days, you can mention that in the backup policy.
Now, when a backup is taken on the underlying data on our file share or virtual machine,
it creates different recovery points.
When we connect or when we recover from a recovery point we are actually recovering
from the data that's stored in that recovery point which is part of the recovery services vault.
When you're recovering data, at no point in time we are connecting to the actual file share or virtual machine. [13]
In fact, SQL Database automatically creates the database backups and uses Azure read-access geo-redundant storage (RA-GRS) to ensure that they are preserved even if the data center is unavailable.
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Video Assessment Link on Youtube: 
https://youtu.be/ddM1schndyI 
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[bookmark: _Toc164857732] What is Azure Site Recovery Service?
Azure support natively site recovery service as a business continuity solution.
Let's say in a prime region, we have our workloads that are running either on Azure virtual machines or they're running on physical servers or they're running on virtual machines which are being hosted by using virtualization tools such as VMware.
Now, let's say that these applications which are being hosted on these machines are very critical.
So, we must ensure that even if the region were to go down, we have our workloads running in a secondary region.
Now, if you want to do a quick switch over from the primary onto the secondary region, you must ensure that all the data is replicated onto the secondary region.
And this is something that you can accomplish with the Azure site recovery service.
Whether it be Azure virtual machines, this could be replicated onto a secondary region so that if there is any issue with the prime region, we can just go in and quickly switch over onto the virtual machine running in the secondary region.
When we enable this replication process between your workloads that are running in your primary and secondary region, the replication is continuous in nature.
If we make any changes onto the virtual machines either running in the prime region then that changes are then reflected or replicated onto your workloads running in the secondary region.
At any point in time we can actually do either a test failover or a planned failover of our workloads from the primary onto the secondary region.
So, this is the primary purpose of the Azure site recovery service.
If we want to go ahead and use this particular service, we will actually go and create a resource that is of the type Azure site recovery vault. [14]

[bookmark: _Toc164857733] Azure Site Recovery for Virtual Machine
We are going to look at Azure to Azure disaster recoveries when it comes
to your Azure virtual machines.
When you set up a Azure site recovery for an Azure virtual machine, the Azure virtual machine will continuously replicate all of its data onto a different target region.
So, if an outage does occur on the virtual machine in the prime region, we can failover to the virtual machine instantly on the secondary region.
After all is fine in the prime region, we can then failback and continue operations in the primary location.
Now, what are all of the components that are involved in disaster recovery for an Azure virtual machine?
For the source region we need to create a storage account.
Now this becomes basically something known as a caching storage account in the entire architecture.
In the replication process, the source VM changes our first stored in the cache storage account before they are sent onto the target region.
The replication will then create the following target resources.
So, a new resource group will be created in the target region.
So, the target virtual machine will actually belong onto this new resource group.
A new virtual network that will be hosting the target virtual machine.
Now, if the source virtual machine is using unmanaged discs, then a new storage account will be created in the target region.
If the source virtual machines are part of an availability set, then a new availability set will be created in the target region.
Now we can also define a replication policy when it comes to disaster recovery or site recovery for Azure virtual machines.
The default policy has the following settings.
The first is recovery point retention, which is by default set to 24 hours.
This specifies how long the recovery services keeps the recovery points and then we have the application consistent snapshots.
So, this specifies how long the recovery service takes an application consistent snapshot.
Let's say that we want to enable site recovery or disaster recovery for a set of virtual machines.
So, what's our primary requirement of site recovery?
Let's say these virtual machines are in the UK South region.
Now let's say that the infrastructure in the UK South region goes down.
Our virtual machine machines also go down.
We want to ensure that our have the virtual machines up and running within a matter of seconds or minutes in the new region.
So, this could be the East US region.
For this, we can go ahead and use site recovery.
Now, using the normal backup process will not enable us to achieve this requirement.
Because first of all, taking the backup takes time and then next to go out and actually restore from a backup also takes time.
So, it could take around two to three hours just to go and take the backup and restore from the backup.
But let's say we want to recover within a matter of minutes, then we have to use continuous replication of the data on the virtual machine and this can be enabled by site recovery.
So that's the entire purpose of having the site recovery process in place.
If let's say in Sweden. 
Now in order to enable replication of the data from one region to another for our virtual machines we need to also have a cache storage.
All of the data changes on the virtual machine are first sent onto the cache storage account,
and then the data is transferred onto the target region.
So, this also includes the disc storage for unmanaged discs.
Now in your target region, we will also get a new virtual network.
And this will be used for hosting the virtual machine when we perform a failover.
So, in this entire process, what happens first is that there is a site recovery mobility service extension that gets installed on our source virtual machine and then when replication is enabled continuous replication occurs via the cache storage account.
Note that when replication is happening, we won't have any virtual machine running over.
Once you have a retention point in place in the target region, you can then go ahead and perform something known as a failover.
When you conduct the failover, then a new virtual machine will be launched based on the data that's stored in the retention point.
So as replication is occurring between the source and the destination, there are different retention points that get created.
There are basically two types of retention points. [15]
Basically, have crash consistent snapshots that are taken and our application consistent snapshots.
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Get started with a 30 day free trial period, and then 15 USD/server/month.

Start free trial
(%) Not now Cost summary

Enable Microsoft Defender for SQL *

General Purpose (GP_S_Gen5_1)

Ledger Costper B (in USD) 013
Max storage seleced (in G5) x 416

Ledger cryptographically verifies the integrity of your data and detects any tampering that might have occurred. Learn

more 7 ESTIMATED STORAGE COST/MONTH 5,50 ysp.
COMPUTE COST / VCORE SECOND ' 0,000181 us.

Ledger Not configured

Configure ledger NoTES
* Serverles databases are biled in vCore seconds based
o combination of CPU and memory utization. Learn
more abaut serverless biling

Server identity
Use system assigned and user assigned managed identities to enable central access management between this database

and other Azure resources. Learn more 7'

Not enabled
Configure Identities

Server identity

Transparent data encryption key management

| Review+create | | <Previous Next : Additional settings >
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Home > Azure SQL > Select SQL deployment option

Create SQL Database

Microsoft

Basics  Networking  Security  Ady

ional settings  Tags  Review + create

Customize additional configuration parameters including collation & sample data.

Data source

Start with a blank database, restore from a backup or select sample data to populate your new database.

Use existing data * @ None ) Backup  Sample
Cost summary
Database collation

General Purpose (GP_S_GenS_1)
Database collation defines the rules that sort and compare data, and cannot be changed after database creation. The,

Cost per GB (n USD) 013
default database collation is SQL Latin1_General CP1_CI_AS. Learn more &
Max storage selected (n GB) X416
Collation * ) 5QU_Latin1_General CP1_CIAS ESTIMATED STORAGE COST/MONTH 5,50 so,
Find a collation COMPUTE COST / VCORE SECOND ™ 0,000181 usp
Maintenance window nores
i i ¥ Senvriess databases ar billed in vCore seconds based
Select a preferred maintenance window from the drop-down. During maintenance, databases remain available, but some ona combination of U and memory utlzation. Lear
updates may require a failover. The system default maintenance window (Spm to 8am) limits most activities to this time, more about severess billng

but urgent updates may occur outside of it. To ensure all updates occur only during the maintenance window, select a
non-default option. Learn more 7

Maintenance window System default (Spm to 8am)
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Home > Azure SQL > Select SQL deployment option >

Create SQL Database

Microsoft

Basics  Networking  Security  Additional settings ~ Tags ~ Review + create

Tags are namejvalue pairs that enable you to categorize and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more 7

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name () Value O Resource

|| 2selected

[REREEEET] | <rreviows | [ Nex:Review s ceate>

Cost summary.

General Purpose (GP S Gens 1)

Cost per GB i USD) 013
Max storaga selectd (n GE) x416
ESTIMATED STORAGE COST /MONTH 5,50 usp

COMPUTE COST / VCORESECOND ' 0,000181 usp

NoTES
 Serverlss databases are billed in vCore seconds based
ona combination of CPU and memory utiization. Lesir,
more about serveriess billng
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Home > Azure SQL > Select SQL deployment option

Create SQL Database

Microsoft

Basics  Networking  Security  Additional settings  Tags ~ Review + create

Product details

SQL database
by Microsoft
Terms of use | Privacy policy

Estimated cost

Storage cost 5.50 USD / month + Compute cost 0.000181 USD / vCore
second

Terms

By dlicking “Create”, | () agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with
the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and
transactional information with the provider(s) of the offering(s) for support, billing and other transactional activities.
Microsoft does not provide rights for third-party offerings. For additional details see Azure Marketplace Terms. 7

Basics.

Subscription Azure for Students.

Resource group Assessement
Region UK South

Database name gdidemo

Server (new) glidemoserver

Authentication method Microsoft Entra-only authentication

Microsoft Entra Admin cloudaime_outlook com#EXT#@cloudaimeoutlook.onmicrosoft.com

Compute + storage General Purpose - Serverless: Standard-series (Gens), 1vCore, 32 GB storage,

zone redundant disabled

Backup storage redundancy

Zone-redundant backup storage

Download a template for automation

Cast summary

General Purpose (GP S GenS 1)
Cost per B (in UsD) 013

Max stora

selected (in GB) X416
ESTIMATED STORAGE COST/MONTH 5,50 ysp
COMPUTE COST / VCORESECOND ' (,000181 usp

NoTES
" Serverless databases are billd in vCore seconds based
ona combination of CPU and memory utiization. Lear
more about serverles billng
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Home
& Microsoft.SQLDatabase.newDatabaseNewServer_ce27e48672624af2a0a76 | Overview
R—
p i] Delete O Cancel " Redeploy L Download () Refresh
& Overview .
@ Your deployment is complete
B Inputs
. Deployment name : Microsoft.SQLDatabase.newDa... Start time 4/23/2024, 2:07:04 PM o
Outputs Subscription : Azure for Students Correlation ID : f5cdcff8-acd2-463b-9b9f-9d2f...

Cost management
B Template Resource group  : Assessement Get notified to stay within your budget and
prevent unexpected charges on your bill

> Deployment details Set up cost alerts >

' Nextsteps .
EEE oot Defende for it

Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >
Give feedback
& Tell us about your experience with deployment Free Microsoft tutorials
Start learning today >

Work with an expert
Azure experts are service provider partners
Wwho can help manage your assets on Azure

and be your first ine of support.

Find an Azure expert >
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Home > Microsoft SQLDatabase newDatabaseNewServer_ce27e48672624af2a0a76 | Overview

2 gdidemo (glidemoserver/gdidemo)

SQL database
pel
= Overview
B Activity log
4 Tags
£ Diagnose and solve problems

& Query editor (preview)

Settings
© Compute + storage
& Connection strings
fIt Properties

A Locks

Data management
Y Replicas

(®) Sync to other databases

Integrations
@ Azure Synapse Link
i Stream analytics (preview)

@ Add Azure Al Search
Power Platform

4 PowerBI

. Power Apps.

D copy

A Essentials
Resource group (move)
Assessement

Status

Online

Location

UK South

Subscription (move)

Azure for Students

Subscription ID
20dc7d7f-8452-45a5-9f6e-b28857183e00

Tags (edit
Add tags

Getting started ~ Monitoring  Properties

Restore 7T Export () Setserverfirewall [i] Delete (& Connectwith.. ™ 27 Feedback

JSON View
Server name

glidemoserver.database windows.net

Connection strings

Show database connection strings

Pricing tier

General Purpose - Serverless: GenS, 1 vCore

Auto-pause delay

1 hour

Earliest restore point

No restore point available

Features  Notifications (0)  Integrations  Tutorials

Start working with your database

Connect to your database and start working with data with a few simple steps. Learn more 1

8

Configure access

Configure network access to your SQL
server. Learn more

I =

Connect to application
Use connection strings to connect to your SQL.
database from your applications and favorite
tools

Start developing

Work in your database by using tools to add,
modify and query data. Compare tools
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Home >

Create Recovery Services vault

“Basics Redundancy  Encryption  Vault properties  Networking  Tags ~ Review + create

Project Details

Select the subscription and the resource group in which you want to create the vault.

Subscription * () | Aaure for Students ]
Resource group * (O | (New) AssessmentBackup |
Create new
Instance Details
Vault name * ) | glivault V]
Region * () | UK south ]

@ Cross Subcription Restore is enabled by default for all vaults. Visit vault ‘Properties' to disable the same. Learn more.

[ e || et redondny |




image35.png
O Search resources, services, and docs (G+/)

Home >

Create Recovery Services vault

“Basics  Redundancy Encryption  Vaultproperties  Networking  Tags  Review + create

Backup Storage Redundancy | Geo-redundant

Cross Region Restore | Disable

| Reviewtcreate | | PreviousiBasics | | Next Encryption
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Home >

Create Recovery Services vault

“Basics  Redundancy  Encryption  Vaultproperties  Networking  Tags ~ RevieW + create

Summary

Basics

Subscription Azure for Students.
Resource group AssessmentBackup
Vault name glivault

Region UK South
Redundancy

Backup Storage Redundancy Geo-redundant
Cross Region Restore Disable

Vault properties

Immutabi Disabled

Networking

Connectivity method Allow public access from all networks
| create Previous: Tags | Download a template for automation
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Home

& Microsoft.RecoveryServicesV2-1713892424927 | Overview

Deployment
pel li] Delete  Cancel " Redeploy ¥ Download () Refresh
& Overview L.
-== Deployment is in progress
B Inputs .
Deployment name : Microsoft.RecoveryServicesV2-... Start time : 4/23/2024, 6:13:45 PM
Outputs Subscription + Azure for Students Correlation ID : ceac2ad5-937a-4690-810d-b6;

Microsoft Defender for Cloud
B Template Resource group  : AssessmentBackup Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >

V' Deployment det

Free Microsoft tutorials
Start learning today >

Resource Type Status Operatior
Work with an expert
®  givauit & Recovery Services vault Created Operation P
Azure experts are service provider partners
who can help manage your assets on Azure
Give feedback and be your fist line of support.

A&7 Tell us about your experience with deployment Find an Azure expert >
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Home > Microsoft RecoveryServicesV2-1713892424927 | Overview

glivault

Recovery Services vault
o

& Overview

Bl Activity log

Fa Access control (IAM)

4 Tags

. Diagnose and solve problems
Settings

% Identity

> Networking

{It Properties

& Locks

Getting started

& Backup

& site Recovery

Protected items

Backup items

Replicated items

Manage
# Backup policies
B Backup Infrastructure

& Site Recovery infrastructure

-+ Backup -+ Enable Site Recovery [i] Delete () Refresh 7 Feedback
@ Try our new Business Continuity Center for the at scale BCDR management of your resources protected across Azure Backup and Site Recovery.
'V Essentials JSON View

Overview  Backup  Site Recovery

What's new
SAP HANA database instance snapshots on Azure VMs is now generally available.
HANA System Replication (HSR) support for SAP HANA DB on Azure VM backup is now generally available.
Cross Subscription Restore for SAP HANA Databases on Azure VM is now generally available.
Cross Subscription Restore for SQL Databases on Azure VM is now generally available.
Cross Subscription Restore for Azure Virtual Machines is now generally available.
A new and improved way to enable Azure Site Recovery on your VMware machines is now generally available
Site Recovery replicated items and jobs views across subscriptions, regions and vaults are now available
Azure Backup Metrics are now in public preview

Migration for Azure VM backups from standard policy to enhanced policy is now in public preview

Backup ite Recovery
Getting started Getting started
Backup dashboard Site Recovery dashboard

. P
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Home > glivault

& glivault | Backup

Recovery Services vault

[ searcn A The storage replication s set to Geo-Redundant. This option cannot be changed later. Before proceeding further, click here.
4 Tags
X Diagnose and solve problems Where is your workload running?
Azure |
Settings
P— What do you want to backup?
W Azure file share |
> Networking

Hf Properties Step: Configure Backup

A Locks

Getting started
& Backup

& Site Recovery

Protected items

| Backup items

%] Replicated items

| Backup policies

B Backup Infrastructure

Bl Site Recovery infrastructure
B Recovery Plans (Site Recovery)

44 Backup Reports

Monitoring
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Home > Storage accounts > uwtsdstore | File shares >

New file share

Basics  Backup  Review + create

Name * | glishare ]
Access tier * | Transaction optimized v
Performance

Maximum 10/ @ 1000

Maximum capacity 5TiB.

Large file shares

@ To use the SMB protocol with this share, check if you can communicate over port 445. These scripts for Windows clients
and Linux clients can help. Learn how to circumvent port 445 issues.

| Review + create < Previous Next : Backup > A& Give feedback
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Home > Storage accounts > uwtsdstore | File shares >

New file share

Basics Backup  Review + create

‘Azure Backup protects your file shares from accidental deletion or modification with granular restore and at-scale management
capabilities. Learn more =

Enable backup ~
Vault name * glibackup o
Backup policy * | glibackuppolicy ~

Create a new policy

Policy details Backup frequency
Daily at 7:30 PM UTC

Retention of daily backup point
Retain backup taken every day at 7:30 PM for 30 Day(s)

[ mieaes | [ crreous | | ot Reviws |

& Give feedback
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Home > Storage accounts > uwtsdstore | File shares >

New file share

‘ (@ Validation passed ‘

Basics  Backup  Review + create

Basics

File share name glishare

Access Tier TransactionOptimized
Protocol SMB

Backup

Vault name glibackup

Backup policy glibackuppolicy
Policy details Backup frequency

Daily at 7:30 PM UTC

Retention of daily backup point
Retain backup taken every day at 7:30 PM for 30 Day(s)

| create < Previous Next>  Download a template for automation A Give feedback
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Home > Storage accounts > uwtsdstore | File shares > New file share >

- glishare

SMB File share

P search
-8 Overview
/2 Diagnose and solve problems

. Access Control (1AM)

™ Browse
Operations
4§ Snapshots

& Backup

5 Connect T Upload () Refresh - Add directory [i] Delete share

(D Enable Backup for file share "glishare" to protect your data. Learn more
A Essentials

Storage account
uwtsdstore

Resource group (move)
Assessement

Location

UK South
Primary/Secondary location
Primary: UK South, Secondary:

Subscription (move
Azure for Students

Subscription ID
20dc7d7f-8452-4535-9f6e-b28657 183200

Properties  Capabilities (2)  Tutorials

B size

Maximum capacity 5TiB
Used capacity 1]
Tier Transaction optimized

@ Performance

Maximum [0/5 © 1000

2 Changetier ¢ Editquota 2 Give feedback

JSON View
Share URL

https://uwtsdstore file.corewindows.net/glishare

Redundancy

Geo-redundant storage (GRS)

Configuration modified
23/04/2024, 18:33:10

[=5] Feature status

Soft delete © 14 days

Large file shares Disabled

4 Identity-based access

Directory service © Not configured

Domain -
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Home > glishare

glishare | Backup

SME File share
R Search
8 Overview
/2 Diagnose and solve problems
A2 Access Control (IAM)
™ Browse
Operations
4§ Snapshots

& Backup

4D Backupnow ) Restore Share ) File Recovery () Resume backup (%) Stop backup [ii] Delete backup data -

A Essentials

Recovery services vault
glibacku

Subscription (move)
Azure for Students

Subscription ID
20dc7d7f-8452-45a5-9f6e-b2685718300

Alerts (in last 24 hours)
View alerts

Jobs (in last 24 hours)
View jobs

Recovery points

Creation time Ty,

No restore points available.

JSON View
Last backup status
Warning (nitial backup pending)

Item state
Active (Last sync time: 4/23/2024, 6:33:59 PM)

Backup policy
glibackuppolicy.

Item type
Azure file share

Storage account
uwtsdstore

Recovery type
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Home > Assessement > glibackup > Backup Goal > Select storage account
Configure backup
glibackup
@ Discovering supported storage accounts in the same region s the vault and not registered
Storage Account * [ No storage Account selected with another Recovery Services vault.
Select

\/U Filter items

FileShares to Backup

Name Resource Group
Name Azure File Share Type
= uwtsdstore Assessement

No File Shares selected

Policy details

<Previous  Page| 1 - |of1| Next>

Backup policy * ()

libackuppolicy
Create a new policy

Full backup Backup frequency
Daily at 7:30 PM UTC

Retention of daily backup point
Retain backup taken every day at 7:30 PM for 30 Day(s)

@ Configuring backup for any file share in a storage account automatically enables soft delete for al ile shares in the respc
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Insert  Draw

Page Layout
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Automate  Help.

[&e | tpwapren

Alignment 5|

Service type Custom name

Virtual Machines

Region
UK South

Storege Accounts UK South

Databases Azure SQL Database UK South

Virtual Network

Support
Licensing Program
Billing Account
Billing Profile

= - % o] &

=

Conditional Format s Cell
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Description
140 {1 Core, 0.75 GB RAM) x 1 Month (Pay as you gol,
Windows (AH3), SCIL Standard (4B} 0 managed disks - 54;
Inter Region transfer type, 5 GB outbound data transfer from
UK South Lo Cast Asia

Block Blob Storage, Blob Storage, Hierarchical Namespace,
LS Redundancy, Hot Access Tier, 1000 GB Capacity - Pay as
You go, 0 x 10,000 Write operztions, 10 x 10,000 Read
operations, 10 x 10,000 Iterative Read operations, 10x 100
Inerative Wiite operations, 1000 GB Data Retrieval, 1,000 G3
Data Write, STTP disabled, 1,000 GB Index, 1x 10,000 Other
operations

Single Database, vCore, General Purpose, Provisionsd,
Stardard-series (Gen 5), Zone Redundant, 1 - 2 vCore
Database(s) x 1 Month, 32 GB Storage, AH for QL Server,
RA-GRS Backup Storage Redundancy, 0 GB Point-in-Time
Restore, 0 x 5 GB Long Term Retention

UK South (Virtual Network 1) 100 G3 Outbound Data
Iransfer; UK South (virtual Network 2J: 100 GB Outbound
Data Trarisfer

Estimated monthly cost
£10.41

£37.04

36066

Microsoft Customer Agreement (MCAJ

Add-ins

ddins

Analyze
Data

Estimated upfront ¢
£0.00

4197
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Documentation See more
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