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[bookmark: _Toc229342147]Routing
1. Routing:
1.1. Routing in Swansea Network
Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.
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1.2. Routing in London Network
Configure persistent IP Forwarding and Routing 
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[bookmark: _Toc229342148]Domain Server
2. Domain Server (Swansea)
2.1. Create a forest named yourname.acca 
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2.2. Create all appropriate A records for all servers on Swansea and London Network
[image: A screenshot of a computer
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The reverse lookup zones were not available at this point. So this warning appeared as the DNS could not create the PTR.
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2.3. Create a reverse lookup zone creating PTR records for all servers.
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[image: ][image: ]Following best practices, further hosts have been added. Additionally, an alias for the domain has been added, ergo “domain”, for domain access.
[bookmark: _Toc229342149]Encrypted Connection
3. Encrypted Connection between Swansea and London
3.1. Configure Site-to-Site VPN to London Network. 

No evidence.

[bookmark: _Toc229342150]Users
4. Users
4.1. Create user accounts for yourname.acca domain
No evidence
[bookmark: _Toc229342151]Domain Membership
5. Domain Membership
5.1. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain. 
5.1.1. ClientS1
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[bookmark: _Toc229342152]DHCP Server
6. DHCP Server
6.1. Configure S-DC as DHCP Server. 
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6.2. Configure L-CD as DHCP Relay Server.
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6.3. All the Clients should receive IP Address automatically via DHCP Server
See above.	
[bookmark: _Toc229342153]Test & Troubleshoot		
7. Test and Troubleshoot
7.1. Test the network for Connectivity. 
Note that at this stage, the Swansea and London networks are connected and fully operational. If not, Troubleshoot.
Marksource:
Practical Application Skills – Testing the Network (5 Marks)
[bookmark: _Toc229342154]Disk Drive
8. Disk Drive
8.1. Mount second disk drive to E:\SwanseaFiles. Share and assign required permissions. Only the Domain Users need to have full control permissions and other network users have read only access.
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[bookmark: _Toc229342155]IIS Server
9. IIS Server
9.1. Create webs.yourname.acca website and enable windows internal authentication. 
No evidence.
[bookmark: _Toc229342156]Remote Desktop Services
10. Remote Desktop Services 
10.1. Configure remote access for S-DC from any other machines in the network. 
No evidence.
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--- 192.168.1.1 ping statistics ---
10 packets transmitted, 16 received, 0% packet loss, time 14296ms
rtt min/avg/max/miev = 0.472/0.721/1.032/0.155 ms
shauneL-CD: ™% ip addr
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host nopref ixroute
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Link/ether 08:00:27:a1:d8:ch brd ffff:ffaffsfffi
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inete o hoooolooo76d scope link
valid_Lft forever preferred_lft forever
3: enposs: <BROADCAST,MULTICAST,UP,LOHER_UP> mtu 1560 gdisc fo_codel state U group default glen 1008
Link/ether 08:00:27:48:60:5 brd ffff:ffaffafffi
altname enxo80027486c51
inet 192.168.2.1/24 brd 192.165.2.255 scape global enposs
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ineté -~ oo o0 /64 scope link proto kernel 11
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4: enpos3: <BROADCAST,MULTICAST,UP,LOER_UP> mtu 1560 gdisc fo_codel state U group default glen 1008
Link/ether 08:00:27:73:05:71 brd ff:ff:ffaif:ffff
altname enxo8002773c571
inet 20.0.0.2/30 scope global enpass
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ineté -~ oo o /64 scope link proto kernel 11
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valid_lft forever preferred_lft forever
lshaun@L-CD: "% sudo sysctl -p
net. ipv4. ip_foruard = 1
lshaun@L-CD: s
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neét. lpws. Ip_torward = 1

ishaun@L-CD: ™% in route

default via 10.0.2.2 dev enpes3 proto dhcp src 10.9.2.15 metric 1602
10.0.2.0/24 dev enpos3 proto dhep scope Link src 10.9.2.15 metric 1002
[79.0.0.0/50 dev enpos3 proto kernel scope link src 20.9.0.2
152.168.1.0/24 via 20.0.0.1 dev enpos3

152.168.2.0/24 dev enps@ proto kernel scope link src 192.168.2.1
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dev enpess proto kernel scope link src

shaun@L-C0: "% ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168. icmp_seq=1 tt1=127 time=0.454 ms
64 butes from 192.168. icmp_seq=2 tt1=127 time=0.654 ms
64 butes from 192.168. icmp_seq=3 tt1=127 time=e.822 ms
64 butes from 192.168. icmp_seq=4 tt1=127 time=0.743 ms
64 butes from 192.168. icmp_sed=5 ttl=127 time=e.552 ms
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bound to 192.168.2.10 -- renewal in 323233 seconds.
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2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:dc:bo:fe brd ff:ff:Ff:ff:ff:ff
altname enx080027dcbofe
ll3: ciposs: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 08:00:27:72:2:C7 brd ff:f:Ff:ff:ff:ff
altname enx08002772f2c7
inet 192.168.2.10/24 brd 192.168.2.255 scope global dynamic noprefixroute enp@ss
valid_1ft 690664sec preferred 1ft 690664sec
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bound to 192.168.2.10 -
root@ClientLl:~# ip addr

Link/Loopback 00:00:00:60:60:00 brd 60:60:60
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inets ::1/128 scope host noprefixroute
valid_Lft forever preferred lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu
Uink/ether 08:00:27:dc:b0:fe brd ff:7f:7f:f
altname enx080027dcbofe
3: enposé: <BROADCAST,MULTICAST,UP,LOWER UP> mtu
Uink/ether 08:00:27:72:72:c7 brd f1:7f:7f:f
altname enx08002772f2c7
inet 192.168.2.10/24 brd 192.168.2.255 scope

valid_lft forever preferred Lft forever
root@ClientLl:~# dhclient -r enposs

Killed old client process

root@clientLl:~# dhclient enposs
rooteclientLl:~# ip addr

Link/Loopback 00:00:60:60:60:60 brd 60:60:60
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inets ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu
Uink/ether 08:00:27:dc:bo:fe brd ff:7f:ff:f
altnane enx080027dcbofe
3: enposa: <BROADCAST,MULTICAST,UP,LOWER UP> mtu
Uink/ether 08:00:27:72:12:¢7 brd ff:7f:ff:f
altname enx08002772f2c7
inet 192.168.2.10/24 brd 192.168.2.255 scope

valid_1ft forever preferred lft forever
root@Clientll:~#

shaun@ClientL1: ~

renewal in 323233 seconds.

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc nogueue state UNKNOWN group default qlen 1000

00:00:00

1500 qdisc fq_codel state UP group default qlen 1000
o

1500 qdisc fq_codel state UP group default qlen 1000
o

global dynamic noprefixroute enposs

valid_Lft 690664sec preferred Lft 690664sec
inets feB0::84bf:elf8:b7d6:5a3e/64 scope link noprefixroute

1: 10: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000

90:00:00

1500 qdisc fq_codel state UP group default qlen 1008
e

1500 qdisc fq_codel state UP group default qlen 1000
o

global dynamic enposs

valid_1ft 682776sec preferred lft 682776sec
inet6 fedo::84bf:e18:b7d6:5a3e/64 scope link noprefixroute

@

o EiEH
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$ sudo systemctl status isc-dhcp-relay
[sudo] password for shaun:
o isc-dhcp-relay.service - LSB: DHCP relay
Loaded: loaded (/etc/init.d/isc-dhcp-relay; generated)
Active: active (running) since Sun 2026-05-10 18:21:10 BST; 2h 22min ago
Invocation: 1263d678b88d4c718b822b2169268df 1
Docs: man:systemd-sysv-generator(8)
Process: 1403 ExecStart=/etc/init.d/isc-dhcp-relay start (code=exited, status=0/SUCCESS)
Tasks: 1 (limit: 9242)
Memory: 924K (peak: 2.5M)
CPU: 14ms
CGroup: /system.slice/isc-dhcp-relay.service
“1407 susr/shin/dhcrelay - -i enpos8 -i enp@s9 192.168.1.1

May 10 18:21:10 L-CD systemd[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay...

May 10 18:21:10 L-CD isc-dhcp-relay[1407] : Requesting: enp@s8 as upstream: Y dounstream: Y
May 10 18:21:10 L-CD isc-dhcp-relay[1407]: Requesting: enposd as upstream: Y downstream: Y
Hay 10 18 21:16 L-CD systemd[1]: Started isc-dhcp-relay.service - LSB: DHCP relay.

A
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PS C:\Users\Administrator.5-DC> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix . :
Pua Address. . . . . . . . . . .
Subnet Mask . . . . . ... ...
Default Gateway . . . . . . . . .

192.168.1.1
255.255.255.0

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : soac.local

IPua Address. . . . . . . . . ..:10.0.2.15
Subnet Mask . . . . . ... ...:255.255.255.0
Default Gateway . . . . . . . . . :10.0.2.2

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix .
Ipua Address. . . . . . . . ... :20.0.0.1

Subnet Mask . . . . . . ... ..:255.255.255.252
Default Gateway
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PS C:\Users\Administrator.5-DC> route print

Interface List

.08 00 27 36 06 03 ..
08 00 27 64 7b le ..
~08 00 27 b5 20 95 ..

.Intel(R) PRO/1000 MT Desktop Adapter #2
-Intel(R) PRO/1000 MT Desktop Adapter
-Intel(R) PRO/1000 MT Desktop Adapter #3
-Software Loopback Interface 1

IPva Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.0.2.2 l0.6.2.15 100
10.0.2.6  255.255.255.0 on-Link lele.2.15 366
10.6.2.15 255.255.255.255 on-link le.e.2.15 366
10.6.2.255 255.255.255.255 on-link le.6.2.15 366
20.0.0.0 255.255.255.252 on-link 20.0.0.1 316
20.0.0.1 255.255.255.255 on-link 2.0.0.1 316
20.0.0.3 255.255.255.255 on-link 20.0.0.1 316
127.0.0.0 255.0.0.0 on-link 127.0.0.1 331
127.6.0.1 255.255.255.255 on-link 127.0.0.1 331
127.255.255.255 255.255.255.255 on-link 127.0.0.1 331
192.168.1.0  255.255.255.0 on-link 192.168.1.1 266
192.168.1.1 255.255.255.255 on-link 192.168.1.1 266
192.168.1.255 255.255.255.255 on-link 192.168.1.1 266
192.168.2.0  255.255.255.0 20.0.0.2 20.0.0.1 61
223.0.0.0 240.0.0.0 on-Link 127.0.0.1 331
224.0.0.0 240.0.0.0 on-link 10.0.2.15 306
224.0.0.0 240.0.0.0 on-link 192.168.1.1 266
22p0.0.0 240.0.0.0 on-link 20.0.0.1 316
255.255.255.255 255.255.255.255 on-link 127.0.0.1 331
255.255.255.255 255.255.255.255 on-link 10.0.2.15 306
255.255.255.255 255.255.255.255 on-link 192.168.1.1 266
255.255.255.255 255.255.255.255 on-link 20.0.0.1 316

Persistent Routes:
Network Address Netmask Gateway Address Metric
192.168.2.6  255.255.255.0 20.0.0.2 1

IPv6 Route Table

Active Routes:
If Metric Network Destination Gateway
1331 ::1/128 On-Link
1 331 £f00::/8 on-link
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\Users\Administrator.S-DC> ping 192.168.2.1

Pinging 192.168.2.1 w3
Reply from 192.168..
Reply from 192.168..
Reply from 192.168..
Reply from 192.168..

h 32 bytes of dat
bytes=32 timecims
bytes=32 time<ims
bytes=32 time=1ms
bytes=32 timecims

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Mininum = ens, Maximum = lns, Average = oms

PS C:\Users\Administrator.S-DC> ping 192.168.2.1
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Configuration completed for DirectAccess and VPN

Task Details

Windows Activation

10:7 PM_00455-50000-00001-A

}

EVENTS
All events | 41 total

Tasks v

Filter » ®©

ServerName 1D Severity Source Log Date and Time

soc 10149 Warning. Microsoft-Windows-Windows Remote Management System  3/10/2026 5:53:38 PM -
soc 8198 o VsS Application 3/10/2026 5:53:38 PM

soc 1B Emor  Vss Application 3/10/2026 5:53:38 PM

soc 8198 o VsS Application 3/10/2026 5:53:38 PM

soc 1B Emor  Vss Application 3/10/2026 5:53:38 PM

soc 2 Emor  Microsoft-Windows WM Application 3/10/2026 54932 PM

soc 24 Emor  Microsoft-Windows-WMI Aoolication_3/10/2026 5:49:32 PM





