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Zeyu Xie

Swansea Part:

Set up to allow ICMP traffic to pass through, download and install the remote routing and access service.
[image: Screenshot 2025-05-01 134440]
[image: Screenshot 2025-05-01 145707]



Creating a user or Using PowerShell text script command import user_list.csv to domain users and group
[image: Screenshot 2025-05-11 100238][image: 屏幕截图 2025-05-13 014841][image: 屏幕截图 2025-05-13 014853][image: Screenshot 2025-05-12 113839]





















VPN Configuration
[image: Screenshot 2025-05-06 115223][image: ]



Installing DNS and configuring it. (Including forward lookup and reverse lookup)
[image: Screenshot 2025-05-03 120543][image: Screenshot 2025-05-03 120556]



















Creating a child forest in father forest.
[image: Screenshot 2025-05-06 105256]






















Creating a Window client and joining to the Window domain.
[image: Screenshot 2025-05-01 124537]

[image: Screenshot 2025-05-01 125524]





Installing DHCP in Window Server 2022 and configuring it, then make client can use this service.
[image: Screenshot 2025-05-01 121520]






























Cardiff Part:


Installing, Configuring and Creating DNS & Domain respectively.
[image: Screenshot 2025-05-09 121304]

[image: Screenshot 2025-05-09 130829][image: Screenshot 2025-05-06 112224]




Making administrator join to the Linux domain.
[image: Screenshot 2025-05-11 095456]





















DHCP & TEST via Linux client
[image: Screenshot 2025-05-11 100238][image: Screenshot 2025-05-11 132815]






TESTING PING:
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Extra Part:


In Swansea part, we already import a user_list.csv file to domain users and group. We can use script text empower users who in the file. 
[image: Screenshot 2025-05-12 121433][image: Screenshot 2025-05-12 124513][image: Screenshot 2025-05-12 124700]
Installing and configuring IIS server, then creating a web for zeyu.com via https protocol. For https protocol, we need to install some tools in AD server manager.
[image: Screenshot 2025-05-12 130519][image: Screenshot 2025-05-12 131734][image: Screenshot 2025-05-12 162954][image: Screenshot 2025-05-12 170033]
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$password = "Password@123"

$company = $user.company

$domain = "RYAN.ACCA"

$email = ($firstName.Substring(e,1) + " + $lastName).ToLower()+ "@" + $domain
$job = $user.job

$city = $user.city

$department = $user.department

# Create a username in the format: f.lastname
$username = ($firstName.Substring(e,1) + "."

+ $lastName).ToLower()

# Create the AD user

New-ADUser *
-GivenName $firstName °
-Surname $lastName °
-Name "$firstName $lastName" °
-UserPrincipalName “"$username@Ryan.acca"
-SamAccountName $username °
-AccountPassword (ConvertTo-SecureString -AsPlainText $password -Force) °
-EmailAddress $email °
-City $city °
-Company $company *
-Department $department °
-Title $job ~
-Enabled $true
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“oot@competitor:™# sudo systemctl restart networking
oot@compet itor:“# ip ad
1+ lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
enpes3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:81:7a:81 brd ff:ff:ff:ffffff
inet 210.103.5.2/30 brd 210.103.5.3 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feAl:7a81/64 scope link
valid_Lft forever preferred_lft forever
enpess: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:2c c brd ff frffffaff
inet 10.1.1.1/24 brd 10.1.1.255 scope global enpose
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feac:B0eC/64 scope Link
valid_Lft forever preferred_lft forever
enpes3: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:ef:aa:e6 brd Ffiff:ff:ffiffiff
inet 192.168.1.26/24 brd 192.168.1.255 scope global dynamic enposs
valid_Lft 691173sec preferred_lft 691173sec
inete fe0::a00:27ff:feef:aae6 /64 scope link
valid_Lft forever preferred_lft forever
enpes10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 ndisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:89:49:8¢ brd ff: SFfffff
inet 10.0.5.15/24 brd 10.6.5.255 scope global dynamic enpesie
valid_Lft 86373sec preferred_lft 86373sec
inete fe0::a00:27ff:eA9:498c/64 scope link
valid_Lft forever preferred_lft forever
pppé: <POINTOPOINT,HULTICAST,NOARP,UP,LOHER_UP> mtu 1396 odisc fo_codel state UNKNOWN group default glen 3
Link/ppp
inet 10.1.1.1 peer 210.103.5.100/32 scope global pppo
valid_Lft forever preferred_lft forever
inet ::aB96:51b:edld: lade/6d scope global dunamic mgtmpaddr
valid_Lft 2591993sec preferred_Lft 604793sec
ineté fel : ade peer fego::J0e
valid_Lft forever preferred_lft forever
00t Gcompet itor: %

ea5:55c9/128 scope link
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root@competitor:/# ip route
default via 10.0.4.2 dev enposs

10.6.4.0/24 dev enpas9 proto kernel scope link src 10.6.4.15
10.1.1.0/24 dev enpss8 proto kernel scope link src 18.1.1.1
152.168.1.0/24 via 210.103.5.1 dev enpes3

216.103.5.6/30 dev enpds3 proto kernel scope link src 216.103.5.2
rootecompet itor:/# ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(B4) bytes of data

64 bytes from 192.168.1.1: icmp_ser .948 ms

64 bytes from 192.168.1.1: icmp_sen=2 tt1=127 time=1.59 ms

c

--- 192.168.1.1 ping statistics ---

2 packets transmitted, 2 received, 8% packet loss, time 1056ms
rtt min/avg/max/mdev = .948/1.270/1.592/0.322 ms
root@competitor:/# nslookup zeyu.acca

Server: 192.168.1.1

Address: 192.168.1.1#53

Name:  zeyu.acca
Address: 210.103.5.1
Name:  zeyu.acca
Address: 192.168.1.1
Name:  zeyu.acca
fddress: 192.168.1.22

rogtacompetitor:/#

W5 What happenstoyou.. A T dx 3 e [ L
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root@competitor:/etc# ping 192.168.1.1
PING 192.166.1.1 (192.168.1.1) 56(84) butes of data
64 bytes from 192.168.1.1: icmp_seg=1 ttl=127 time:
C

.905 ms

192.168.1.1 ping statistics
1 packets transmitted, 1 received, 0% packet loss, time oms
rtt min/ave/max/miev = ©.905/0.905/0.905/0.000 ms
root@caompetitor:/etc# nslookup zeyu.acca

Server: 192.168.1.1

pdress: 192.168.1.1#53

Neme:  zeyu.acca
Address: 210.103.5.1
Neme:  zeyu.acca
Address: 192.168.1.22
Neme:  zeyu.acca
Address: 192.168.1.1

root@competitor:/etc# sudo realm join -U administrator zeyu.acca
Passuord for adninistrator:
root@competitor:/etc# sudo realm list
zeyu.acca
" tupe: kerberos
' realm-name: ZEYU.ACCA

domain-nane: zeyl.acca
configured: kerberos-member
server-softuare: actlve-directory
client-softuare: sssd
recuired-package: sssd-tools
recuired-package: sssd
recuired-package: Libnss-sss
recuired-package: Libpan-sss
recuired-package: adcli
recuired-package: samba-common-bin
login-formats: %U@zeyu.acca
login-policy: allou-realn-logins
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Activities Terminal 11May 13:28

‘competitor@competitor: ~ Q

bound to 192.168.1.29 -- renewal in 280349 seconds
[root@competitor: /home/competitor# ip ad
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:55:8f:37 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.29/24 brd 192.168.1.255 scope global dynamic enp@s3
valid_1ft 691114sec preferred_1ft 691114sec
inet6 feso::a0:27ff:fe55:8f37/64 scope link
valid_1ft forever preferred 1ft forever
3: enpos8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:92:ba:@9 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.14/24 brd 10.1.1.255 scope global dynamic enposs
valid_1ft 515sec preferred_1ft 515sec
inet6 feso::a00:27ff:fe92:ba09/64 scope link
valid_1ft forever preferred 1ft forever
[root@competitor: /home/competitors

2 10 = 1:28PM
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Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems
Control-C
e
C: \uindows\system32>ping 210.103.5.2

Pinging 216.163.5.2 with 32 bytes of data
Reply from 216.163.5.2: bytes-32 time<ims TTL-127

ping statistics for 210.103.5.2
Packets: Sent = 1, Received = 1, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum - ems, Maximum - @ms, Average - ems
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inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:81:7a:81 brd ff:ff:ff:ffffff
inet 210.103.5.2/30 brd 210.103.5.3 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feAl:7a81/64 scope link
valid_Lft forever preferred_lft forever
: enpes8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:2c:80:ec brd f:ff fEFf
inet 10.1.1.1/24 brd 10.1.1.255 scope global enpose
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:feac:B0eC/64 scope Link
valid_Lft forever preferred_lft forever
enpes3: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:ef:aa:e6 brd Ffiff:ff:ffiffiff
inet 192.168.1.26/24 brd 192.168.1.255 scope global dynamic enposs
valid_Lft 630695sec preferred_lft 699635sec
inete fe0::a00:27ff:feef:aae6 /64 scope link
valid_Lft forever preferred_lft forever
: enpes10: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:89:49:8 brd ff:ff:ff:ffiffff
inet 10.0.5.15/24 brd 10.6.5.255 scope global dynamic enpesie
valid_Lft 85895sec preferred_lft 85895sec
inete fe0::a00:27ff:eA9:498c/64 scope link
valid_Lft forever preferred_lft forever
ront@compet itor: shome/compet itor# ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data
64 bytes from 192.168.1.1: icmp_seq=1 tt1=128 tim
54 bytes from 192.168.1.1: icmp_seq=2 tt1=128 time=2.13 ms
t

- 192.168.1.1 ping statistics ---

2 packets transmitted, 2 received, 8% packet loss, time 1084ms
rtt min/avg/max/mdey = 0.507/1.316/2.125/0.809 ms
root@compet itor: /home/compet itor# ping 152.168.1.21

PING 192.168.1.21 (192.168.1.21) 56(84) bytes of data

64 bytes from 192.168.1.21: icmp_seq=1 tt1=126 time=0.533 ms
t

- 192.168.1.21 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time oms
rtt min/avg/max/mdey = 0.593/0.593/0.593/0.000 ms
ront@compet itor: shome/compet itor# ping 10.1.1.14

PING 10.1.1.14 (10.1.1.14) 56(84) bytes of data

64 bytes from 10.1.1.14: icmp_sen=1 ttl=64 time:

449 ms
738 ms

64 bytes from 10.1.1.14: icmp_sen=2 ttl=64 time:
t

- 16.1.1.14 ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1062ms
rtt min/avg/max/mdey = 0.443/0.593/0.738/0.144 ms
root@compet itor: /home/compet itori
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competitor@competitor: ~

valid_1ft forever preferred_lft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:55:8F:37 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.10/24 brxd 10.1.1.255 scope global dynamic enpos3
valid_1ft 497sec preferred_1ft 497sec
inets feso::a00:27ff:fes5:8f37/64 scope link
valid_1ft forever preferred_lft forever
3: enp@sa: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:92:ba:09 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.14/24 brd 10.1.1.255 scope global dynamic enposs
valid_1ft 507sec preferred_1ft 507sec
inet6 feso::a00:27ff:fe92:ba09/64 scope link
valid_1ft forever preferred_lft forever
rootecompetitor: /home/competitor# ping 10.1.1.1
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data
64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 tim
64 bytes from 10.1.1.1: icmp_seq=2 ttl=64 tim
rc
10.1.1.1 ping statistics
2 packets transmitted, 2 received, % packet loss, time 1020ms
rtt min/avg/max/mdev = ©.390/0.672/0.954/0.282 ms
rootecompetitor: /home/competitor# |
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Nindows PowerShellISE (

Tools  Debug

PS C:\Users\Administrator> SdomainGroupName =

SFolderpath = "E:\SwanseaFiles”
Sacl = Get-Acl Sfolderpath

Spermission = "SdomainGroupName”, "FullControl”, "ATlow”
SaccessRule = New-Object System.Security.AccessControl.FileSystemAccessRule(Spermission)

$acl. SetAccessRule(SaccessRule)

Set-Acl $folderPath Sacl

PS C:\Users\Administrator> #setting shareing permission

SshareName = "SwanseaFile”
Sdescription = "Swansea File Shared Folder”
SsharePath = "E:\SwanseaFiles”

New-SnbShare -Name $shareName -Path SsharePath -Description Sdescription -FullAccess "Uss
Name ScopeName Path Description

SwanseaFile * E:\SwanseaFiles Swansea File Shared Folder

PS C:\Users\Adwinistrator>
\Users\Adwinistrator> |
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# entry should be kept on an individual line. The IP address should ~
# be placed in the first colunn followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
# »
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
# K8
# For example: e
: P
# 102.54.94.97  rhino.acme.com # source server ;
# 38.25.63.10 x.acme.com # x client host 2K
&xe
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thisactuallyworks.txt
1 #use this first

2 Import-Module ActiveDirectory

3 $domains = (Get-ADForest).Domains

4

5  foreach ($domain in $domains){

6 Write-Host "Searching domain: $domain™

7

8 Get-ADUser -Server $domain -Filter {EmailAddress -like '*RYAN.ACCA'} -Properties EmailAddress| ForEach-Object{
9 Write-Host "Remove user: $($_.SamAccountName) from domain $domain with email $($_.EmailAddress)"
10 Remove-ADUser -Server $domain -Identity $_ -Confirm:$false

11 }

12}

13

14  #use this in a different file

15

16  # Path to the user list CSV

17 $csvPath = "C:\users_list_updated.csv"

18

19 # Import the CSV file

26 $users = Import-Csv $csvPath

21

22 # Loop through each user and create AD account

23 foreach ($user in $users) {

24 $firstName = $user.first_name

25 $lastName = $user.last_name

26 $password = "Password@123"

27 $company = $user.company

28 $domain = "RYAN.ACCA"

29 $email = ($firstName.Substring(e,1) + " + $lastName).ToLower()+ "@" + $domain
30 $job = $user.job

31 $city = $user.city

32 $department = $user.department

33

34 # Create a username in the format: f.lastname

35 $username = ($firstName.Substring(®,1) + "." + $lastName).TolLower()
36

37 # Create the AD user

38 New-ADUser *

39 -GivenName $firstName °

48 -Surname $lastName °

41 -Name "$firstName $lastName" °

42 -UserPrincipalName “"$username@Ryan.acca"

43 -SamAccountName $username °

44 -AccountPassword (ConvertTo-SecureString -AsPlainText $password -Force) °
45 -EmailAddress $email °




