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Task 1: VM creation and Operating System
installations

Installing the Server

In order to complete the practical work, the author was required to install
VirtualBox, luckily, the author had already obtained a copy of VirtualBox for a
previous assignment, and the software is already present on their system:


af://n158
af://n162
af://n163

Worksheet 2

Y Cyfan Cymwysiadau Dogfennau Gwe

Pariad gorau

@ "
w Oracle VM VirtualBox
Ap

Chwilio'r we
L ora - Gweld canlyniadau'r we >
£ oracle >

The brief instructed 4 virtual machines to be created. The first virtual machine was
created, named Serveri:

Create Virtual Machine

Name and operating system

Flease choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this
machine.

Mame: |Server1 |

Machine Folder: C:'\Users\Tomos\WirtualBox VMs w
Type: |Microsoft Windows - E’
. o 2019
Version: iWindows 2019 {64-bit) -i
Expert Mode Mext Cancel

The version was set to Windows 2019 (64-bit).

The memory size was set to 4GB of RAM:



& (Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 2048 MB.

v rass ]

4 MB 8192 MB

Mext Cancel

The author chose to Create a virtual hard disk now:

& (Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can
either create a new hard disk file or select one from the list or from
another location using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 50.00 GB.

() Do not add a virtual hard disk

@Egreate a virtual hard disk now!

() Use an existing virtual hard disk file

Windows 10.vdi (Normal, 50.00 GB)

Create Cancel

A new VDI (Virtual Disk Image) was set as the Hard disk file type, as the author did
not need to use it with other virtualization software:



Create Virtual Hard Disk

Hard disk file type

Flease choose the type of file that you would like to use for the new virtual hard
disk. If you do not need to use it with other virtualization software you can leave

this setting unchanged.

(@) VDI (VirtualBox Disk Image):

() VHD (virtual Hard Disk)

() WMDK (Virtual Machine Disk)

Expert Mode

Cancel

The disk was set as a Dynamically allocated disk to save storage on the Host Disk:



& (reate Virtual Hard Disk

Storage on physical hard disk

Flease choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your physical hard
disk as it fills up (up to @ maximum fixed size), although it will not shrink again
automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is often
faster to use.

(@ :Dynamically allocated:
() Fixed size

et Cancel

The VHD size was set to 25GB of storage to save storage space on the host:



& (reate Virtual Hard Disk

File location and size

Flease type the name of the new virtual hard disk file into the box belows or click
on the folder icon to select a different folder to create the file in.

|C:kUsersthmnsWir‘tualEnx VMs\Serverl\ Serverl.vdi | E

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

v 25.00 GB |

Create Cancel

Server1 was successfully created:

@ Oracle VM VirtualBox Manager

Eile Machine Help

The Windows Server 2019 ISO was required to install the operating system, which
could be obtained from a shared OneDrive link. The author installed the ISO
successfully.

The disk image itself needed to be inserted into the machine:



@ Serverl - Settings ? pd

- General Storage
& | System Storage Devices Attributes
!| A Controller: SATA Optical Drive: | SATA Port 1 - | @
Display 5
— @) windows 10.vd Live CD/DVD
Q soe || it
] Information
(ED] Audio Type: —
ﬂl MNetwaork oz =
- Location: --
@ Serial Ports Attached to: --
@ USB
D Shared Folders
H User Interface

e<CDE

oK Cancel

Through the Settings page of Serveri, you could insert a virtual disk image into the
virtual optical drive to install Windows Server 2019.

Attributes
Optical Drive: | SATA Port 1 -~ @
Live CD/DVD |2 Choose/Create a Virtua
[] Hot-pluggable ] Choose a diskfile...

Information

The ISO file for Windows Server 2019 was inserted into the optical drive
successfully:

Storage Devices AL

é Controller: SATA

o en_windows_server_2019...

I

The Virtual Machine booted successfully:



The Keyboard or input method was switched to United Kingdom

|

4 Windows Setup

Windows Server: 2019

[ELENERIRLANREIN Erglish (United States) M

Time and currency format: [English (United Kingdom) -
Keyboard or input method: (IR E It -

Enter your language and other preferences and click "Next" to continue.

orporation. All rights reserved.
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I don’t have a product key was selected, as the functionality unlocked with a
product key isn’t necessary at this time.



&, ﬂf Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in.

The product key looks like this: X000 OGO )OGO0- 00000000

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

¢ statement Idon't have a product key

1 Collecting information 2 Installing Wind

oo Eild]E R R ar

A Custom installation was selected, as a previous Windows build wasn’t present on
the system:



@ ﬂf Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

oo EildE R R AT

Drive 0 which has unallocated space, was selected as the drive to install Windows
onto:



@ ¢8| Windows Setup

Where do you want to install Windows?

MName Total size Free space  Type

Drive 0 Unallocated Space 25.0 GB 25.0 GB

+4 Refresh . # Eormat

% Load driver

ollecting information 2 Installing |
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The installation proceeded:



MfWindows Setup

Installing Windows

Status

J' Copying Windows files
Getting files ready for installation (2%)
Installing features
Installing updates
Finishing up

1 Collecting information 2 Installing Windows
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The installation completed and the system restarted.

The system asked for a password:



Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

Finish

OO ol O™ v | [l # ks,

The password was set as P@ssw0rd:



Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

Finish
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The login screen appeared:
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Press Ctrl+Alt+Delete to unlock. S e

18:40

Monday 22 February
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After pressing HOST + DELETE, the lock screen dismissed and a password field
appeared:



Administrator
.
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After entering the correct password, the Desktop appeared:



Recycle Bin
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Opening the Windows Server Manager showcasing the correct installation of
Windows Server:



Manage Tools

Dashboard | a TASKS

Local Server
b

File and Storage Services P

Manageability

WIN-9N48HUSEIG 192.168.1.100,192.168.100.1 Online - Performance counters not stz

TASKS *

v

This process was repeated a second time for the second server: (Server 2).

Installing the Client

Next, the author was tasked with setting up a client. A new virtual machine was
created, and was named “Client1”.
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Create Virtual Machine

Name and operating system

Flease choose a descriptive name and destination folder for the new virtual

machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this

machine.
Mame: |Client1 |
Machine Falder: C:\Users\Tomos\VirtualBox VMs w
Type: |Microsoft Windows - E’;%

Version: {Windows 10 (64-bit)

Mext Cancel

Expert Mode

The Operating System Version was set to Windows 10 (64-bit) as this was a client
installation of Windows 10, rather than a server installation.

& (Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memaory size is 2048 MB.

7 oo 2] e

4 MB 8192 MB

Mext Cancel




4000MB of RAM was allocated as the Memory Size for this Virtual Machine, as
Windows 10 runs best on at least 4GB of RAM.

& (reate Virtual Hard Disk

File location and size

Flease type the name of the news virtual hard disk file into the box belows or click
on the folder icon to select a different folder to create the file in.

Lo

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

| C:\Users\Tomos\WirtualBox WYMs\Client_1'\Client_1.vdi

v 50.00 GB |

4.00 MB 2.00TB

Create Cancel

For the Virtual Hard Disk, the exact same setup schematics were used as the Server,
except for the size of the Virtual Hard Disk, which was increased to 50.00 GB to
ensure Windows 10 ran smoothly.



4 Windows Setup

am Windows'

Language to install: [English (United Kingdom) -
QL EELL RN St I Bl English (United Kingdom) -
LRGN nited Kingdom -

Enter your language and other preferences and click "Next" to continue.

ation. All ights reserved.
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The disk image inserted into this Virtual Machine was a standard Windows 10 ISO
from Microsoft with the latest version of Windows 10.



&, g@ Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email that you received after buying a digital copy of Windows, or on a label inside the box that
Windows came in.

The product key looks like this: XOCGO-H0O0M-X0O00M-I0GO0 0000

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

Idon't have a product key

Collecting infermation 2 Installing Wi

Poeolk@e =il R reH A

The author selected I don’t have a product key



@ p@ Windows Setup

Select the operating system you want to install

Operating system Architecture
Windows 10 Home w64
Windows 10 Home N w64
Windows 10 Home Single Language w64
Windows 10 Education 04
Windows 10 Education N

Windows 10 Pro

Windows 10 Pro N

Date modified
19/11/2020
19/11/2020
19/11/2020
19/11/2020
19/11/2020
19/11/2020
19/11/2020

Description:
Windows 10 Education N

1 Collecting information 2 Installing Windows

Qoeol@s EiRlE R reH AT

Windows 10 Education Edition N was selected to ensure all Pro features worked out
of the box. The N edition of Windows is a stripped down version of Windows that
doesn’t come with unnecessary features such as Skype, OneDrive, Cortana etc.



P

@ g@ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings and applications
The files, settings and applications are moved to Windows with this eption. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation d f
recommend backing up your files before you continue.

1 Collecting information 2 Installing \
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A Custom install was requested.



@ p@ Windows Setup

Where do you want to install Windows?

MName Total size Free space Type

= Drive 0 Unallocated Space 50.0 GB 50,0 GB

+4 Refresh 7% Delete # Eormat

Load driver Extend

1 Collecting information 2 Installing Windows

Qoo ERIIEGR e AT

Windows Setup showcased the available drives that Windows could be installed to,
which proves that the Virtual Hard Disk is functional.



g@ Windows Setup

Installing Windows

Status

Copying ows files

Getting files ready for installation (0%)
Installing features

Installing updates

Getting finished

1 Collecting information

B elEs =il R reHT AT

The installation began...



Let's start with region. Is this correct?

Tuvalu

U.S. Minor Outlying Islands

U.S. Virgin Islands

Uganda

Ukraine

United Arab Emirates

ited Kingdom

Ll @0 a3 =i ] @ [#l ricrT AT

Once completed, the setup procedure began. United Kingdom was the selected
region to assure the keyboard layout was correct between the host and the guest.



Who's going to use this PC?

What name do you want to use?

Administrator] X

Or, even better, use an online account




Administrator was assigned as the Username:

Who's going to use this PC?

What name do you want to use?

Please type a different username.

Administrator X

Or, even better, use an online account

But that apparently does not work

W U@ #rnT AT



Create a really memorable password

Make sure that you pick something you'll absolutely remember.

Or, even better, use an online account

So Admin was assigned instead



Create a really memorable password

Make sure that you pick something you'll absolutely remember.

Or, even better, use an online account

el =@ R roeHt AT

The password pP@ssw0rd was assigned.



car,
i

Create security questions for this account

Just in case you forget your password, choose 3 security questions and make sure your answers are unforgettable.

What was your first pet's name? v

Or, even better, use an online account

ol g EFEGE®reH AT

And the security questions were completed appropriately.
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The setup process began.



Productivity

@ Alarms & Clock

©
E Calculator c ‘ ﬁ
Calendar Microsoft Edge Photos Microsoft Store
LY Camera
Cortana
F
:‘ Feedback Hub
G
Q Get Help
M
B Mail
g Maps
(] Microsoft Edge

™ Micrncoft Solitaire Collertion

£ iype here to search
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The setup process completed and the desktop appeared.

These steps were repeated for Server 2 and Client 2

Task 2: Virtual Network Configurations
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@ Serverl - Settings pd
B General Network

& | System Adapter 1 Adapter 2 Adapter 3 Adapter 4

!| Display Enable Network Adapter

—— Attached to: ‘Internal Metwork -

@ Storage

MName: ‘F‘uhlicNet e

([D] Audio P Advanced

! MNetwark

@ Serial Ports

£ uss

D Shared Folders

H User Interface

0K Cancel

For Server 1, Adapter 1 was configured as an Internal Network named PublicNet.

= | PublicMet
&P_ Unidentified network

@ Intel(R) PRO/1000 MT Desktop Ad...

The adapter itself was renamed on the Guest OS to PublicNet appropriately.




|]_-"'I QUM Desk

Internet Protocol Version 4 (TCP/1Pwd) Properties >

|

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IP address: | 192.168. 1 .100 |

Subnet mask: | 255 .255.255. 0 |

Default gateway: | . . . |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMNS server: | . . . |

Alternate DMS server; | . . . |

[ ] validate settings upon exit o m—

ns

I Cancel I

The IP Address and Subnet Mask was also configured correctly.



@ Serverl - Settings

General

System

Display
Storage
Audio
Network
Serial Ports
USB

Shared Folders

THePRTOEHE N

User Interface

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Metwork Adapter

Attached to: ‘Internal Metwork =

Hame: ‘ PrivateMetl

[» Advanced

OK

Cancel

The 2nd adapter was configured successfully and named PrivateNet1 as the brief

instructed.

= | PrivateMet l
&P _ Unidentified network

@2 Intel(R) PRO/1000 MT Desktop Ad...

The connection was renamed to PrivateNet1.




P OIwO 1R e

C .
f Internet Protocel Version 4 (TCP/IPvd) Properties oy
General
Th You can get IP settings assigned automatically if your network supports
—  this capability. Otherwise, you need to ask your network administrator
5 for the appropriate IP settings.
l
L () Obtain an IP address automatically
E (@) Use the following IP address:
i IP address: | 192.168 . 100 . 1 |
L Subnet mask: | 255 .255.255. 0 |
4
1 Default gateway: | . . . |
[ Obtain DNS server address automatically
{®) Use the following DNS server addresses:
Preferred DMS server: | . . . |
Alternate DMS server: | . . . |
[ ] validate settings upon exit o m—
ns

I Cancel I

And the IP Address and Subnet mask was also configured appropriately.



{E} Client1 - Settings X
- General Network
& | System Adapter 1 Adapter 2 Adapter 3 Adapter 4
!| Display Enable Network Adapter
sy Aftached to: |Interna| Metwork -
WJ Storage

Hame: |PrivateNetl o
([D] Audio > Advanced
! Network
@ Serial Ports
£ use
D Shared Folders
H i User Interface

0K Cancel

The clients will only have 1 network adapter, so for Client 1, an Internal Network
Adapter named “PrivateNet1” was given.

Organise =

| PrivateMet]
kb Unidentified network

@ |ntel(R) PRO/1000 MT Desktop Ad...

And on Client 1, the adapter was renamed appropriately.




o
Internet Protocol Version 4 (TCP/IPwd) Properties >

General
h You can get IP settings assigned automatically if your network supports
_|  this capability. Otherwise, you need to ask your network administrator
[3 for the appropriate IP settings.
Iy
Iy () Obtain an IP address automatically
E (@) Uze the following IF address:
B IP address: | 192.168 . 100 . 2 |
C subnet mask: | 255255 .255. 0 |
4
7] Default gateway: | . . . |

[ Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | . . . |

Alternative DNS server: | . . . |

[ ] validate settings upon exit P —

Cancel

And the IP address and subnet mask was configured successfully.

These steps were repeated for Server 2 and Client 2 with seperate IP addresses



S ﬁ‘« Windows Defender Firewall » Customize Settings w | 0 Search Cantrol Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
0 () Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

g (®) Turn off Windows Defender Firewall (not recommended)

Public network settings
0 () Turn on Windows Defender Firewall
Block all incoming cennections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

e (®) Turn off Windows Defender Firewall (not recommended)

Cancel

Windows Firewall was disabled on Server 1.

g&F Windows Defender Firewall — O *
« =3 ~ 4 ﬂ« System and Security * Windows Defender Firewall w ) Search Control Panel el

Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature PC through the Internet or a network.

through Windows Defender

Firewall
Update your Firewall settings
Change notification settings
i Windows Defender Firewall is not using the
Turn Windows Defender recommended settings to protect your
Firewall on or off computer.

E;'Use recommended settings

Restore defaults ; -
What are the recommended settings?

Qe @@

Advanced settings

Troubleshoot my network . g Private networks Mot connected

. @ Guest or public networks Connected

Metworks in public places such as airports or coffee shops

Windows Defender Firewall state: Off

Incoming connections: Bleck all connections to apps that are not on the
list of allowed apps

Active public networks: T Unidentified network

Motification state: Do not notify me when Windows Defender
See also Firewall blocks a new app
Security and Maintenance

Metwork and Sharing Center




Further proof.

ﬁ Windows Defender Firewall

« =2 v 4 ﬁ« System and Security » Windows Defender Firewall O Search Control Panel

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Internet or a network.
threugh Windows Defender

Firewall Ubdat i | setti
pdate your Firewall settings
®) Change notification settings

G Turn Windows Defender
Firewall on or off

) Restore defaults
E;' Advanced settings

Troubleshoot my network l w Private networks Mot connected

Windows Defender Firewall is not using the
recommended settings to protect your
computer.

E;'Use recommended settings

What are the recornmended settings?

. g Guest or public networks Connected

Metworks in public places such as airports or cafés

Windows Defender Firewall state: Off

Incoming connections: Block all connections to applications that are not
on the list of allowed applications

Active public networks: Unidentified network
Motification state: Motify me when Windows Defender Firewall

blocks a new app

Security and Maintenance

MNetwork and Sharing Centre

The firewall was also disabled on Client 1.

Bl Administrator: C:\Windows'system32\emd. exe

Mi

6ms ,

A successful ping was made on Serveri when pinging Client1 as seen above.



s: Sent = 4,

*imate round trip times in milli nds:
Minimum = 8ms, Maximum = 1ms, Awve = Bms

A successful ping was made on Server2 when pinging Client2 as seen above.

Task 3: Observational Tasks

The difference between Type 1/2 Hypervisors & the benefits/drawbacks

Type 1

A Type 1 hypervisor is a method of running virtual machines natively without the
need of a Host OS or Software in-between the virtual machine and the server/host.

Type 1 hypervisors themselves are extremely simple, only offer a set amount of
functionality, and typically run a command line interface rather than a desktop
interface, as they were designed typically for enterprise usage. [1]

One major advantage of a Type 1 hypervisor is dynamic resource allocation, where
the resource usage is much more liberal, due to the lack of resources being used by
a host OS and other software, virtual machines can utilise more system resources
depending on whether or not they’re currently in use, making them dynamic, and
therefore, the performance is much greater compared to that of a Type 2
hypervisor. [2]

Type 2

A type 2 hypervisor runs on top of the operating system itself, and uses the
operating system to make calls to the computer’s components, such as the CPU,
Memory, Storage etc. Examples include: QEMU, VMWare Workstation, Oracle
VirtualBox etc. [3]

An advantage to using Type 2 Hypervisors would be their usefulness for sandboxing
and testing, such as testing software to see how well they work in different
environments and Operating Systems. [4]

Performance issues also arise when using a Type 2 Hypervisor, as the VM typically
runs within the Operating System, the system resources are often in use by the
Operating System, and the VM needs to share these resources with the OS and other
software running, which means a lack of system resources could pose performance
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issues within the virtual machine due to a lack of system resources.

Type 2 Hypervisors also pose security risks, as certain security loopholes may allow
potentially harmful software to run on the Host OS via methods of sharing data
between the Guest and Host OS. [5]

The significance of the subnet mask in IPv4 addressing

In IPv/ addressing, the subnet mask is used to determine whether the host is on a
local subnet or on a remote network. [6] It is mostly used as a way to “mask” a
certain part of the IP address to give the protocol an idea of how many hosts can
exist on that subnet. [7]

The use of cloud computing and its benefits/drawbacks

Instead of buying servers, data centres or hardware yourself, you can purchase
resources from a remote data centre on a pay-as-you-go basis, and connect to
those servers/computers remotely via the internet, (referred to as “the cloud” due
to the way cloud computers are visualised using networking diagrams and graphics
[8]) thus saving money, space, time and energy with the luxury of only needing to
use these services when you need to. [9]

One of the biggest advantages of cloud computing is cost. With cloud computing,
the major cost of setting, maintaining and moderating an entire data centre and the
software they use is eliminated entirely, as this is all fundamentally managed
server-side by the provider, rather than you. [10]

Another major advantage is scalable performance, instead of relying on upgrading
the hardware yourself, cloud computing providers are constantly scaling the
hardware to adapt to today’s performance standards, ensuring maximum
performance necessary for day to day business tasks without having to worry about
out of date hardware. [11]

There are several advantages when it comes to the security of cloud computing
solutions, for example:

Cloud computing technologies often have strong DDoS protection in place to ensure
large amounts of traffic aren’t directed at company servers. Because the security
aspect is maintained by large technology companies such as Microsoft or Amazon
with a massive focus on security, cloud computing is often a lot more secure
compared to the alternative of simply maintaining the security yourself, especially
if you run a small business. [12]

Since cloud vendors take security more seriously, and have more resources to do so,
physical data theft is much more unlikely, therefore, data security is another added
advantage of cloud computing technology, as top level security is often in place in
large data centres, the risk of physical disks and storage being stolen or breached is
far less likely, protecting sensitive data from exposure. [13]
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Another advantage to cloud computing is reliability, cloud vendors often make it
their absolute best interest to ensure their services remain online, by using multiple
safety nets, such as multiple methods of hosting and backups to ensure the
customer is online at least 99.9% of the time, unlike self hosting, which is
susceptible to costly downtime [14]

Descriptions of Different Terminologies
Ping

A “Ping” is a simple signal sent directly to a host - It requests a response from the
host to ensure that the host is available. It’s also used as a way to measure how
long the response takes, known as the “Ping” value you see on speed tests. [15]

The ping utility makes use of the ICMP (Internet Control Message Protocol) which
sends an echo request packet to the host. When the host receives an echo request
packet, it will return an echo reply packet which acts as a receipt with information
about the connection established. [16]

The Windows version of the Ping command will send 4 Pings before exiting,
however the Linux version of the Ping command will continue to send multiple
Pings until the user manually hits

Ctrl + C.

Firewall

A firewall is a computer term devoted to a service that blocks certain connections
from outside sources based on a set of rules. It’s developed as a layer of protection
to ensure that malicious connections aren’t established and data isn’t recieved from
hackers or viruses. [17]

Server Management

Server Management Software is software that is used to ensure the performance of
servers are maintained and properly managed with a visual or command line based
interface with various tools and functions for managing servers. [18]

There are different Server Management platforms on the market, for example, the
Windows Server Manager is used to help IT professionals manage local and remote
Windows based servers without having to actually connect to the server itself either
manually via physical interaction, or remotely via remote desktop software. [19]

Linux based Servers use in-built server management software, much like Windows
Server, however Linux’ does not have a set server management software, instead,
the choice of server management is based on the Linux distribution and software.


af://n302
af://n303
af://n307
af://n309
af://n310

OOBE

The OOBE (Out of Box Experience) is a setup screen that appears typically when the
user has installed the Operating System and is now setting it up for the first time.
The OOBE allows users to set up various settings and accept license agreements,
create/log into user accounts, connect to the internet etc. [20]

Virtualisation

Virtualisation is the act of running multiple operating systems or user
environments on one machine without having to reboot into separate operating
systems or use multiple devices. The process of virtualisation means the virtual
operating system runs on a separate layer to the host OS. [21]

One major advantage of virtualisation is cost and efficiency, as with most servers,
system resources are not being fully utilised unless they are being 100% used.
Virtualisation allows servers to utilise full resources, by running various tasks on
various operating systems at the same time, thus using the full resources available
for that particular server, rather than running individual processes that often don’t
utilise the full potential of the resources available for servers. [22]

Physical Address Extension

A PAE (Physical Address Extension) is a feature embedded into Operating Systems
that allow 32-bit (x86) processors to utilise more than 4GB of RAM. [23]

With 32 bit processors, there is ~3GB barrier limit to how much RAM can be utilised
due to I/O limitations of these processors, that are later circumvented with 64 bit
processors. [24]

Switch

A switch is a device that connects all network enabled devices in a small business
network, such as printers, Personal Computers (PCs) and servers. Switches are vital
in ensuring devices can communicate with each other within a small business
network. [25]
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