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Online filtering and personalisation is nowadays common practice with every activity users carry out online. These tools utilise complex algorithms to track and profile user´s activities in order to be able to provide them with personalised content. 
The perception from users that their profile and activity are being monitored, recorded and targeted is not always present and it can be misinformed or misunderstood. 
This study aimed to understand the level of awareness that frequent online users have of online filtering and personalisation and understand the impact it has on their behaviours and their attitude towards these features.
Three sessions of focus-groups were carried out. Questions and statements were created to trigger responses and discussion within the group and between the participants and the moderator. Sessions were voice recorded under the participants consent, transcripted and coded into themes.
Results have also shown that most participants were not aware of online filtering and personalisation. The participants’ contributions allowed the identification of three main themes: Functionality, Privacy and Annoyance Factor. Within these themes, categories of ideas were identified and included reminder, inspiration, invasive, targeting vulnerable individuals, confirmation bias, harmful contents such as loans and gambling and incorrect assumptions, amongst others.
In conclusion, more needs to be done to increase users awareness of online filtering and personalisation, and their knowledge on how to navigate the web safely.  
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Introduction
Online filtering and personalisation are tools commonly used by companies with online presence to uncover user preferences and habits, in order to specifically target individuals. 
The terms “filter bubble” and “echo chamber” describe an online environment that is individually tailored to reflect user´s previous searches, location, type of computer and social network interactions that lead to virtual intellectual isolation, where user´s pre-existing knowledge and opinions are not challenged but echoed through display of only the likely-minded friends on Facebook and through bias-confirming search results on Google. Targeted marketing is possible through extensive consumer tracking by data aggregators, data brokers and trackers. These systems are able to filter large data of individual and group trends and psychological tendencies, in order to match the right advertising with users´ personalities leading to maximized profits. 
These tools have a huge impact on the online companies’ with for example 11.4bn US $ profit made by Facebook in the first 3 months of 2018, with 98% of this figure coming from advertising.
Moreover, a public scandal has surfaced about Cambridge Analytica, a data analytics firm that allegedly harvested and used personal information of more than 87 million Facebook users, which highlighted the vulnerability of online users’ personal information. Further allegations against Cambridge Analytica and Facebook claim that the social network was used to profile and target potential EU referendum voters with personalised campaign in order to sway them towards voting for the Leave campaign (BBC, 2018).  

Studies have shown that many Facebook users did not realise that their Facebook feeds were filtered and tailored, often believing that they didn´t see posts from some of their friends simply because they have not been active, which was not the case.
Also, online users are becoming more aware of online personalisation with mixed views on the ethics versus benefits, as some find personalised content more appealing whilst others can view exactly the same level of personalisation as concerning, especially if these customers feel that their privacy was violated.
Research on ethics of target marketing suggested that the essence of marketing discipline is the ability to segment its potential customer base which then allows for target individuals with relevant campaigns, however the same research also warned that marketing professionals should conform to the basic ethics not to knowingly cause harm to any one individual and exclude vulnerable individuals from target marketing campaigns. 
This dissertation attempts to explore the impact that online personalisation has had on online users, particularly the often obscure processes of collecting, analysing and profiling large number of signals from individual users that result in datasets often sold to advertisers. 

The following chapter presents insights on how information consumption has been taken in the last decades and how Google and Facebook have developed into drivers of online consumption. The algorithms of personalisation are approached with definitions of ‘filter bubbles’ and ‘echo chambers’. Also, the way different generations see data privacy is highlighted and an overview of the ethics of targeted marketing is reviewed, as well as a relationship between social media and addiction. At the end of the review of the literature, and outline of current issues related to personal data and privacy are discussed to inform the reader of the current context for this research. The study aimed to carry out a qualitative analysis of users´ awareness of the growing online personalisation by Google and Facebook, the impact on their online behaviour and their attitude towards profiling and subsequent personalisation of content and targeted marketing. 
The methodology chapter explains the way focus groups were used to achieve the aim of the study and how the data was then analysed.
The results and discussion chapter not only displays and discusses the level of awareness of the users on online filtering and personalisation, but also presents the themes and categories of discussion exposed during the focus groups.
Finally, the conclusion advertises for more users’ education and awareness and highlights the need for company to survey their customers wills in regards to these tools applied online.
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Information Consumption
Issues with information consumption have been identified in the first half of the XX century and soon established by Weaver (Weaver, 1949). These ranged from technical problems regarding information quantification to semantic problems relating to meaning and truth. Most importantly, Weaver argued that the impact and effectiveness of information on human behaviour had to play an equally important role. 
Floridi (Floridi, 2010) suggests that history has many metrics - natural, political, circular, linear, seasonal or religious but all of the so called historical events depended on the development of systems that would record these events and as such accumulate and transmit information about the past. 
Weaver (Weaver, 1949) suggests that humans communicate through spoken, written or printed words that can be transmitted by hand, post, telegraph or any other obvious way. Furthermore, Weaver´s paper suggests that despite the many ways of conveying ideas, the crucial issue is the semantics concerning the interpretation of meaning by the information receiver as opposed to the intended meaning of the sender. 
According to Floridi (Floridi, 2010) each information goes through a lifecycle which usually includes several phases: occurrence (discovering, designing, authoring, etc.), transmission (distributing, networking, transmitting, retrieving, accessing, etc.), processing and management (modifying, organizing, classifying, collecting, indexing, sorting, storing, etc.), and usage (modelling, explaining, monitoring, analysing, forecasting, decision-making, instructing, planning, educating, learning, etc.). 
Tenopir and King (Tenopir & King, 1996) introduced the concept of information structure, stating that information message consists of three components:  meaning (content), structure and information medium (e.g. paper or digital). We seek information on daily basis, which is traditionally viewed as part of a process during which we try to form a personal point of view (Dervin, 1983). 
In fact, people constantly assimilate and accommodate new information, which they actively seek, with their existing knowledge and experiences in order to construct their view of the world (Gardner, 1985). According to Gardner, we are quite limited when it comes to assimilating to new information and tend to create a meaning by selecting what we already know or somewhat understand. 
Belkin and his colleagues (Belkin, Brooks, & Oddy, 1982) in their paper about information retrieval described that every information search starts with the user´s problem and that the gap between their existing knowledge about certain topic and what they want to know to solve the problem is the information need. 
Many articles have described information search process (ISP) as user led activity of finding meaning from information in order to expand their understanding of a specific issue or topic (Kuhlthau, 1991). In his earlier work, Belkin (1980) established that the level of user´s knowledge of specific topic will determine how specific they will be when searching for information. At the lower level of specificity, users are unlikely to be able to specify their problem and as such might not be able to express precisely what information they need. Kelly (1963) outlined two types of moods that an individual might be in during the process of constructing an opinion: invitational, which indicates that such person is open and receptive to new ideas and change; and indicative, which leads the person to rely on their existing construct regardless of new information. 
US researchers (Fortunato, Flammini, Menczer, & Vespignani, 2006) suggest that due to the ongoing advancement in IT technologies and the advent of the internet, search engines became the main media for our social, economic and scientific information seeking, with Google taking 74.54% of search engine market share (Marketshare, 2018).

Google and Facebook as drivers of online information consumption
Pariser (2011) first coined the term “filter bubble” which essentially is individually tailor-made online environment based on the user´s previous searches, location, type of computer and social network interactions that lead to intellectual isolation within an echo chamber, where user´s pre-existing knowledge and opinions are not challenged but echoed through display of only the likely-minded friends on Facebook and through bias-confirming search results on Google. 
An MIT study (Matias, Sandvig, Karahalios, & Langbort, 2014) analysed the reaction of Facebook users to the extent their News Feed was personalised. Many participants did not even realise that their Facebook feeds were filtered and tailored, often believing that they don't see posts from some of their friends simply because they have not posted anything, which was not the case.
Whilst revenues of both Google and Facebook are constantly growing (Reuters, 2017), online users are becoming more aware of online personalisation with mixed views on the ethics versus benefits (Bozdag, 2013). Internet companies are collecting large amounts of data from their users in order to provide advertisers with pre-screened target groups for personalised ads. Recent studies (Anand & Shachar, 2009; Stone, 2010) confirm that some find personalised content more appealing whilst others can view exactly the same level of personalisation as concerning, especially if these customers feel that their privacy was violated. 
In 2009, Google announced that that every user of their search engine will benefit from personalised search results that are based on user´s online search activity going back up to 180 days (Horling & Kulick, 2009). Pariser (Pariser, 2011) expands and suggests that Google collects 57 signals from users that are not logged into Google service (Gmail, Gdrive, G+, etc.) and amongst others, these signals confirm technical data such as computer´s IP address, software, web browser, search history and location. 
As Kittler suggests (Kittler, 1996), new communication media does not displace the old one, only alters its use. Not surprisingly then, most papers have been forced to go online by the rapid declines in readership and subsequent loss of advertising revenue. Large numbers of global readers meant that big brands started to notice the global reach potential of advertising in online papers. Low barrier of entry means that there is a lot of competition in the online newspapers market, so in order to keep readership numbers high many newspapers started to experiment with personalisation. 
Von Ungern-Sternberg  (von Ungern-Sternberg, 1999) predicted that electronic newspapers will be able to provide individual readers with tailored content, meaning that the same newspaper might provide different outlooks for every reader. In 2010, Washington Post and New York Times started letting Facebook to edit their online front page in order to increase the likelihood of individual users clicking through (Pariser, 2011). Paradoxically, the main reason for newspaper publishers to explore news personalisation is the fact that advertisers are able to track users which helps them to identify and target their desired audience without having to advertise on premium news websites. Furthermore, news providers that wish to maximize their profits from advertising also need to maximize the relevance of content to individual users (Thurman & Shifferes, 2012). 
Our knowledge, beliefs, perception and opinions about the world and its evolution are shaped and adjusted by the information that we access, mainly through newspapers, television (McComb & Shaw, 1972) and, in recent years, the internet. In a paper about online misinformation, Mocanu and colleagues (Mocanu, Rossi, Zhang, Karsai, & Quattrociocchi, 2015) showed that regardless of the differences in qualitative nature of the information,  Facebook users showed very similar attention patterns when presented with different contents, suggesting that unverified or incorrect information resonate across social media channels as long as other, authenticated or fact-checked, information. This further confirms Shannon´s notion that a wrong signal or information is still a signal. In 2013, the World Economic Forum report (Howel, 2013) identified digital misinformation as one of the major threats to the modern society. 

Personalisation and algorithms
In regards to online personalisation, first we must establish what is meant by this term. Habegger et al (2014), described personalisation as a process of adapting an output of a system to individual user´s context and profile, by utilising their data such as interests, opinions, preferences , group memberships & etc. Big data analysis techniques are enabling companies such as Google and Facebook to gather large number of data from various sources creating rich and accurate user profiles, the key element of personalisation online. Programs that try to predict options in terms of content, product or service have evolved from recommender systems on online shopping platforms such as Amazon and eBay. 
Highly comprehensive user profiles are a result of sophisticated big data techniques that can process large volumes of highly dynamic and varied data that can come from different sources and is classed as structured or unstructured. The biggest strength of these technologies is the ability to aggregate all these types of data and sources into a single user profile. Manyika et al (2011) put together a list of big data techniques that can be used for personalisation. These include machine learning, trust and reputation management, sentiment and network analysis. These techniques can reveal important information about user´s friends, their work colleagues, relatives or the most influential users in a network that they belong to. Language analysis is enabling Google and Facebook to determine opinions from comments, messages, reviews and ratings on sites such as Amazon, eBay and also opinion rich Twitter and Facebook. Habegger et al (Habegger et al., 2014) write that the main purpose of sentiment analysis is classification of an opinion, perhaps the most important analysis. 
Since the 4th of December 2009, Google uses “personalisation” by capturing user´s data, considering search histories and adapting previous search queries into real-time search results. Google search engine retains users´ data and employs algorithms to gather, extract, filter and monitor our online behaviour, suggesting subsequent search results. Ridgway (2017) compared online personalisation to the currency in online marketing of users´ data, which is aggregated by technologies and algorithms as users´ data is acquired by third parties and marketers. 
Feuz et al. (2011), conducted a research on Google´s personalisation which established that every online user is first classified based on their buying habits and search histories, and subsequently assigned to demographic group, not as an individual, rather with what could be called personalisation en-masse. The authors conclude that “Google is actively matching people to statistically created groups, thus not only giving online users the search results that they might want (based on the facts that Google already knows about each user), but also producing results that Google considers to be relevant to users and advertisers, resulting in a personalisation predefined by Google. Gillespie (Gillespie, 2014) believes that all online users are led by algorithms and individual users´ preference for the likely-minded into “filter bubbles” where they find the news that they expect and the political views that they already have. 
Regardless of the obvious benefits that personalisation provides to busy users, several concerns have been raised about the ethics of often unsolicited filtering of information and the biases that is likely to impact users´ access to information. Pariser (2011) and Sunstein (2008) propose that dependence on personalisation and tailored social media could result in “filter bubble” or “echo chamber” and polarization as a result of individual users being exposed to a narrow set of information and viewpoints, carefully matched to their preferences and ultimately biases. 
On a social and political level, both of which have profound impact on economy, such selective outlook could lead to confirmation bias (Nickerson, 1998) and might even result in polarization and misinformation (Stanovich, West, & Toplak, 2013). Humans are biased in their explicit choices and implicitly through homophily, a pattern in human behaviour that is characterised by the tendency to maintain contact with people that are similar to them. 
Social media changed the way information and content is created, resulting in attention bulimia, a term that highlights the tendency of social media users to aim at maximizing the number of likes, shares and comments, often resulting in out of context banal information and oversimplified concepts that are quickly cascaded further down the echo chamber (Del Vicario et al., 2016). 
Social network Facebook is, with over 800 million users every month, the world´s most used networking platform (Hampton, Goulet, Rainie, & Purcell, 2011).  According to a paper on online comments (Gilbert, Bergstrom, & Karahalios, n.d.), 75% of comments on world´s top blogs and social media posts are in agreement with the original post. Furthermore, a growing number of younger users utilize Facebook as their primary source for news of political and societal issues whilst several papers suggest that majority of Facebook posts are not being systematically read and processed, resulting in a feeling of being informed (Müller, Schneiders, & Schäfer, 2016). 
Another research´s finding showed that polarized Facebook users that are active on specific content tend to have high number of friends with same type of behaviour. Consequently, most of content re-sharing takes place within the same echo chamber where users exhibit similar polarization (Del Vicario et al., 2016). In addition, the longer a user participates in a discussion within an echo chamber, the more negative is the attitude. In fact, the paper hypothesizes that anyone discussing matters online will become progressively more negative in their beliefs about the discussed subjects. 
Firstly, we must establish who holds the power in the relationship between businesses and online users (consumers), as power is a key concern which continuously impacts our behaviour and has historically been the cornerstone of social systems and orders (Rucker, Dubois, & Galinsky, 2011). 
For power to be exerted there must be at least two parties where one is powerful and able to exercise its power over the other, less powerful party. In the offline world, this type of relationship exists on an implicit agreement that is often defined by status, or the extent to which the stronger party is respected for their actions or accolades (Baumeister, Ainsworth, & Vohs, 2015). In the online world however, one's actions can be very different. Social networks utilize explicit signifiers of status such as: number of posts, number of friends, number of likes, etc., which continuously quantify activities of individual social network users and their influence (Labrecque, vor dem Esche, Mathwick, Novak, & Hofacker, 2013). In fact, ones integration into the network, expertise and ability to persuade others relates to control and power. 
This type of power is becoming increasingly significant nevertheless; it is the hard and soft infrastructure of search engines and social network platforms that hold much bigger power over their systems and consequently their users. System owners make these platforms attractive to users by intuitive design and empowering elements of interactions such as newsfeed, tagging, chat and albums, all of which encourage adoption by new users. More importantly, network owners control all of the aspects of their platforms, including the impact that their technology design has on its users (Blair-Early & Zender, 2008). 

Generations and data privacy
“Generation X” are defined by Robinson (2015) as the generation born after the Western Post-World War II baby boom, where birth days range from 1961-1981, and current ages range from 37 to 57 (in 2018). Staysafeonline (NCSAM, 2017) claims that Gen X online users are the most concerned generation with data security and privacy, as 88 percent participants from this group were worried about their online password security. 
Statista research (2014) showed that one fourth of Gen X online users tend to be concerned about personal identifying information, such as holiday plans or work related information being shared or even used against them, whilst only one tenth were likely to get worried if the same information was shared with marketers for advertising purposes. More significantly, almost 40 percent Gen X claim not to post personal information on social media channels. 
Another survey (Fortinet, 2014) of US based online users revealed that almost half of Gen X respondents did not use a password for the mobile devices whilst at the same time more than half of the respondents expected all of the following activities to be private: personal email, work email, social media posts, text messages, location, phone audio and online purchasing history. Furthermore, Gen X group ranked their social security number as the most important piece of data that they were afraid of loosing, closely followed by their email account and internet browsing history. 
“Generation Y”, also known as Echo Boomers, Millennials, Generation We, Internet Generation and Leave No One Behind, consists of people born between 1980-1990s with current age range from 25 to 35 (in 2018). Generation Y constitute the largest generational cohort since the Baby Boomers (Schroer, 2015). According to Staysafeonline survey (2017), more than 40 percent of Millennials confirmed that their passwords require two-factor authentication, whilst 70 percent said that they are constantly searching for new ways of staying safe and secure whilst online in order to keep their personal data safe. 
Fortinet´s survey (2014) showed that one fourth of the Gen Y respondents would be concerned if they knew that their personal data was shared with marketers, whilst the same amount of respondents was concerned that their data could be used against them. The most significant finding of this survey was the fact that more than a half of all respondents were prepared to disobey company policies that restrict the use of their own devices, cloud storage and wearable technologies for work, an attitude that could be extremely dangerous when it comes to data security and privacy of their company´s clients and stakeholders. 
“Generation Z”, is the latest generation and consists of people born between 1995 and 2015 (Schroer, 2015). According to Cross-Bystrum (2015) there is not yet much known about this generation but much is known about the environment in which Generation Z are growing up. HBR (2015) reports that gen z are digital natives, always connected and extremely independent about their digital decision-making. It is the first generation that expects relevant information on demand and is likely to trust recommendation from a friend more than from authority figures, organizations or brands on social media. 
US based consultancy PPMG ran focus groups with generation z and found out that accurately personalised content is expected from this audience (Schneider, 2015). Furthermore, the study confirmed that Gen Z are fully aware of the relationship between them and platforms such as Google and Facebook, where they are happy to exchange their personal details and data for content that is relevant to them. Impersonal messages and generic adverts are likely to turn gen z customers against that brand and can result in social media ridicule, a risk that most brands will not be willing to take. 
On the other hand, Staysafeonline´s survey (2017) revealed that almost a third of all Gen Z participants put very little thought into their password creation and are likely to have poor security behaviour across various online accounts. This suggests that digital natives are the least concerned generation with online security. 
Renfro (2012) suggests that exact starting and stopping points for any of the three generational labels are unclear, with no agreements on the exact date ranges, however, for the purpose of this study the above birth ranges were used as the generational timeframes.


Ethics of Target marketing and Personalisation
Research on ethics of target marketing (Craig Smith & Cooper-Martin, 1997) suggested that the essence of marketing discipline has always been the ability to segment its potential customer base which then allowed for target marketing, however it also warned that marketing professionals should conform to the basic ethics not to knowingly cause harm to any one individual and exclude vulnerable individuals from target marketing campaigns. 
The basic idea of market segmentation relies on understanding the differences between customers and deciding to target only a specific group of people with similar needs. During the 20th century markets became more disrupted and fragmented which only increased the need for specific target marketing (Tedlow, 1990). Thanks to technology and its growing use in daily lives of most consumers, marketers were able to dissect larger data about their consumers allowing them to develop marketing strategies aimed at much smaller groups that shared behavioural traits and needs, inevitably leading to marketing strategies that were tailored to individual consumers. 
Sophisticated profiling and subsequent targeting of online users based on their online footprint, data about all online activities of an individual, has become a norm and somewhat a necessity for advertisers as online technologies and its various media channels continue to disrupt and defragment consumer markets further than ever before. Despite its obvious successes with both advertisers and consumers, profiling and targeted advertising has been increasingly criticized for targeting segments of society that could be viewed as “vulnerable” particularly when targeted with products or services considered “harmful”. Targeting that was criticised included products such as lottery tickets, gambling, weight loss products, fast food, contraceptives, food supplements and financial services, such as car insurance and credit cards (Craig Smith & Cooper-Martin, 1997). 
 Predicting customers´ trends based on their profile and matching them with other users is a standard data-aggregating process that helps marketers and advertisers to accurately guess what targeting campaign will work best on particular individuals. This strategy, when done right and accurately can be very powerful, however, there have been many examples of badly executed targeting campaigns, such as the photo-printing website Shutterfly who in 2014 mass-emailed number of people to congratulate them on the birth of their child, whilst many of the recipients did not have any children. Many customers got offended, the company lost money on the campaign and their brand was ridiculed on various social media channels such as Twitter and Facebook (Komando, 2015).
Smith and Cooper-Martin´s paper (1997) on target marketing and ethics suggests that due to the potential for controversy and ethical concern could suggest that there are certain products and services unsuitable for target marketing. Marketers are likely to respond to public protests to target marketing because of the potential for adverse consequences. Lazniack and Murphy (1993) argue that marketers are expected to be making marketing decisions that are ethical and that they should “have respect and concern for the welfare of those affected by their actions and decisions”. 
Most criticism of target marketing revolves around the issue of vulnerability of both old and young consumers; for example, Mazis (1992) writes that: “children or young adults are vulnerable consumers that are not in position to make mature and rational judgement”. The same vulnerability was the key reason for restrictions on tobacco and alcohol advertising in both UK and US (Craig Smith & Cooper-Martin, 1997).
Ringold (Ringold, 1995), who wrote a review of social criticism of the targeting of cigarettes and alcohol, proposes that targeting can be deemed as acceptable only if the transaction involves “equal participants”, any targeting that entails “disadvantaged” or “vulnerable” consumers should not be acceptable. She observes that proponents of target marketing believe that consumers are typically sceptical of advertising and are able to recognise its limitations and usefulness, a model known as “competent consumer model”. On the other hand, critics of target marketing subscribe to a “vulnerable consumer model”, in which the individual´s capacity to understand advertising, product effects or both is diminished.
 Further examples of unethical target marketing are alcohol adverts to inner-city markets and lottery advertising to low-income consumers (Treise, Weigold, Conna, & Garrison, 1994). Smith and Quelch (1993) submit that targeting involving harmful products will “create victims of market segment” (C. Smith & Quelch, 1996). Further worth-noting literature on targeting related ethical issues is J. Smith´s study of privacy in direct marketing (J. Smith, 1994), as profiling algorithms use large sets of online consumers´ data and privacy is becoming increasingly important subject for both individuals and societies. 

Social Media and Addiction
Bernays (1947) wrote that media is an open door to the public mind and that anyone through these media may be able to influence the attitudes and actions of the society. Bernays´ essay suggested that the United States has become a small room in which a single whisper gets magnified thousands of times through the then emerging media of radio and television. Smartphones and social media are the latest media trend that allows online users and consumers to stay in touch with the people and brands that they care about, allowing for new encounters along the way. On the other hand, marketers are now able to collect rich data that even 10 years ago would be considered as unthinkable, such as consumers´ preferences, their weight, favourite foods and holiday spots, contents of their contact list and much more. Furthermore, marketers are able to reach consumers in their homes, at work, on their commute and anywhere where they happen to take their devices, which for many of people is everywhere. 
Recent study discovered that U.S. teenagers spend nine hours per day using media devices for enjoyment (Common Sense Media, 2017), which is a total of 136 days per year. Delgado (2014) explains that social media activities such as likes, comments and re-tweets activate the same parts of brain that a hug, compliment or smile do. As such, many social media interactions will be a positive re-enforcement which will make online users to come back again and again. 
Humphreys (Humphreys, 2004) suggests that online users get addicted to this social feedback which creates a dopamine high, leaving social media users to always check how the social environment reacts to everything that they do. Wellman (Barry Wellman, sociologist) named this trend “networked individualism” where often people post for emotional support on Facebook when they are going through a difficult time and are given an on-demand support from friends that may not necessarily be lifelong friends but are currently available. 
Recent study in the journal Psychological Reports: Disability & Trauma (Jones, 2014) discovered that technology addictions share similar features with gambling and substance addictions and are likely to result in social isolation, sleep deprivation, health issues and many other impairments for young adults. Companies like Google and Facebook want online consumers to spend as much time as possible online, as that means more exposure to targeted marketing which ultimately translates into more revenue from advertisers. 

Current issues related to Personal Data and Privacy
In the recent months a story about online data and privacy has been developing. It appears that personal data of up to 87 million Facebook users might have been inappropriately shared with Cambridge Analytica, the data-mining consultancy that has previously claimed to have played an important role in Donald Trump´s presidential victory (Kirchgaessner, 2017). More recently, Christopher Whiley, Cambridge Analytica´s ex-employee who turned to become a whistle-blower has claimed that Cambridge Analytica also heavily influenced UK´s voters to vote for the Leave campaign in Brexit vote in 2016 (BBC, 2018). As a result of these claims, debates about access to individual´s personal information has been gaining momentum whilst Facebook´s value on the stock exchange decreased by tens of billions of dollars. Reactions amongst Facebook users to these events range from plain oblivious and not worried to the extremely worried where some followed the #DeleteFacebook campaign on social media, supported by Elon Musk - Tesla´s CEO (Wang, 2018). 
In a BBC interview, Hetan Shah, director of the Royal Statistical Society, highlighted the danger of technology giants such as Facebook and Google having a monopoly on individual´s data (Harford, McDonald and Vadon, 2018). Whilst some online users might not mind the fact that their data is being collected, aggregated and analysed with the goal of advertising, Shah suggests that the data that online users create should be treated similarly to intellectual property rights in pharmaceutical industry, where companies that come up with a new drug have executive rights to produce and sell these for a limited amount of time, after which every pharmaceutical company has the same right. With data, Shah suggests, that after specific time the tech companies would give up their user´s data to organisations such as Organisation for National Statistics (ONS) that have the experience and processes to safely store and analyse data for public´s good.
Research of privacy attitudes and privacy behaviours suggest that on one hand online users are often very concerned about their privacy but on the other hand they are willing to reveal detailed personal information in exchange for relatively small rewards such as access to social media or content (editorial, video, music or podcast). This inconsistency is also known as the “information privacy paradox (Brown, 2001; Norberg, Horne and Horne, 2007).

Holvast (1993) and Rosenberg (1992) established that there are three areas of privacy: territorial privacy, person privacy and informational privacy. For the purpose of this study, only the informational privacy is being considered. The “information privacy paradox” predates the commercial use of internet, as a research of loyalty cards shows that customers were prepared to exchange data about their shopping habits for relatively trivial cost savings (Sayre and Horne, 2000). 
Acquisti (2004) suggested that individuals can become too irrational to make well informed decisions about their privacy, as these decisions are often impacted by incomplete information and psychological biases, such as confirmation bias. Furthermore, the same study revealed that most privacy related behavioural paradoxes are based on immediate gratification bias, which refers to the tendency to put more value on immediate benefit as opposed to the future risk. 
In terms of privacy and Facebook, reports from as early as 2005 (Jones and Soltren, 2005) warned that some of the flaws in Facebook´s setup are likely to facilitate privacy breaches and data mining. Jones and Soltren also noted that Facebook has been collecting information about the network´s users from as early as 2005, whilst the introduction of third-party applications and News Feed (2007) was the starting point of user´s tracking and subsequent targeting with advertising. Jagatic et al (2005) argued that social networks are in fact ideal for mining information about individual users such as their relationships to other users and their common interests, both of which can be easily exploited for phishing. Govani and Pashley (2005) ran a small sample study on Facebook user's awareness of privacy which somewhat confirmed the “information privacy paradox” as more than 80% of the participants were concerned about their privacy and knew about the privacy settings but only 40% made use of them. 
Carrascal et al.(2013) offer an insight into how much value users put on their web-browsing information. According to their study, users valued their internet browsing history for around 5 british pounds whilst their offline information such as address and age was worth about 20 british pounds to them. At the same time, Danezis et al. (2005) and Huberman et al. (2005)show that users are likely to assign different value to their personal information such as their location, weight and age. 


[bookmark: _Toc513120659]Methodology

[bookmark: _Toc513120660]Study Purpose and Philosophy
The main purpose of this study is to explore opinions and experiences of the target population on online filtering and personalisation, a topic that has recently gained global exposure as Mark Zuckerberg, Facebook´s CEO, appears in the US senate to answer questions about the likely mishandling of personal data of millions of Facebook users and Cambridge Analytica´s involvement in fake news (BBC, 2018).
Interpretivist approach to research appears to be fitting philosophy for this paper, as it is based on naturalistic approach to data collection, such as interviews or focus groups that can provide a lot of depth on previously unchallenged grounds. It is however often criticised as subjective and heavily impacted by researcher´s own personal views and values.
Additionally, this approach seems to be appropriate for collecting data since the existing literature on impact of online personalisation on users is very limited. Finally, according to Myers (Myers, 2008), wide adoption of interpretivism in qualitative research explored areas such as issues of ethics, leadership and cross-cultural differences in organisations in a great depth, as resulting data tends to be honest and trustworthy.

[bookmark: _Toc513120661]Ethical Considerations
The purpose of the focus groups was to establish attitude of online users towards automatically personalised information (content) online, particularly on search engine Google and social media channels such as Facebook. Secondly, the author expected that the focus groups would help him to establish individual attendees´ awareness of profiling that is a key element of personalised content and marketing. At the proposal stage of this study, an application for ethical approval was submitted to the research supervisor, in order for the research to result in benefit and minimise risk of harm. This application detailed the purpose of research activity(exploratory study), proposed methods (focus groups), locations of research activity, scope of the research, participants and their recruitment, information provided to participants, anticipated risks, feedback, consent, confidentiality and data protection and storage. 

[bookmark: _Toc513120662]Study Design
To explore how online users in three different age categories view online filtering and personalisation, a qualitative exploratory design was used as the most suitable for this relatively under-researched topic related to the potential ethical issues of online filtering and personalisation. Furthermore, as this paper is exploring relatively new topics, the qualitative research methods seem better fit for exploring how individual internet users view online personalisation and profiling, with the aim to investigate how separate respondents interpret their own reality (Bryman & Bell, 2011). 
A survey was initially considered as a valuable research tool however the author decided that close-ended questions would limit the spectrum of responses. Interviews were also reviewed as a possible option of data collection. Face to face interviews have the advantage of bringing a higher level of accuracy of screening as the respondents will not be able to provide false information to questions screening their gender and age.  Additionally, researchers are often able to capture both verbal and non-verbal cues such as tone of voice and body language, when collecting data in person (Bryman & Bell, 2011). On the other hand, interviews can be costly and the size of the sample can be limited due to time requirements, availability of staff and facility. Additionally, the quality of collected data will highly depend on the interviewer´s ability to conduct an interview effectively and gather data efficiently (Feilzer, 2010).
This qualitative study was performed by using three focus groups, which is a useful method for exploring variety of opinions in depth and suitable in the circumstances of lack of viable contacts and time restrictions.

[bookmark: _Toc513120663]Selection of individuals
The individuals used in this study were known to the author from the circles of acquaintances. They were selected based on their availability to participate in specific dates , due to study time limitations. Three groups were formed based on the availability of the individuals to participate on specific dates where participants of individual focus groups were known to each other. Each respondent was asked to sign a focus group consent form which stated that information obtained in the sessions would be recorded and handled anonymously in accordance with the Data Collection Act, part of the Data Protection Act 1998, and would be used only for research purposes (Appendix 2). 
Because of the open-ended and emergent nature of focus groups, the scope of this study was purposively broad to provide suitable opportunities for versatile discussion during the individual sessions and thick descriptions of personal experiences and interpretations, as suggested by Hennink (2014). When studying individual and social situations that are distinctive, unknown or stereotyped, qualitative description is necessary (S. Reinharz and G. D. Rowles, 1988). The main quality of focus group is the use of group interaction which helps to produce insights that would be otherwise less accessible (Morgan, 1997). The combined effort of focus group participants lets the individuals to draw from others or to collectively brainstorm together, which can lead to number of ideas, opinions, issues and topics being discussed (Berg, 1998). The focus group method was selected for this study as it allowed access to socially-constructed expressed views, opinions, experiences and attitudes of the participants which helped the researcher to understand how they interpret the potential issues of online filtering and personalisation. Berg (1998) suggests that focus groups are able to access fragments of participants´ biographies and life structures, which helped gaining the insights about the specific age groups that participated in this study. 
The researcher conducted three focus groups and recruited five to seven participants for each group. To further promote participation and discussion, the researcher strived to organise each focus group based on similar background characteristics of individual participants, also known as homogeneity, such as gender, age or social class (Morgan, 1997). The most convenient selection of homogeneity was age, specifically recruitment of participants from generation X, Y and Z (Wiedmer, 2015). 
To recruit participants from across these three generations, the researcher confirmed potential participants´ age before recruiting them. The recruited participants ranged from ages 22 to 52 years old. This range marked the ages of participants at the time of this research (March 2018). 
A total of 18 participants, 10 men and 8 women, took part in the three focus groups. All of the participants were in full time employment Numbers are used in place of the participants´ real names to provide confidentiality. 
The first focus group had six participants, five men and one woman, and was held in a garden near Barn Elms wetland centre in London, United Kingdom. The participants ranged in age from 31 to 41 years of age and all knew each other for number of years through beach volleyball. The second group had five participants, four women and one man, and was conducted at Alexandra House in Swansea, United Kingdom. The participants ranged from 29 to 52 years of age and knew each other for three weeks as they all recently started working for the same employer. The third and final group had seven participants, four men and three women, and was held at the lobby of the Grand hotel in Swansea, United Kingdom. The participants ranged from 22 to 36 years of age. This group, similar to the second group, was comprised from individuals who recently joined the same employer. 

[bookmark: _Toc513120664]Sites and Recruitment
Due to his location, the researcher focused on London and Swansea in the United Kingdom as areas for recruitment. To start the recruitment process, the researcher personally reached out to his personal contacts and work colleagues by way of visits, online messaging and telephone calls in order to introduce and explain the study. In the request for participation, the researcher outlined the purpose of the study, the composition and the criteria of the participants for the focus groups. Each participant was informed by the researcher prior to the focus groups that they will remain anonymous throughout the entire process and that they are free to participate and can withdraw from the study at any time. The researcher also explained that no harm shall result from taking part in the study or by not participating and/or withdrawing from the process. 
Once the researcher secured permission to the various sites, he confirmed the place and date to the previously contacted participants who agreed to attend the focus group in a form of an invite via telephone call and online messaging. These contacts and messages included directions to the location and a reminder of the date and time of the focus group. The researcher attempted to over-recruit by two people to offset the risk of no-shows, as three of his previous attempts to organise a focus group have failed due to high number of no-shows and last minute cancellations. 

[bookmark: _Toc513120665]Materials and Procedure
The researcher used number of peer-reviewed articles and a book by Pariser’s 2011 book entitled “Filter Bubble – What the Internet is Hiding from You” for the development of the study question guide. 
At the start of each of the focus groups, the researcher distributed consent forms that re-confirmed the details of the study, the university, the participants´ anonymity and the right to withdraw at anytime, along with contact details for the researcher and his supervisor. Each participant gave consent by returning a signed consent form to the researcher and filled in attendance sheet with several demographic details that helped identify any trends amongst the participants. As a second step, the researcher explained the study and its purpose along with the role of the researcher (moderator), the fact that each session was recorded and how everyone´s response will be kept confidential through the use of numbers instead of names. Data collection consisted purely of the audio recording as there was not enough time to moderate the discussions and at the same time observe non-verbal cues and take notes. 
After the introduction of the study and the session´s administration, the researcher asked a warm-up question in order to give everyone a chance to speak and ease into the process. 

[bookmark: _Toc513120666]Data collection and Management
Three focus groups were carried out. Preparation for the focus groups consisted of developing the questions and statements that were used to incite answers and debate from the participants. The author acted as the time keeper and focus group moderator and his involvement varied between the groups due to different group dynamics, from only introducing the discussion, moving on with the questions and wrapping the session, to intervening in the discussion if the group was going off-topic to bring the discussion back to the aimed themes. 
[bookmark: _Toc512929927]Table 1: Summary of the stages and steps carried out in this study with the use of qualitative data collected by focus group discussion.
	Data preparation
	Voice recording
Transcribing the text

	Initial exploration of the data
	Look for obvious recurrent themes or issues
Add notes to the data. Write memos to capture ideas 

	Analysis of the data
	Code the data
Group the codes into categories or themes
Comparison of categories and themes
Look for concepts that encapsulates the categories

	Presentation and display of the data
	Written interpretations of the statistical findings
Illustration of points by quotes and pictures

	Validation of data
	Data and method triangulation
Comparison with literature



The sessions were prepared to last approximately 45 minutes where each session was voice-recorded and transcribed in full within a week. Each focus group followed the same guide sheet with a list of questions (Appendix 3) and statements that were designed as to assist the flow of the discussion and focus each part on specific themes that were: awareness, impact and attitude of and towards online personalisation and filtering on Google and Facebook. Table 1 shows a summary of the stages and steps performed in order to collect, interpret, analyse and display the qualitative data used in this study.

[bookmark: _Toc513120667]Topics and Questions
The researcher created a semi-structured guide with eight questions or sets of questions and two factual statements to help navigate the discussion and keep it on topic whilst exploring participant´s opinions and experiences on three study topics, namely Awareness and Attitude towards online filtering and personalisation and its Impact on the individuals. As expected when designing qualitative study, the questions were refined by the research and were built up on based on the responses and individual group´s dynamics.

[bookmark: _Toc513120668]Approach to Data Analysis
Three approaches to focus group analysis were considered at the start of the study. These were (1) qualitative content analysis; (2) thematic analysis; and (3) constructionist methods such as discourse and conversation analysis. After the initial literature review of these three approaches, the researcher rejected the idea of constructionist methods as they tend to be the most complex with attention on group dynamics and construction of meaning in a group discussion (Parker and Tritter, 2006), which would not be feasible as the researcher acted as the discussion moderator. Content analysis was also discarded as unsuitable analysis approach since it focuses on generating frequency counts of predefined items in the collected data (Hennink, 2014).  The objective of the study was to sense and explore online users´ experiences with filtering and personalisation without focus on any quantifiable variables.
Therefore, thematic analysis was chosen as the most suitable data analysis approach to this study since it breaks collected data into emerging themes but instead of counting them, as in content analysis, it uses illustrative quotations to aid highlighting the issues in participants´ own words (Hennink, 2014). As the topic of this study is relatively under-researched in the academic literature, the inductive nature of thematic analysis should allow the researcher to analyse individual issues in depth and identify relationships between the main issues. However, Wilkinson (2011) and Kitzinger (1994) criticized thematic approach to focus group data analysis as “counter intuitive” as the key element of focus group studies, the interactions between participants, is somewhat reduced to inputs of individuals. The researcher was aware of this weakness and made sure that, where possible, the results and discussion considered the group dynamics as well.
Without having any preconceived hypothesis, the researcher set out to investigate how was online personalisation and filtering viewed by online users, in order to identify the main themes and patterns that could potentially lead to initial empirical theory of this increasingly  important social phenomenon. By doing so, the researcher was following the steps of “grounded theory” (Glaser and Strauss, 1967), where initial responses from all three focus groups were grouped by the type of initial topic of this study – awareness, impact and attitude. Subsequently, all the answers were compared and the most prevailing types of answers were grouped into main themes and connecting patterns were explored.
As per the basic principles of grounded theory which involves progressive identification and integration of categories of meaning from data (Charmaz, 2006), the researcher firstly analysed all the inputs from all three focus groups in order to establish common types of answers and subsequently class them into categories. This stage of coding was predominantly of descriptive nature, where long statements were shortened as much as possible without compromising the meaning of the original response. Where possible, the researcher made sure that the resulting labels kept words and phrases used by the study participants, an approach also known as in vivo (Dey, 1999).
Progressing further with the coding of emerged categories, the researcher was able to identify three themes which systematically integrated low-level units into more meaningful ones.

[bookmark: _Toc513120669]

Results and Discussion
[bookmark: _Toc513120670]Characterisation of the study sample
All 18 participants confirmed that they go online and either google or visit social media on daily basis. One participant uses only Facebook for all their social media activities and fifteen of them use Facebook and other social media channels, whilst the remaining two don´t use Facebook as they utilize other online social channels instead. The age and gender of each participant are listed on Appendix 1.

[bookmark: _Toc513120671]Users’ Awareness of Online filtering and Personalisation existence and its procedures
Out of the 18 participants, 15 stated that they were unaware of any specific filtering or personalisation whilst online, except for advertising and marketing that reflected their previous searches and purchases. 
The categories that emerged from the discussions about awareness included useful; reminder; helpful; location based; relevant; spending; distractive; assumptive; big brother; illegal; invasive; provides other options; subtle; subliminal; provides comparison; inspiration; internet not a choice anymore; everything is online; unaware.

There were three participants that were not aware of the full extent of online filtering and personalisation but were able to give examples of personalisation experiences that stretched beyond advertising, such as location based updates on traffic and online shops that remember the customer and offer suggestion for next purchase that is based on customers with similar profiles. One participant was particularly aware of online personalisation and was able to see its positive and negative sides:  
“… say that you paid for something on Amazon, you go back in and they will say “Welcome Back” even though you have not signed in. It remembers everything that you have gone into, doesn’t it? So it is quite good.” (Participant #7)
Whilst some participants did not realise that online personalisation was taking place until the focus group debate, during which they started to understand the whole process, which confirms the importance of focus group interaction (Kitzinger, 1994; Wilkinson, 2011).  
“I think that somehow, Facebook knew that I was looking for a gym and it somehow guessed that I was old enough for Territorial Army. Even though I was never interested in joining. And the funny thing was that I didn’t search for it on Facebook, I just did it on Google. So I don’t know how Facebook was picking that up.” (Participant #8)
 “I was looking at some stuff on Boots and then next thing there was a Boots ad on Facebook and I was like: “Oh my god, what are the chances!?” And now I realised that it is like this.” (Participant #12)
The dynamics and psychology of target marketing, as identified by Tedlow (1990) was inadvertently pinpointed in the discussion, once again confirming the importance of discussing topics in a group settings (Kitzinger, 1994):
“It´s advertising but it´s like they are trying to do subliminal messaging so you then think: “Oh, it is meant to be…! You know, I was just thinking about those shoes.” (Participant #17)
Out of the entire study sample, 13 exhibited certain level of perception of how companies like Facebook and Google are able to establish preferences of individual users, whilst five had no perception of how this could be done. The most aware generation was Gen X with seven out of eight participants displaying some perception of how personalisation is done. On the other hand, Gen Z were the least aware participants, with only two out of four exhibiting signs of understanding of how Google and Facebook are able to personalise content for them. Precisely as highlighted by HBR article that Gen Z are not preoccupied with the details of how personalisation happen as their main concern is that it is relevant to them (Schneider, 2015). Gen X participants´ responses and awareness are very much in line with Statista´s research (2014) which identified Gen X as the most concerned generation online. The fact that some participants did not even realize that every advert that they see online is reflecting their previous searches could be seen as a confirmation and an expansion on Smith & Cooper-Martin´s (1997) target marketing critique, where the obscurity of targeting could be potentially also classed as harmful. This hypothesis should be even more significant when obscure personalised marketing targets vulnerable individuals as suggested by Mazis (1992).
Typical answers of the aware partakers mentioned “cookies” or “software” as the main element that helps the companies to profile online users individually. Participant #2 gave the most comprehensive input across the three focus groups, which unintentionally also described the basic principle of target marketing:
“I think that it is some kind of code or software that IT people put together. They discovered that they can make people buy more stuff if for example they split it into categories and if you search for something in this category then we are going to send you these specific updates or adverts or whatever.”
When asked if the same online search by different individuals would return identical search results, only six participants were aware that this would not be the case as online users will have various “preferences” to each other and Google will try to match those:
“No, you wouldn´t get same search results, it depends on what you have looked at.” (Participant #18)
Two thirds of the study sample (12 out of 18) either exhibited surprise and even disbelief at this fact. This has been described by Flick (2011), as one of the most important elements of groups, once again confirming the advantage of focus group discussion as a data collection method, as none of these interactions would be possible if the method was a survey for example. 
“I don´t know (if we would get same results). We think that Google is facts, don´t we?” (Participant #14)
“Yes (same search results for everyone)! Why would you not get the same result?” (Participant #15)
Some of the answers were actually posing questions such as “Really? Is that true?” (Participant #9) 
Some participants started their answer by suggesting that everyone does get the same search result but as they thought of the whole process out loud they ended up realising that the opposite was the most likely outcome. Hennink (2014) suggests that there might be several reasons for that to happen such as respondents reacting to other people´s opinion or giving answers that will please others. In this particular case, the researcher believes that the participant thought of other respondent´s answer and reacted to it by changing their opinion: 
“I think that you do (get same search result), because everybody thinks about Google as an encyclopaedia, so if you search for it and everybody googles the same thing then everybody thinks that that´s what it is. And the danger is that you think that´s the only answer because that is what everybody else is seeing. But it is not!” (Participant #17)
After learning the full detail of how Google, seemingly in order to provide most accurate personalisation, collects up to 200 different signals from each online user every time they browse the internet 16 out of 18 study sample confirmed that they did not realize this. This trend was almost identical across the three generations with only one Gen X and one Gen Z participants being aware of user tracking. Result that confirms filter bubble paradox (Pariser, 2011) where individuals are unable to compare their content, pricing or search results with others.

[bookmark: _Toc513120672]Awareness of Facebook personalisation
Personalisation of Facebook´s News Feed and some of the content often led to lively debates as most participants were able to relate to the question and follow up on each other’s experiences. One third of the entire study sample did not notice any personalisation of Facebook, where some were convinced that their Facebook was not personalised to them:
“I see all the posts from all my friends all the time and in chronological order.” (Participant #18)
“I must admit, I have not noticed that. I thought that Facebook was just a constant feed. I knew it will only feed my friends, but I thought that it was pretty set in stone.” (Participant #8)
This has been similarly described by Matias et al (2014) in a study of MIT students, who often did not even notice that their Facebook was tailored to them. Some of the remaining participants mentioned that they did not see all of their friends´ posts and often wondered why:
“Oh yeah, I have noticed that I have 1,000 of friends but I always see the same people. Is that because the others don’t like me, the others?” (Participant #4)
There were a higher number of aware participants across the three generations, who knew that their Facebook Newsfeed was personalised whilst only three Gen X, two Gen Y and one Gen Z participant did not notice any personalisation. Interestingly, this result is contradictory to the MIT study (Matias et al., 2014) which could be explained by the public´s increasing awareness and easier way of comparing Facebook´s Newsfeed amongst the same group of friends. Furthermore, higher perception of Facebook personalisation could be also fuelled by the increasing debate of Facebook´s practices in mainstream media, confirming Lazniack and Murphy´s proposal (1993), that public protests are likely to lead to spur companies like Facebook into action in order to prevent any adverse consequences. 

[bookmark: _Toc513120673]Impact on the Users of Aggregated personal data
Majority of the sample population were unaware of the fact that Google and Facebook are able to successfully predict a number of sensitive data such as race, sexual orientation, political views, income and education about individual users.  Only small portion of the participants felt indifferent and were content with the idea that Google and Facebook aggregate a lot individual data and can successfully guess many undisclosed details about online users, whilst overwhelming majority were discontent about the fact. 
The categories that emerged from the discussions about impact included uncomfortable with known personal details; realisation of data collection with the main aim of targeting with adverts; targeting vulnerable individuals; harmful products such as loans, gambling and shopping; assumptions about users that might be incorrect; stereotyping and labelling users; data security; privacy; subtle tailoring of content that is hard to notice; regulators allowing tailoring and personalisation; polarising opinions; extremism; no middle ground; exposed to agreeable opinions only; lost identity, clones.

Several interesting points emerged from this particular debate such as the ethics of Google and Facebook selling advertising space to companies that would target their audience with short term financial loans or gambling products (online betting, bingo, slots, poker) despite knowing that some users might be financially vulnerable, confirming the main critique of target marketing (Craig Smith and Cooper-Martin, 1997) and the assumption that all viewers have the same capacity to make mature decisions (Ringold, 1995):
“…if you are easily swayed, and you have got something fed down your throat, something that you like, because it´s subtle and subtle and subtle and suddenly you are like “yeah, I will have those Timberland boots, I will buy those clothes. “ (Participant #7) 
“… if somebody was in a lot of debt for example, and they get lots of adverts for signing up for credit card. If you are not so switched on, you might then end up applying for a new credit card, which you shouldn´t, and you have been walked down that path by clever advertising.“ (Participant #8) 
Other questioned the accuracy of data aggregation and were concerned of being labelled with the incorrect sexuality or body weight which resulted in advertising campaigns that might have a negative impact on online user´s wellbeing and mental health, expanding on already known risks of using inaccurate data for targeting individuals (Komando, 2015).
“I don´t like how they stereotype you though. Because I like the gym and I like looking at fit women online, because that´s like an inspiration and they think that I am a lesbian. I am not, but because of my searches connected to fitness they make the assumption and that stereotype and I don´t like that about it…“ (Participant #13)
At the same time, few argued that being profiled through aggregated data might be saving them a lot of time when trying to find relevant information, suggesting that some participants prefer to use online platforms that simplify and streamline the entire information lifecycle (Floridi, 2010) where they are able to discover, transmit and store relevant information when they need it:
 “It is good sometimes, you know, because like with the clothing now, sometimes you wouldn’t particularly shop in that shop that you didn’t know they had those sizes, something like that. So it is good in that respect …. But they do bombard you.” (Participant #11)
This sense of utility regarding these tools has been explored in Tedlow´s book on market segmentation and the variety of options that companies will be able to present to their customers. Von Ungern-Sternberg (1999) identified the decreasing costs and increasing ease of target marketing online as one of the biggest opportunities for small companies to showcase their products and services to small group of pre-qualified consumers. On the other hand, suggestion that online users are able to see other options is contradictory to Pariser´s theory of filter bubble (2011), where users exist in isolation.
Others suggested that being profiled by Google and Facebook could also help national and international security processes and that they did not mind for these companies to aggregate their data, suggesting that they were happy for companies to use their data if this leads to safer societies, similar to Hetan Shah´s idea of using personal data safely for public´s benefit (Harford, McDonald and Vadon, 2018):
“Yeah, but you put yourself on the internet! There is no privacy anymore…  you could be on the internet doing something like proper wrong, like a paedophile or something, but they track you through that so everyone thinks that´s weird. So everyone should be tracked for what they are looking at, because you could be telling someone that there is a bomb or something. “ (Participant #18)
“Exactly, when they say that they are listening to you when you are speaking, I think that´s fine. I want CCTV and I want people listening, because I want them to catch the bad stuff. “ (Participant #12) 
Interestingly, there were others that did not subscribe to the notion that online users should not expect any privacy if they decide to go online:
“… let´s take it from beyond the internet … let´s say that there is no internet, and you are just walking on the street and you say: “Hang on a minute, you are walking on the street so you are going to be monitored! Stay in your house if you don´t want to be monitored. There is no logic to that.” (Participant #17) 
Consistent with the theory of “information privacy paradox” (Brown, 2001; Norberg, Horne and Horne, 2007), it can be then argued that the willingness to reveal personal information in exchange for small rewards such as free access, content or media, will vary amongst individuals depending on the perceived value to be gained. 

[bookmark: _Toc513120674]Impact of Post-search and/or Post-purchase Targeting
Every single participant agreed that when they search or shop online particular items or services they are then targeted with advertisement trying to sell the same product or service for several days, with almost two thirds expressing discontent with the fact. Participant #18´s input is an example of a typical answer across all three focus groups:
“If you have been on Asos, and looked at something, then you go back on Facebook and that item of clothing that you have looked at then comes up as an ad.”
Participant #17 suggested that most people nowadays almost expect the fact that online adverts will reflect their search history:
“I think, in a sense you sort of expect that though, aren´t you? If I am searching for clothes, it is going to come up in the feed.”
Most of the remaining participants that were content with post-search or post-purchase targeted marketing suggested that they do ignore such marketing and “scroll down pass it”. Some participants mentioned that the post purchase marketing can be particularly dangerous to vulnerable individuals, especially when they targeted with harmful content, just like one of the participant experienced themselves, once again confirming the dangers of “competent consumer model” as the basis for target marketing (Ringold, 1995).
 “Because I once applied for Wonga online, I have constant letters sent to me from Vanquis, Aqua, and there is another one and they sent me: “Congratulations, you can be pre-assigned for our credit card. I had debt before, I haven´t had any form of credit since 7-8 years ago, so like my credit rating now was rubbish because I didn´t have any credit, but I have got myself into trouble before and at Christmas I nearly caved I nearly done it” (Participant #7) 
Participants agreed that the repetitiveness and perseverance of some target marketing was challenging at times, and could potentially cause problems to younger users, harm vulnerable individuals and contribute to mental health issues, especially as they are most likely to spend excessive amount of time on social media (CSM, 2017) resulting in longer exposure to targeted advertising. Especially since social media channels and online activities do often lead to addictive behaviour (Humphreys, 2004).
“… and I don´t like the fact that it is on my screen trying to push, trying to say to me: “No, you have made that rational decision, because you don´t have the money, but you should do it anyway.” And for me, I can make that rational decision to ignore the advert but it worries me for the next generation.” (Participant #9) 
“Yeah, I was thinking that, I know it isn´t the same but if you googled online bingo, and you had one game, it would come up in your adverts constantly. Where people like young kids could be sucked into that and that´s how then addiction works, it can start from there.” (Participant #7)
“That´s where mental health comes into it… I had a break up before, and I was looking at this article “Five things to do if you have broken up with someone”. Suddenly, all my Facebook and all my Instagram and everything was advertising Match.com, the reason you are single and all this and it was really depressing. From a mental health point of view, it´s not something that is very healthy, I think. Because it´s not opening you up to changes.” (Participant #13)
There were suggestions that the level of regulation of targeted marketing online should be higher, confirming that only large scale public debate about the need to regulate online profiling and targeting will result in action from marketers, precisely as suggested by Lazniack and Murphy (1993).
“I don´t understand how that is still allowed to be advertised on TV, if you can´t advertise smoking and drinking. This is just as bad. I hate betting.” (Participant #11)

[bookmark: _Toc513120675]Attitude of the Users towards Filter bubble and Exposure to agreeable content
The categories that emerged from the discussions about impact included vulnerable individuals; addiction; grooming; narrow views; dangerous propaganda; conditioning kids; self-confirming; political power; polarisation; lack of debate; immoral and incorrect.
The overwhelming majority of participants across the three generations believed that they were not seeing opinions or views much different to their own, and that their presence on Facebook was possibly one-dimensional, echoing previously stated dangers of “echo bubbles” (Sunstein, 2008; Pariser, 2011).
“If it´s always going to constantly to put up things you want to see then you are never going to see the stuff that you may not know about, or think about. So you are only isolated in your own little bubble and you won´t really see what´s going on everywhere else..” (Participant #13)
“Yeah, it is limited.” (the variety of opinions) (Participant #6)
Out of the 18 participants only two thought that they were exposed to content that varied widely in opinions, whilst two others did not know. 
“But I don’t think that you get a variety, because if they are showing you your friends you have more affinity to the people that you generally agree with. So your friends will usually have similar values. So I guess that you keep seeing feeds from those people rather than the ones that may have different opinion. It’s like being indoctrinate,  you are being indoctrinated, you are being shown one side of the story.” (Participant #4)
There was concern about the fact that it is almost impossible for individual online users to establish if they are being exposed to tailored content as they would need to compare with other users, a “filter bubble” paradox (Pariser, 2011). 
“That’s very difficult to say, as I would have to compare it to other people’s devices so I could see if they are getting the same or different. I have a question to that. Is it not actually counterproductive? Is it actually morally correct?” (Participant #2)

[bookmark: _Toc513120676]Attitude of the Users towards Filtering and Personalising content to Children and Older people 
There were 11 participants that felt discontent about the fact that online filtering and personalisation is for everyone, including children and older people. The least discontent participants were the Gen Z (two out of four) whilst Gen X were the most discontent (six out of eight). This is in accordance with Fortinet (2014) where Gen Z was identified as the least worried generation, whilst Gen X the most concerned one. Typical answers from this group were:
“I don´t like the idea of it.” (Participant #13)
“Scary!” (Participant #10)
“Being brainwashed!” (Participant #11)
“It´s wrong that!” (Participant #14)
“I don´t like it!” (Participant #15)
Participant #7 provided the most comprehensive consideration of the impact on the younger generation:
“Sad.  Really sad, because it is going to be, going to the younger generation like my three teenagers, they are going to have carbon copies of each other and there is not going to be individuals, because you couldn´t see people with other opinion and you would get constantly pumped with the opinion of what they already believe. That is quite sad if anything, for the humanity.”
On the other side of the spectrum, participants that were not against online personalisation and filtering of content to younger (children) and older (parents) online users often mentioned that particularly the older generation was not easy to discuss such topics with, as their mind is often made up:
“I don’t discuss these things with them to be honest because it is pointless. At the age of 70 something it is difficult to change. By the way, my mum is not on social media, doesn’t even have a phone so, she doesn’t even want it. But my dad thinks that Facebook is the evil.” (Participant #4)
“I would definitely not even try to have an argument with my parents about any social media aspects or how their opinions are being manipulated and influenced because there is just no point.” (Participant #5)
“Can you prevent it?” (Participant #2)
Participant #18 maintained quite a strong opinion throughout the focus group that online filtering and personalisation are just part of the bargain that online users have no reason to be concerned about:
“I don´t think that it is a problem, you shouldn´t go online if you are worried about such things.”
Perhaps not surprisingly, participant #18 belongs to the Gen Z group that exhibited the most unconcerned behaviour when online throughout the entire study, confirming previously discussed theories and findings by Schroer (2015) and Staysafeonline (2017).

[bookmark: _Toc513120677]Themes identified
After further analysis of all the answers to the questions on awareness, attitude and impact resulted in further coding. The categories that emerged from the initial round of analysis were further considered and the researcher decided that all of these could be associated with one of the three overarching themes:
Functionality
· useful, not annoying, reminder, useless, annoying, local, other options, inspiration, offers comparison
Privacy
· not great for shared pc, invasive, illegal, unaware, uncomfortable knowing certain details about users, knowing users address, security of users data
Annoyance Factor
· spending, distraction, useless, annoying, assumptive, big brother, pointless adverts, spam, invasive, targeting, unaware, data collection with the main aim of advertising to users, targeting vulnerable individuals, how is this regulated, subtle and persistent, harmful contents such as loans and gambling, incorrect assumptions, stereotyping users, labelling users, addictive, grooming, polarisation, exposed to agreeable content, confirmation bias, narrow view, extremism, lost identity, lack of discussion, no middle ground
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Experiences of online personalisation and filtering were expressed by the focus group participants in terms of usability and functionality. Men´s and women´s experiences were compared along with the three key generations.
Only one male participant from generation X found personalisation useless whilst many of the study participants (six males and two females) found it useful. Amongst these participants there were four Gen X, three Gen Y and one Gen Z, suggesting that the older generations tend to think of the usability and functionality of these online tools more than the youngest one, confirming Statista´s research findings (2014).
The most popular functionality amongst the participants was reminder, either helping users to remember their previous searches for products and services or reminding them of specific events such as birthdays or speaking to friends, arguably connected with the ease of managing the whole information lifecycle on one platform (Floridi, 2010).
“On the birthday though, it might pop up as a reminder. That´s a good thing! Maybe you have searched somebody´s name, thinking: “I should really talk to them, but I don´t have time right now.” And then it comes up again, there name is just there and in your search bar.”  (Participant #15)
Belkin at al (Belkin et al., 1982) suggested that most searches of information start with user´s problem and information gap. Providing online users with reminders of the information they previously searched for or of relevant events is in fact taking a proactive approach in providing the online user with possible solutions to their problem or knowledge gap. Results of this study would suggest a shift in Kuhlthau´s theory (Kuhlthau, 1991), which maintains that every information search process (ISP) is a user led activity. As, to a certain degree, the filtering and personalisation algorithms are attempting to guess what the user´s gap in knowledge might be, and as such could be determined as computer led information search processes. It could be argued that these are the first signs of Floridi´s (Floridi, 2010) prediction that artificial intelligence, i.e. computers, will be carrying out increasing number of operations on behalf of busy online users. 
The analysis of functionality themed inputs by focus group participants further revealed that both males and females associate personalisation with positive functions such as localisation of adverts, inspiration and comparison:
“I think that is the next potential because people prefer to buy things locally, especially large items.” (Participant #5)
“It is good, sometimes you wouldn’t particularly shop in that shop that you didn’t know they had those sizes. So it is good in that respect.” (Participant #11)
“I am not going to lie, many times these ads inspire me to either visit the shop.” (Participant #2)
Looking at these three statements, where one talks about localised advertising whilst the other two describe discovering previously unknown products and inspiring a user to explore products in alternative online shops, it can be assumed that all three statements are in fact a direct result of successful targeting campaigns, where all three participants describe their experiences with personalisation as positive events. As Tedlow (1990) suggested, understanding the key differences between customers was the key to market segmentation, a critical part of target marketing campaigns that help marketers to come up with strategies that are relevant to individuals. At the same time the above statements might be a result of obscure targeting, as previously suggested hypothesis that stems up from Smith & Cooper-Martin´s work (1997).
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Privacy was the second theme that emerged from the focus groups, with more than half of the study participants raising concerns about their personal data, its security and management. Both men and women mentioned these comments in almost equal measure (five men and six women). Out of these ten participants, five were from Gen X, three from Gen Y and only one from Gen Z.  Some of the participants questioned their data security as they have been receiving spam emails and unsolicited phone calls promoting products reflecting their previous online searches. Gen X participants were most concerned with their personal details such as their address being known:
“It would bother me if they knew my address.” (Participant #7)
“As long as it isn´t real personal, like my address, my phone number or a bank account number.” (Participant #8)
Holvast´s (1993) and Rosenberg´s (1992) suggestion that there are three areas of privacy (territorial, person and information) is emphasised in the above quotes, as many pieces of information collected by online companies could in fact be territorial (address), personal (habits) and informational (height, weight, income, sexuality). These findings are contradictory to Carrascal´s suggestion that most online users value their address more than any other information (Carrascal et al., 2013). In fact, it could be argued that users are likely to assign different value to their personal information depending on the context and the value to be gained from such exchange. This hypothesis appears to be in agreement with Danezis et al. (2005) and Huberman et al. (2005). Furthermore, the fact that participants were concerned about their address despite the fact that Google and Facebook hold entire data sets of individual´s every online activity suggests that the general awareness of tracking and data collecting is extremely low amongst the population. 
The legality of any data-related processes such as tracking and aggregation was also questioned by Gen X:
“But do we enter then an agreement without knowing that we are? Because, isn’t it an invasion of privacy?” (Participant #7)
“I think it´s quite intrusive though, [...] because it is taking advantage of your habits.” (Participant #14)
These findings about Gen X are well in line with Staysafeonline´s (2017) study which ranked Gen X as the most concerned generation when it comes to online privacy and data security. Furthermore, the fact that Gen X respondents were overwhelmingly afraid that their personal identifying information could be known is in agreement with Statista´s research (2014). On the other hand, two participants (one Gen X and one Gen Z) did not seem to have any problem with their data being used and saw its usage as an essential part of going online:
“You are talking about data privacy and your profile and I think that this has been happening for years, regardless whether you like it or not. And does it really have such an impact on your life?” (Participant #4)
“To be honest, if it is convenient for you for some reason, I don’t mind that my data is shared. I think that we acknowledged it today. How are you going to prevent sharing of this data? And if you want to stay out of it then you should stay out of it, otherwise the thing is not going to work.” (Participant #17)
“You put yourself on the internet! There is no privacy anymore. If I googled your name now you would come up straight away.” (Participant #18)
Exhibiting such attitude is not unusual for Gen Z, as PPMG focus groups revealed (Schneider, 2015). This generation is fully aware of the relationships between them and the likes of Google and Facebook, and understands that in order to get free and relevant (personalised) content their data will have to be exchanged. It is however surprising for Gen X participant to have the same attitude towards their personal data online, as both Statista (2014) and Staysafeonline (2017) surveys suggest that Gen X are typically extremely careful when it comes to privacy and personal data security online. It might be just an exception that Gen X is fully aware of the trade-off between online users and Facebook and Google. Alternatively, this could also mean that ongoing digitization of both commerce and private lives along with increasing public debate on online privacy and data security are making all generations more aware of the price of free online content and services (Lazniack and Murphy, 1993).
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Annoyance factor was the most apparent emerging theme, as every single participant provided several inputs in this overarching category, where most of the sub-themes could be divided into three smaller themes: irrelevant adverts, targeting vulnerable individuals and polarisation.
Irrelevant Adverts
With six out of eight, Gen X was the most irritated with post-purchase and irrelevant advertising when online. Only two out of six Gen Y participants were also irked by the fact that no-longer relevant adverts were following them online for days after they already purchased the advertised item. Interestingly, only one out of four Gen Z participants was not content with irrelevant advertising, specifically when watching videos on Youtube (Google owned video streaming portal). This significant difference between the three generations could be either down to the fact that Gen X is more protective of their data (Staysafeonline, 2017) and notices more the type of adverts that various websites display for them, whilst the younger generations (Gen Y and Z) are perhaps not paying as much attention to the adverts, as one Gen Z participant summed up when discussing irrelevant adverts with others:
“Does that offend you? You just scroll pass it! I just scroll passed it.” (Participant #18)
Despite the expressed annoyance by most participants, none of them confirmed their readiness to stop browsing the internet and using their social media as a result of this, which appears to be in line with the immediate gratification bias, the basic principle of “information privacy paradox” (Sayre & Horne, 2000; Acquisti, 2004; Holvast, 1993; Rosenberg, 1992).

Targeting Vulnerable Individuals
One third (seven out of eighteen) of the focus groups attendees expressed concern with the fact that vulnerable individuals were being profiled and targeted with personalised content. Specific concerns included terms such as: harmful, pushy, persistent, mental health and grooming. 
In terms of generational representation concerned with targeting of vulnerable users Gen Y was the most concerned with half of the respondents raising the issue, whilst only one fourth of Gen X (two out of eight) and Gen Z (one out of four) respectively mentioned targeting as a worry. More significantly, out of the seven concerned participants six were female, suggesting that females in this study tend to care for the safety and wellbeing of others dramatically more than men did. Some of the responses clearly identified the type of vulnerability or products that could be harmful:
“And for me, I can make that rational decision to ignore the advert but it worries me for the next generation.” (Participant #9)
“If you googled like online bingo, and you had one game it would come up in your adverts constantly. Where people like young kids could be sucked into that and that´s how then addiction works, it can start from there.” (Participant #7)
“If somebody was in a lot of debt for example, and google knew that and get lots of adverts coming up for signing up for credit card. If you are not so switched on, you might then end up applying for a new credit card, which you shouldn´t, and you have been walked down that path by clever advertising.” (Participant #8)
All three comments are highlighting the conflict described by Ringold (Ringold, 1995) as “vulnerable consumer model”, where the targeted user´s capacity to fully understand advertising and the potential effects of a product are decreased. Similarly, Mazis (1992) identified young adults as vulnerable and unable to make rational judgement when it came to harmful products such as cigarettes and alcohol. 
Some participants of this study expressed concerns over the level of regulation of targeting individuals with harmful products, suggesting that certain products such as cigarettes and alcohol could not be advertised on TV to prevent vulnerable individuals from seeing them, however other potentially harmful products such as betting and finance loans were allowed both on TV and online. It was unclear to some participants if and how was online advertising regulated, as the persisting nature of it alone could be enough reason to investigate:
“I don´t understand how that is still allowed to be advertised on TV, if you can´t advertise smoking and drinking. This is just as bad. I hate betting.” (Participant #11)
 “They have to allow companies to be able to do things and someone is deciding what they are doing is not an infringement and not bad for you. Someone is deciding that.” (Participant #9)
Both comments are suggesting that a higher authority, such as the government, should be regulating online targeting and personalisation, not unlike Lazniack and Murphy´s (1993) suggestion that marketers should have certain level of ethical responsibility towards those that could be affected by their actions and decisions. The only difference here being the suggestion that marketers no longer operate within this type of ethical construct and thus the responsibility towards customers should fall onto the next level of authority, the government. 

Polarization
For some participants, it was the inability to recognise that they were being targeted with personalised advertising or content that caused them concern:
“I was looking at some stuff on Boots and then next thing was Boots ad on Facebook and I was like: “Oh my god, what are the chances!?” And now I like realised that it is like this.” (Participant #12)
The fact that this particular respondent was under the impression that seeing an advert for a product they wanted was down to a chance could be taken as a confirmation of the danger that unawareness can cause, especially when persistent targeting of vulnerable users with harmful products is underlined by a lack of regulation and transparency.
Almost a half of all the participants expressed concern with the fact that personalised content creates filter bubbles causing the users to have one-sided, often agreeable content. The numbers were evenly split between the genders (four men and four women) whilst Gen X seemed to be the most concerned across the three generations (four). There were two participants respectively from Gen Y and Gen Z, suggesting that the younger generations did not feel to have narrow exposure to content online. Alternatively, these results might be due to the younger generations not being fully aware of the extent of personalisation. 
Some of the participants explored the personalisation of content through the topic of news:
“Well it doesn’t give you broader spectrum of the entire news, only the extremes.” (Participant #6)
“You become a puppet, where you just being told what to like.” (Participant #5)
“It’s selected or pre-selected for you.” (Participant #17)
“So basically, people get polarised.” (Participant #4)
“Yeah, they’re just going to show me more and more stuff, to increase either my positive opinion of it.” (Participant #2)
“Yeah, I think it just gets reinforced, and it´s funny you mention it, when I sign into hotmail, you go to the MSN website, and that shows articles and adverts and things. Now you mention it, the news articles that it shows, if I read one, I just realised, I often agree with what it is saying.” (Participant #9)
Once again, the above statements confirm that the participants were mainly concerned with awareness of personalisation and the results of exposure to agreeable (personalised) content. These concerns are in agreement with Pariser (2011), who suggested that “filter bubble” paradox will prevent users from realising that their content has been tailored to them. Furthermore, the findings appear to be in agreement with Ungern-Sternberg (1999), who predicted that electronic newspapers will be able to tailor articles to individual tastes and believes. This approach to information provision is most likely going to result in highly polarised societies, as suggested by Pariser (2011) and if not regulated, could result in political instability due to the fact that most Gen Z read news online and as per Mocanu et al. (2015) Facebook users are likely to spend the same amount of time reading verified and non-verified content online, despite its factual correctness. Not only does this confirm Shannon´s theory of wrong signal still being a signal, but it also appears to be in line with Howel´s warning (2013) that digital misinformation is one of the major global threats of the 21st century.
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The themes (and respective categories) that emerged from the discussion about online filtering and personalisation were Functionality (reminder, local, inspiration, offer comparison), Privacy (invasive, illegal, uncomfortable knowing certain details) and Annoyance factor (big brother, how is this regulated, targeting vulnerable individuals, confirmation bias, harmful contents such as loans and gambling and incorrect assumptions). 
The key findings of this study are that the majority of people are not aware that their online activities are being constantly tracked and subsequently presented with personalised search results and content, in order to make them stay online longer and target them with tailored marketing. At the same time, most participants were aware of the fact that their Facebook´s Newsfeed was being personalised and tailored to them, confirming that public debate will lead to further awareness of online filtering and personalisation. 
Further findings confirmed that different generations are likely to view personalisation differently, with Gen X being the most concerned and Gen Z the least pre-occupied with online privacy and data security, as well as questioning how Google and Facebook are able to accurately personalise content and advertising. Individual users are also likely to value their personal data differently to others, depending on the context. 
This research also established that artificial intelligence is increasingly helping online users to make decisions. Furthermore, it also confirmed that the younger generation is most likely to utilize online platforms for managing entire information lifecycles, potentially leading to misinformation and polarisation. 
This study also confirmed that most users were not able to establish whether or not they were in an online “filter bubble” due to the inability of comparison with other users, however most users confirmed that they were predominantly exposed to agreeable content, suggesting that most of them were in fact in a “filter bubble”. Additionally, the fact that most online users were not aware of the filter bubble phenomenon confirmed that transparency and more opened dialogue between companies like Google and Facebook and the public were necessary. On the other hand, some users were able to contradict the isolation of filter bubble environment by suggesting that personalisation offered them more options.
Furthermore, this research also confirmed that most online users were concerned with personalised targeting of vulnerable individuals such as young adults and elderly, particularly when targeted with potential harmful products or services such as gambling, betting and loans. The researcher added to the already present theories that obscurity and persistence of such targeting, combined with unclear regulation should be also classed as harmful. 
At the same time all participants appeared to be ready to exchange any of their personal data for a quick gain such as an access to social network or free content. 
The main limitations of this study were connected with the data collection, specifically the number of focus groups that the researcher was able to conduct in the available time. One of the most difficult parts of this project was the lack of commitment from several potential participants that were originally interested in taking part but subsequently changed their mind. The researcher had to cancel three pre-scheduled focus groups as some potential participants could not make the agreed times, making the rest of the group to re-schedule to alternative date.
Furthermore, as an exploratory qualitative study, the total sample size (18) should not be considered as sufficient for any generalisation of the target population. Despite the small numbers of participants, this study does provide an interesting insight into the online users´ awareness of online filtering and personalisation of content, along with their attitude towards the many different areas of concern that these processes can lead to; and the impact that online personalisation might have on different generations. 
In regards to the sample population, the three generations (Gen X, Gen Y and Gen Z) were not equally represented and as such the results could be inaccurately representing the three different groups. The reason for the disparity between the three generation representatives was due to the difficulties that the researcher experienced at the recruitment stages, as they ended up recruiting most of the participants through the social circles and did not have much choice.
There were also number of issues relating to the focus groups, specifically focus group three was much harder to manage then the previous two as there were number of distractions taking place (fire alarm and emergency call by one of the participants). These events caused the group to start several off-topic discussions and the researcher struggled to bring the focus back to the designed questions. As a result, the researcher had to improvise and ask the same question in several different ways to get the conversation flowing, resulting in wider scope of answers then with the previous groups. 
Some participants were not very engaged throughout the discussion, whilst others were at times too dominant. The researcher believes that this was a result of his inexperience, as towards the last focus group session they felt more confident with moderating the group and were able to keep the debate focused and within time.
Final limitation of the focus group data collection is connected to the resources available to the researcher, who acted as the moderator and was unable to observe the participant´s body language for any deeper analysis. 
Given these limitations, further research in this area could make use of more participants, of a broader range of generations, including younger individuals from Gen Z, who are currently the most frequent online users, of a wider geographical area, and gather data on body language and group dynamics, in order to better understand the emotions behind the online behaviours.
Moreover, it could be relevant to understand to what extent do companies like Google and Facebook want to become transparent in their practices that are providing them with enormous profits. 
Finally, as misinformation and polarisation present a major threat to society, the researcher suggests that public and governmental organisations invest into a large scale investigation of all the discussed practices, their legality and ethics and respond to their findings in appropriate manner.
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Appendix 1: Description of the age and gender of each of the 18 participants in the study (M: Masculin; F: Feminin)
	Participant #
	Age
	Gender

	1
	39
	M

	2
	31
	M

	3
	31
	M

	4
	39
	M

	5
	41
	M

	6
	36
	F

	7
	36
	F

	8
	34
	M

	9
	29
	F

	10
	51
	F

	11
	52
	F

	12
	36
	F

	13
	22
	F

	14
	32
	M

	15
	23
	M

	16
	22
	F

	17
	31
	F

	18
	22
	F




Appendix 2: Consent Form
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Focus Group Consent Form

Research Project Title:	Online Personalization through Users’ Eyes 
Research Investigator:	Dominik Peksa
· I agree to participate in the “Online Personalization – Awareness, Attitude & Impact” carried out by Dominik Peksa of the University of Wales Trinity Saint David, to aid with the research Online Personalization through Users’ Eyes.  
· I have read the information sheet related to the Online Personalization through Users’ Eyes and understand the aims of the project.
· I am aware of the topics to be discussed in the focus group.
· I am fully aware that I will remain anonymous throughout data reported and that I have the right to leave the focus group at any point.
· I am fully aware that data collected will be stored securely, safely and in accordance with Data Collection Act (DPA 1998)
· I am fully aware that I am not obliged to answer any question, but that I do so at my own free will.
· I agree to have the focus group recorded (Dictaphone), so it can be transcribed after the focus group is held. I am aware that I have the right to edit the transcript of the focus group once it has been completed.
· I am aware that I can make any reasonable changes to this consent form.

----------------------------------------------------
Printed Name

----------------------------------------------------		            ------------------------------
Participant Signature						Date

----------------------------------------------------		             -----------------------------
Researcher Signature						Date


This research has been reviewed and approved by the University of Wales Trinity Saint David Research Ethics Board. If you have any further questions or concerns about this study, please contact:

Author: 		Dominik Peksa		dpeksa.151952@student.uwtsd.ac.uk		

Supervisor:	Dr. Antje Cockrill	antje.cockrill@uwtsd.ac.uk 

Appendix 3: Guide Sheet - Questions and statement used in the study to trigger responses and discussion over the topics Awareness, Attitude and Impact.
Awareness: 
· What are your experiences with online personalisation? And is it fair to say that for most of you the experience of personalisation is to do with marketing?

· How, in your opinion, are companies like Facebook and Google able to establish your preferences? If all of us typed the same search word and searched it on Google, chances are that we all end up with different results, how do you think it’s possible? How, in your opinion, are companies like Facebook and Google able to establish your preferences?

· On Facebook, do you notice any personalisation or filtering? And I am not talking about adverts, but the content.

· Since 2009, Google personalizes your search results. Everything you search for, the results are tailored to you. They collect up to 200 different data points, every single time you go online as far as 6 months back. Not only they collect the data, they also look at the large data sets from all other users and analyse the trends (location, age, interests) – they can actually predict what you might want to search for the next time. Their ultimate goal is to know what you will search for next before you know it yourself.

Impact:
· Apart from knowing exactly what you have searched for, where and for how long, Google and Facebook are also able to successfully predict information about you that you have not disclosed. Because they are able to aggregate a lot of data about you, they can predict many sensitive data about you such as your gender, race, sexual orientation, age, education, political views, income and etc. What do you think about that?

· Do you ever find, when you buy something online, that you keep getting adverts about the product you already bought?

Attitude:
· Do you think that by being exposed to filtering and personalisation, where everything is tailored to you and is always the same, is a good thing in terms of being exposed to other things online?

· How would you feel about your children, your parents or your grandparents being exposed to this type of filtering and personalisation – filter bubble? How does that make you feel, now after the discussion that might have helped you to realise some of the dangers of it?
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