2

[image: Home - CUC Board Vacancies]
MSc Data and Artificial Intelligence

Research Methods and Professional Development

Research Proposal:
Evaluating Machine Learning Models for Financial Fraud Detection: A Framework for Practical Model Selection

Lecturer Dr Mohamed Ben Farah

Student Marin Karakolev ID 2029731
Table of Contents

Introduction	4
1. Context and Background	4
2. Research Problem	5
3. Research Aim	6
4. Research Objectives	6
5. Research Questions	7
6. Significance of the Study	7
Literature Review	9
1.Purpose & Scope of the Review	9
2. Thematic Review	9
3. Key Contributions and Gaps	12
4. Theoretical & Technical Frameworks	12
5. Relation to the Study	13
6. Summary	14
Research Design & Methodology	15
1. Research Design	15
2. Research Methods	18
2.1. Data pre-processing	18
2.2 Model Selection and Training	19
2.3. Evaluation Metrics	19
2.4. Critical Reflection	19
3. Research Materials	19
4. Expected Outcomes	22
5. Timeline	23
Conclusion	24
References	25

Figure 1:Fraud identification in banking transactions [2]	4
Figure 2: ML Algorithms Performance Comparison [12]	16
Figure 3: Confusion Matrix [12]	17
Figure 4: ROC Curve [12]	18

Table 1: Timetable	23











[bookmark: _Toc233823428]Introduction
[bookmark: _Toc233823429]1. Context and Background
The growth of digital banking and electronic payments has changed how people manage their money. Most customers now rely on online banking, mobile apps or card payments because they are quick and convenient. At the same time, this shift has created more opportunities for fraud. Attackers use different methods such as phishing, data leaks and identity theft to access financial information without permission. Fraudulent transactions are a serious issue for banks because they can lead to financial losses and damage customer trust. This makes early detection extremely important. Older fraud detection systems are based on fixed rules, but these rules often fail when criminals change their techniques or use new methods that the system has never seen before [1].
Because of these limitations, financial institutions are increasingly turning to machine learning. ML models can learn from past transaction data and spot unusual patterns that might indicate fraud. They are able to analyse many features at the same time and notice small irregularities that manual checks or rule‑based systems might miss. As digital payments continue to grow, machine learning is becoming a key tool for improving fraud detection and strengthening the overall security of financial services.
Figure 1 shows that fraud detection is now a key part of business operations. It helps organizations reduce the effects of unauthorized transactions by protecting customer satisfaction, lowering financial losses, and maintaining the company's reputation.
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[bookmark: _Toc233823430]2. Research Problem
The banking sector has become an important part of everyday life. Most people use banking services regularly, either through traditional branches or digital channels. As more transactions are carried out online, the number of fraud attempts has also increased. This creates challenges not only for customers but also for financial institutions, which must protect sensitive information and reduce financial losses.
The rise in online banking, mobile payment applications and e-commerce has changed the way financial services are delivered. Although these technologies make transactions faster and more convenient, they also provide new opportunities for cybercriminals. Many traditional fraud detection systems rely on predefined rules, which can be ineffective when fraudsters develop new techniques. As a result, legitimate transactions may sometimes be incorrectly flagged as suspicious. To address this issue, banks are increasingly investing in advanced monitoring solutions and cybersecurity measures. Fraud analysts and security specialists work together to identify unusual transaction patterns and respond to potential threats. Modern automated systems can analyse large volumes of data in real time, making them a valuable tool in the fight against financial fraud [2].
Looking ahead, the continued development of financial technologies is expected to improve the accuracy and speed of fraud detection. For this reason, research on analyzing large-scale financial data remains an important area for both the banking industry and cybersecurity professionals.
Machine learning and deep learning are becoming increasingly important tools in the fight against financial fraud. They can process large amounts of transaction data and help identify unusual behaviour that may indicate fraudulent activity. However, no single method has proven to be the most effective in every situation. For this reason, researchers continue to compare different models, especially when dealing with imbalanced datasets and real-world conditions [3].

[bookmark: _Toc233823431]3. Research Aim
To evaluate and develop a practical framework for selecting machine learning models for financial fraud detection by considering predictive performance, interpretability, computational efficiency and deployment suitability.

[bookmark: _Toc233823432]4. Research Objectives
Objective 1
Review recent machine learning approaches used in financial fraud detection.
Objective 2
Implement and compare Logistic Regression, Decision Tree, Random Forest and XGBoost using the PaySim dataset.
Objective 3
Evaluate model performance using Recall, Precision, F1-score and ROC-AUC.
Objective 4
Assess computational efficiency through training and prediction time.
Objective 5
Assess model interpretability and practical deployment suitability.
Objective 6
Develop a Fraud Detection Suitability Framework that supports model selection for real-world financial environments.

[bookmark: _Toc233823433]5. Research Questions
RQ1
How do different traditional machine learning algorithms perform in detecting fraudulent financial transactions?
RQ2
How does class imbalance affect the performance of different machine learning models?
RQ3
What trade-offs exist between predictive performance, interpretability and computational efficiency?
RQ4
Which machine learning model provides the most suitable balance for deployment in real-world fraud detection systems?
RQ5
Can a practical model selection framework improve decision-making when choosing fraud detection solutions?

[bookmark: _Toc233823434]6. Significance of the Study
Financial fraud remains a major challenge for banks and other financial institutions, especially as online banking and digital payments continue to grow. Fraudulent transactions can result in significant financial losses and reduce customer confidence in financial services. Because fraud techniques are constantly evolving, traditional rule-based detection systems are often unable to identify all suspicious activities effectively.
This study is important because it examines how machine learning methods can improve the detection of fraudulent transactions. By analyzing real transaction data and comparing different machine learning models, the research aims to identify approaches that can detect fraud more accurately while reducing false alarms.
The study also contributes to existing research by providing practical insights into the strengths and weaknesses of different fraud detection techniques. The findings may help researchers better understand which methods are most suitable for dealing with imbalanced datasets and changing fraud patterns. In addition, the results could support financial institutions in developing more effective fraud detection systems that are suitable for real-world applications [4].
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[bookmark: _Toc233823436]1.Purpose & Scope of the Review
Financial fraud detection remains a challenging task due to the large volume of transactions and the relatively small number of fraudulent cases available for model training. This literature review examines the machine learning techniques most frequently applied to this problem, including Logistic Regression, Random Forest, Naïve Bayes and Support Vector Machines [13]. Particular attention is given to the issue of class imbalance, which has led researchers to adopt methods such as SMOTE and undersampling to improve model performance. The review also discusses anomaly-detection approaches that can reveal suspicious transaction behaviour not easily captured by traditional classification models. By comparing the strengths and weaknesses of these techniques, the review identifies current research trends, existing limitations and areas where further investigation is needed.

[bookmark: _Toc233823437]2. Thematic Review
The increasing use of digital banking platforms, mobile payment applications and online financial services has changed the way financial transactions are performed. While these technologies provide speed and convenience for customers, they have also created new opportunities for fraudulent activity. Financial institutions process millions of transactions every day, making it difficult to identify suspicious behaviour through manual monitoring alone. As a result, fraud detection has become an important research area, with growing attention being given to machine learning techniques that can automatically analyse transaction data and identify potentially fraudulent activity [5].
Earlier fraud detection systems were mainly based on predefined rules developed by domain experts. These systems could identify known fraud patterns, such as transactions exceeding a specific amount or unusual account activity. However, fraudsters continuously adapt their strategies, making static rules less effective over time. In addition, rule-based systems often generate a large number of false alarms, which increases the workload of analysts and may reduce operational efficiency. For these reasons, researchers have explored data-driven approaches that can learn from historical transaction records and adapt to changing patterns of behaviour [2].
A number of studies have investigated the performance of traditional machine learning algorithms for fraud detection. Commonly used models include Logistic Regression, Decision Trees, Random Forest and Support Vector Machines (SVMs) [2]. Logistic Regression remains popular because of its simplicity and interpretability, allowing analysts to understand how individual variables influence predictions. Decision Trees offer similar advantages and can represent decision processes in a form that is easy to explain. However, both methods may struggle when transaction data contain complex non-linear relationships [15].
Recent work also shows that cost‑sensitive learning and ensemble methods can further improve fraud detection on highly imbalanced data [14].
To overcome these limitations, many researchers have focused on ensemble methods. Random Forest combines multiple decision trees and aggregates their predictions, which generally improves robustness and predictive accuracy. Studies comparing different machine learning approaches frequently report stronger performance from ensemble-based models than from individual classifiers [2]. Boosting algorithms, including XGBoost and LightGBM, have also attracted considerable attention. These methods build models sequentially, allowing each new model to focus on errors made by previous ones. As a result, they often achieve high detection rates when dealing with large and complex datasets [16].
One of the most widely discussed challenges in literature is class imbalance. In real transaction datasets, fraudulent operations typically represent only a very small percentage of all observations. This creates a situation in which a model can achieve high overall accuracy simply by predicting most transactions as legitimate. Although such a model may appear successful according to accuracy metrics, its practical value is limited because many fraud cases remain undetected. Researchers therefore place significant emphasis on evaluation measures such as precision, recall, F1-score and AUC-ROC, which provide a more informative assessment of model performance [15].
Several techniques have been proposed to address the imbalance problem. Among the most common approaches are oversampling methods such as SMOTE and hybrid techniques such as SMOTE-Tomek [6]. These methods increase the representation of the minority class and help models learn patterns associated with fraudulent behaviour more effectively. Nevertheless, some authors note that synthetic data generation may not always capture the full complexity of real fraud cases, suggesting that resampling should be combined with careful feature engineering and model validation.
Patel et al. present a practical example of this approach through a fraud detection framework developed using the PaySim dataset [5]. Their work includes exploratory data analysis, feature selection, class-balancing techniques and extensive model tuning. Several algorithms were evaluated, including Logistic Regression, Random Forest, LightGBM and XGBoost. The reported results indicate that XGBoost achieved the strongest overall performance. At the same time, the study highlights an issue frequently observed in fraud detection research: even models with excellent overall metrics may still miss a proportion of fraudulent transactions because of the highly imbalanced nature of the data [5].
Recent studies have also examined deep learning methods for fraud detection. According to a survey of machine learning and deep learning applications in this field, neural networks and graph-based approaches can capture relationships that may be difficult to identify using traditional algorithms [8]. These models are particularly useful when transaction behaviour changes over time or when connections between users, accounts and devices must be considered. However, their deployment often requires larger datasets, greater computational resources and additional attention to interpretability [8].
Overall, the reviewed studies suggest that ensemble and boosting-based methods currently provide some of the most effective solutions for financial fraud detection. At the same time, no single approach completely solves the challenges associated with imbalanced data, evolving fraud strategies and the need for transparent decision-making. Future research is likely to focus on combining predictive performance with explainability, while also improving the ability of fraud detection systems to operate reliably in real-world financial environments [7].

[bookmark: _Toc233823438]3. Key Contributions and Gaps
The literature reviewed in this study shows that machine learning has become one of the main approaches used for financial fraud detection. Many researchers report strong results from ensemble and boosting-based models, while techniques such as SMOTE, undersampling and cost-sensitive learning are commonly used to deal with class imbalance. More recent studies also discuss challenges related to model deployment, explainability and real-time fraud monitoring.
Although the overall findings are positive, several issues remain unresolved. A large proportion of the existing research concentrates on improving predictive performance and comparing models using metrics such as accuracy, recall, F1-score and AUC. However, there is less discussion about how these models perform when factors such as interpretability, computational requirements and practical deployment constraints are considered together. In addition, many studies rely on a single dataset, making it difficult to determine whether the reported results would remain consistent in different operational environments.
Based on these observations, this study focuses not only on comparing the predictive performance of traditional machine learning algorithms, but also on examining their practical suitability for fraud detection systems. Particular attention will be given to model transparency, computational efficiency and performance under highly imbalanced conditions. The intention is to provide a broader assessment of machine learning models and support more informed model selection in real-world financial applications.

[bookmark: _Toc233823439]4. Theoretical & Technical Frameworks
The theoretical basis of this project builds traditional machine learning methods for fraud detection, where models learn patterns from historical transaction data to distinguish legitimate and fraudulent behaviour. Prior research highlights the importance of handling class imbalance through techniques such as SMOTE and hybrid resampling, which help improve minority‑class detection in highly skewed datasets [6]. The hybrid multi‑stage framework proposed in recent work shows that combining several classifiers and using probability‑based decision fusion can reduce misclassification and improve robustness in credit card fraud scenarios [9].
Feature selection also plays an important role in improving fraud detection performance. Recent work proposes hybrid feature‑selection frameworks that combine correlation analysis, information gain and tree‑based importance measures, showing consistent improvements across multiple fraud datasets [16]
More recent developments also introduce real‑time analytics pipelines that integrate large language models (LLMs) to detect anomalies in streaming retail transactions [10]. These systems emphasize low‑latency processing, continuous model updating and the ability to capture contextual signals that traditional models may overlook.
Together, these ideas shape the technical direction of my project by highlighting the need for balanced data processing, model interpretability and practical suitability for real‑time fraud detection environments.

[bookmark: _Toc233823440]5. Relation to the Study
The reviewed literature helps position my study by showing what has already been achieved and where the main challenges remain. Many researchers have demonstrated that machine learning models, especially ensemble and boosting methods, can achieve strong results when detecting fraudulent transactions. At the same time, the studies also highlight recurring issues such as class imbalance, changing fraud patterns and the need for models that are both accurate and practical for real‑time use. My project builds on these findings by comparing several machine learning algorithms under similar conditions, but with a stronger focus on how well they handle imbalanced data and whether their performance is suitable for real‑world deployment. In this way, the study aims to contribute not only to model comparison but also to understanding which approaches are more reliable and realistic for everyday fraud detection systems. Unlike many previous studies that focus primarily on predictive accuracy, this research also considers interpretability, computational efficiency and deployment suitability when evaluating machine learning models.

[bookmark: _Toc233823441]6. Summary
Overall, the literature shows that machine learning has become a key tool in financial fraud detection, with ensemble models and resampling techniques often producing the best results. Deep learning methods offer additional potential but come with higher complexity and practical limitations. Despite the progress, challenges such as class imbalance, model interpretability and adapting to evolving fraud behaviour remain open. These insights shape the direction of my study, which aims to evaluate different machine learning models while considering both predictive performance and their suitability for real‑time fraud detection environments.
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This chapter explains the overall approach that will be used to carry out the study. It outlines the research design, wich methods will be applied to prepare and analyze the dataset, and the materials required to run the experiments. The chapter also shows how each step of the methodology supports the research aim and answers the research questions, ensuring that the process is systematic, transparent and suitable for evaluating machine learning models in fraud detection.

[bookmark: _Toc233823443]1. Research Design
This study uses a comparative research design to evaluate the performance of different machine learning models for financial fraud detection. The approach was influenced by previous studies, which show that different algorithms can produce very different results depending on the characteristics of the dataset, particularly when fraud cases are rare and the data are highly imbalanced [1], [2]. Based on these findings, all selected models will be tested using the same preprocessing steps and evaluation procedure to ensure a fair comparison.
The study focuses on five commonly used machine learning algorithms: SVM, Isolation Forest, KNN, Random Forest and XGBoost. These models were chosen because they represent different approaches to classification and are frequently used in fraud detection research. Comparing them under the same conditions makes it easier to identify their strengths and weaknesses when dealing with realistic fraud detection problems.
Rather than focusing only on overall accuracy, the study examines how effectively each model identifies fraudulent transactions. This is important because fraud cases usually represent only a small fraction of the available data. As highlighted in previous research, a model may achieve a high accuracy score while still failing to detect a significant number of fraudulent transactions [1]. For this reason, additional evaluation metrics such as recall, F1-score and AUC are included, as they provide a more complete picture of model performance under imbalanced conditions [2].
Another aspect considered in the design is the practical use of the models. In real financial systems, fraud detection solutions need to be reliable, reasonably fast and capable of handling new transaction data efficiently. Therefore, the study does not aim only to identify the model with the highest score, but also to examine which approach is more suitable for real-world deployment.
Overall, the research design combines model comparison with an assessment of practical applicability. The goal is to understand how different machine learning algorithms perform in a fraud detection setting and which of them offers the most balanced combination of detection capability, reliability and usability.
From the literature reviewed so far, we can compare the models in the following few graphs.
Figure 2 shows comparison between models based on their Accuracy, Precision, Recall, F1 score and Area Under the Curve.

[image: Fig. 6]
[bookmark: _Toc233831931]Figure 2: ML Algorithms Performance Comparison [12]

From the confusion matrix in Figure 3, we can evaluate how well a model classifies each class by showing the number of correct and incorrect predictions. It is mainly used to assess classification performance and understand where the model makes mistakes.
[image: Fig. 7]
[bookmark: _Toc233831932]Figure 3: Confusion Matrix [12]
From the ROC curve in Figure 4, we can evaluate the overall performance of the classification models. The ROC curve illustrates the relationship between the true positive rate and the false positive rate, showing how well each model distinguishes between classes. It is mainly used to compare models and assess their ability to separate positive and negative cases based on the AUC score.
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[bookmark: _Toc233831933]Figure 4: ROC Curve [12]

[bookmark: _Toc233823444]2. Research Methods 
The methodology of this study follows a structured process inspired by the two reviewed journals, which use similar stages: data collection, pre-processing, model selection, training, evaluation, and critical analysis of the results [1], [2].

[bookmark: _Toc233823445]2.1. Data pre-processing
Both papers emphasize the importance of qualitative pre-processing. The IEEE paper focuses on removing missing values, processing noise, and extracting relevant features such as temporal, spatial, and relational attributes [1]. The Springer paper uses normalization techniques, encoding categorical variables, and checking for anomalies using visualizations and statistical methods [2]. In my study, I follow a similar approach, with the goal of ensuring that the models work on clean and consistent data.

[bookmark: _Toc233823446]2.2 Model Selection and Training
Both papers compare multiple ML algorithms, including Decision Tree, Random Forest, SVM, KNN, and XGBoost. The IEEE paper shows that CatBoost and Decision Tree achieve high results but also reveals weaknesses in Random Forest due to data imbalance [1]. The Springer study demonstrates that XGBoost is the most robust model in anomaly detection, achieving perfect values ​​for accuracy, precision and recall in their experiment [2].
In my study, I use a similar set of models to ensure comparability and to check whether these results are replicated on a different dataset.

[bookmark: _Toc233823447]2.3. Evaluation Metrics
Both journals emphasize that accuracy is a misleading metric in the presence of strong imbalance. Therefore, precision, recall, F1-score and AUC are used, which give a more realistic idea of ​​the model’s ability to detect rare frauds [18]. In my study, these metrics are the main ones, with special attention paid to false negatives, since missed frauds are the riskiest.

[bookmark: _Toc233823448]2.4. Critical Reflection
The methodology also includes critical evaluation. For example, the IEEE paper shows that the high accuracy of CatBoost hides a significant number of false negatives [1], while the Springer study demonstrates that even perfect metrics can result from a dataset that does not reflect the real complexity of fraud [19].
Therefore, my method includes not only a comparison of metrics, but also an analysis of stability, sensitivity to imbalance and the risk of overfitting.

[bookmark: _Toc233823449]3. Research Materials
The dataset used in this study is an anonymised collection of financial transactions that include both legitimate and fraudulent activity. Its structure is similar to the datasets described in recent fraud‑detection research, containing fields such as transaction amount, type, timestamp and account identifiers. What makes it particularly relevant is the strong class imbalance, which mirrors real financial environments and directly shapes the methodological choices in this project. Because fraud cases are rare, the dataset naturally supports the focus on recall, F1‑score and AUC in the Research Methods section, rather than relying on accuracy alone [11].

The study uses the PaySim dataset, which simulates mobile money transactions and has been widely used in fraud-detection research. This aligns with the approach taken in the academic papers reviewed earlier, where researchers also rely on publicly available datasets for fraud and money‑laundering detection. Using open data ensures transparency and reproducibility, and it avoids the ethical and legal complications associated with accessing real customer information. This is important because the Research Methods section emphasizes responsible data handling and the need for models that can generalize beyond a single dataset [12].

Ethical considerations are central to the choice of materials. Since fraud detection involves sensitive financial behaviour, it is essential that no identifiable information is used. The dataset is fully anonymised, and no personal details are included. This follows the ethical standards highlighted in literature, where authors stress the importance of privacy, secure storage and avoiding any material that could expose individuals or institutions. These principles also support the methodological decision to prioritise generalisable models rather than those overfitted to specific user patterns [8].

The software and hardware used in this study are intentionally modest. All experiments were carried out in Python using libraries such as Scikit‑learn, Pandas and NumPy. This setup is consistent with the tools used in the reviewed papers and supports the goal of creating a realistic and reproducible workflow. Running the models on a standard personal computer also reinforces the practical focus of the Research Methods section, which aims to evaluate approaches that could be deployed in real‑world financial systems without requiring specialized hardware [20].
Ensuring reliability and validity is essential for producing trustworthy results in fraud‑detection research. Reliability in this study is supported by using a consistent and reproducible workflow. All models are trained using the same dataset split, the same preprocessing steps and the same evaluation metrics. This reduces the risk of random variation influencing the results and allows the experiments to be repeated under identical conditions. The use of widely adopted Python libraries such as Scikit‑learn also contributes to technical reliability, as these tools are stable and well‑tested.
Validity is addressed by selecting evaluation metrics that reflect the real challenges of fraud detection. Since the dataset is highly imbalanced, accuracy alone would give a misleading impression of model performance. Instead, metrics such as recall, F1‑score and AUC provide a more meaningful assessment of how well each model identifies rare fraudulent cases. Internal validity is strengthened by monitoring for overfitting and ensuring that models are not tuned excessively to the training data [21]. External validity is more limited, as the study relies on a single dataset, but the use of a widely recognized benchmark (PaySim) helps improve generalizability. Overall, the methodology aims to balance practical constraints with the need for credible and realistic results.
Ethical considerations play an important role in this study, especially because fraud detection involves sensitive financial behaviour. The dataset used is fully anonymised, meaning no personal or identifiable information about customers is included. This ensures that the research complies with data‑protection principles and avoids any risk of exposing private financial details. The study also uses publicly available data, which removes the need for direct access to confidential banking records and reduces ethical and legal concerns [19].
Another ethical aspect is the responsible use of machine learning models. Fraud detection systems can have real consequences if they incorrectly flag legitimate users, so the study emphasises evaluation metrics that reflect the risk of false negatives and false positives. The goal is not only to achieve high performance but also to consider fairness, transparency and the potential impact on real customers. By following these principles, the research aims to contribute to safer and more responsible fraud‑detection practices
[bookmark: _Toc233823450]4. Expected Outcomes 
The expected outcomes of this study are closely tied to the research questions, which focus on how different traditional machine learning models perform on imbalanced fraud data and how suitable they are for real‑world use. I expect ensemble models, particularly Random Forest and XGBoost, to achieve stronger recall and F1‑scores than Logistic Regression and Decision Tree, especially when fraud cases are rare. However, I also anticipate that no single model will dominate across all metrics, which should open space for a more nuanced discussion rather than a simple “winner”.
In terms of implications, the results should help clarify which models offer a better balance between detection capability, stability and practicality. For example, even if XGBoost performs best in terms of recall, its training time and complexity might make it less attractive for some real‑time systems. Conversely, a simpler model with slightly lower performance might still be more realistic to deploy. This directly relates to the question of which models are not only accurate, but also usable in operational environments.
At the same time, I expect some limitations to become visible. The study is based on one main dataset and a specific set of preprocessing choices, which means the findings may not fully generalise to all financial contexts. This should be acknowledged explicitly, rather than assuming that good results automatically translate into robust, real‑world performance.








[bookmark: _Toc233823451]5. Timeline

[bookmark: _Toc233831942]Table 1: Timetable
	Milestone
	Description

	1. Literature Review
	Reviewing key academic papers to refine the research focus and finalise the Research Questions.

	2. Dataset Selection & Familiarisation
	Choosing the PaySim dataset and exploring its structure, features and imbalance levels.

	3. Data Cleaning & Preprocessing
	Handling missing values, encoding categorical variables, scaling and preparing the train/test split.

	4. Model Implementation
	Building Logistic Regression, Decision Tree, Random Forest and XGBoost using a consistent setup.

	5. Model Training
	Training all models under identical conditions to ensure a fair and controlled comparison.

	6. Evaluation & Metric Analysis
	Calculating recall, F1‑score and AUC, and examining how each model behaves with imbalanced data.

	7. Interpretation & Critical Comparison
	Linking the results back to the Research Questions and assessing practical suitability.

	8. Writing Methodology & Results
	Drafting the methodology, presenting findings and explaining the reasoning behind each step.

	9. Discussion, Limitations & Implications
	Finalising the analysis, including what the results mean and where the study has constraints.

	10. Final Editing & Submission Preparation
	Proofreading, formatting and preparing the full dissertation for submission.



[bookmark: _Toc233823452]Conclusion
This research proposal has outlined a structured approach for investigating the use of machine learning techniques in financial fraud detection. The literature reviewed throughout the study shows that fraud detection remains a challenging problem due to factors such as class imbalance, changing fraud patterns and the need for reliable real-time decision making. Although many machine learning models have been applied successfully in previous research, there is still no single approach that performs best in every situation.
The proposed study aims to compare several widely used machine learning algorithms, including Logistic Regression, Decision Tree, Random Forest and XGBoost, using the same dataset and evaluation framework. By focusing on metrics such as recall, F1-score and AUC, the research seeks to provide a more realistic assessment of model performance than accuracy alone. This is particularly important in fraud detection, where failing to identify fraudulent transactions can have serious financial consequences.
Another important aspect of the study is its focus on practical applicability. In addition to comparing predictive performance, the research will consider factors such as model reliability, interpretability and suitability for deployment in real-world financial systems. This should help provide a clearer understanding of the strengths and limitations of different approaches when applied to highly imbalanced transaction data.
Overall, the study aims to contribute to the growing body of research on financial fraud detection by identifying machine learning methods that offer an effective balance between detection capability and practical usability. The findings may also provide useful guidance for organizations seeking to improve fraud prevention strategies through data-driven decision making.
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