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In 2022 Bridgend County Borough Council switched from using CISCO networking hardware after years of service to ARUBA. This was funded by Welsh Government in a bid to increase network speeds and improve overall performance allowing schools to benefit with the ever-growing use of technology in the modern world. 
The upgrade from Cisco to Aruba allowed the Welsh Government to save around £1,000,000 as at the time ARUBA were new on the market and looking to break into it. All the schools now use Aruba kit and have progressed well with the equipment provided.
As the Aruba kit has been a success and the schools are performing well with it the Welsh Government is now looking into providing external Aruba Access points (Aps) in schools. BCBC have decided that they will trial this initially in one school before implementing it into all other schools depending on the outcome and performance from this one school. 
BCBC have chosen Pencoed Comprehensive school. The school is one of the bigger schools in the borough and therefore will be able to give a good understanding on the work it will take to implement the AP’s around school grounds. They will be able to review the amount of work it will take to install, the coverage and performance of the Aps along with how beneficial they are to the school and how often they are used. 
The Welsh Government have agreed to fund this project with the view of implementing it in all the schools as part of the overall improvement in network speed and performance. It is also to encourage the use of outdoor facilities within a school. Things such as gardening clubs, outdoor clubs, PE and outdoor sports and activities.  
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There are several problems that need to be addressed initially before putting the project into motion. The first issue is will it perform to the basic standards expected using the system that’s in place now. The primary reason this project has been allocated funds is to allow staff and children in schools to be able to use ICT equipment in designated outside areas in school grounds to further education. With the previous schools’ project of changing to Aruba kit the response has been very positive. After speaking to the schools engineer at Pencoed Comprehensive he stated that there have been very few major problems with the kit. Apart from a few teething problems and getting used to the systems it has worked well. When asked would the network be able to handle the extra APs he believed that there would a minimal affect to the overall performance. The External APs would need to cover yards and playing field areas. The placement of each AP would be important as optimal coverage would want to be achieved over the areas and other buildings/structures can affect this. The External ARUBA APs that will be used in the project are HPE Aruba AP-575 (RW) - Radio access point - Wi-Fi 6 - 2.4 GHz, 5 GHz. The Aruba 570 Series can achieve a maximum aggregate data rate of 3 Gbps (HE80/HE40) to deliver high speed and reliability.[1] This would be a good rate of WiFi provided but it the APs and network would need to be monitored and maintained efficiently.  
As mentioned above, how the existing network would be affected is also another problem. The schools’ network is currently working well and has the space to add the extra APs but could it cause congestion on the server and slow down performance. The number of devices connected to the WiFi along with the restricted coverage outside could affect the performance overall. This will need to be monitored and checked regularly by the schools engineer and BCBC data and networking team to make sure performance is at its best. 
Furthermore, another issue that must be addressed is the use of ICT devices outdoors. As the main aim of the project is to allow staff and pupils to use devices outside in the designated areas the prevention of damage to the devices is important. The schools engineer reported that devices do get regularly damaged and wanted to know what the protocol would be if one is damaged outside. Dropping laptops or iPads on concrete floors or even grass can result in the device no longer being usable. This will then result in a cost for it to be fixed. Protective covers for the devices can be purchased and guidance on how to use them safely when outside can be provided but costs will still occur, which leads into the next issue, cost.
There is a budget supplied by the Welsh Government for this project, so it is important to stay within the allocated budget. The deciding fact for previously changing to Aruba network in schools was that it saved almost £1,000,000 and therefore schools were able to purchase new devices like PC’s, Chromebooks, monitors and other equipment. However, they were to be used indoors and in classrooms where there is less chance of damages being occurred. As this project is designed for devices to be used outside. Will the schools and BCBC cover the costs of the damages that occur and if so, what can be done to keep damages to a minimum. BCBC would be able to update their warranty and insurance of devices with the supplier for a competitive cost but would cover the damages occurred from being used outside. 
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The main research undertaken will be quantitative research. It will focus on data collection. A variety of people such as school engineers, Data and network team, along with school staff and pupils will be interviewed to get a better understanding of how the project is seen by each person that is using it at different levels. The BCBC networking staff will interview each of the persons involved before the project and then once it has been implemented. This will give them a greater understanding of if the project should be implemented across all the schools in the borough and how beneficial it is.  
Record keeping will be one of the quantitative research tools used. This will keep track of any issues that occur from network errors to equipment damage. BCBC uses OTRS ticket system whereby a ticket is logged when an issue occurs. The ticket will provide information on what the issue is and then how it was fixed by the support team and how to apply it or if the issue was unable to be fixed. This will help to keep track of what errors occur most often and what fixes can be implemented to prevent them. 
Once the kit has been installed observation will become another method of quantitative research that takes place. It will allow the data and network team monitor and test the network capabilities and performance with the extra APs on the network. It will give a good understanding of how it affects the speed and performance along with the affects of different amounts of devices connected to certain WiFi networks. A focus group will also be setup with this in mind consisting of the Data and network team, schools’ engineers and ICT managers to share thoughts on the project and how it is performing. 
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There are several expectations that need to be met in order to call the project a success and for BCBC to be happy to implement it across all other schools. In 2021 there was a project whereby all old or out of date devices within the schools were updated to new, this new project will benefit from that as it should allow the newly added Wi-Fi 6 APs to run smoothly with the devices and avoid slowing down the network dramatically. If the APs are strategically placed throughout the outdoor classrooms and yard areas, then the devices should be able to move seamlessly from inside the school to outside without noticing a drop in connection. They should also be able to move free outside in the designated areas that have coverage. 
Another expectation that is important for BCBC is that the correct protocols are met when configuring the security settings. There should be robust security measures in place to protect against unauthorised access and potential security threats. As the AP’s will be on the outside of the buildings it provides a greater risk of security breaches as the Wi-Fi can be accessed easier. BCBC have strict rules protocols in place throughout its buildings but will need to make sure they monitor the networks and carry out any maintenance and updates that may be needed to keep the network and data safe. 
Following on from the previous expectation, the schools engineer should be able to monitor and manage the network efficiently along with troubleshooting issues and optimizing network performance alongside BCBC data and network team.
Another expectation that BCBC and the school will need for the project to be a success is to allow for scalability. The project is funded by Welsh Government, but BCBC will need to keep in mind future growth when carrying out the project. The school my increase in size with extra buildings being added or number of devices such as laptops, Chromebooks and tablets increasing. All of this will affect how well the Wi-Fi on the APs work. Therefore, strategically planning for future growth will help BCBC to keep performance level of the network at the expected high standards.   
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	Aims/Objectives
	Action
	Budget
	Completion date

	Site Survey and Assessment (Pre installation Preparation)
	· Identify optimal External AP locations.
· Check and evaluate existing network infrastructure for access to new AP’s.
	N/A part of overall cost by Welsh Government 
	05/05/2023

	Procurement (Pre installation Preparation)
	· Order required ARUBA External Aps, cables, mounting hardware and any other equipment needed.
	£12,000

N/A though as part of overall cost by Welsh Government
	29/05/2023

	Documentation (Pre installation Preparation)
	· Create an installation plan for installing cables, Aps and network configurations.
· Document network diagrams and existing infrastructure for reference.
	£6,600

N/A though as part of overall cost by Welsh Government
	16/06/2023

	Infrastructure Preparation
	Power and data Connectivity – Make sure ethernet ports are available at AP locations and install electrical outlets or switches needed.
Cable installation – Run ethernet cables from network cab to designated Aps and ensure proper cabling.
Mounting Hardware Installation – Install mounting brackets, poles and any enclosures for Aps.
	N/A part of BCBC corporate budget 


	10/07/2023

	AP Installation 
	AP Mounting – Mount ARUBA External Aps securely at designated locations.
Ensure proper alignment and orientation for optimal coverage.
Cable Connection – Connect Ethernet cables to the APs and use weatherproof seals required for outdoor installations.
	N/A though as part of overall cost by Welsh Government
	27/07/2023

	Configuration and Testing
	AP Configuration – Access the ARUBA controller to configure each AP. Setup security settings as per the design plans.
Network Integration – Integrate new Aps into existing infrastructure and then configure VLANs, DHCP and routing settings.
Testing and Optimization – Comprehensive testing of each AP to make sure its coverage, connectivity and performance. Also, verify seamless roaming between Aps.

	N/A though as part of overall cost by Welsh Government
	15/08/2023

	Post Installation
	Monitoring and Maintenance – Implement network monitoring to identify and resolve issues. Set routine maintenance routines and be prepared for troubleshooting. 
Documentation and Training – Update all documentation to add new installations to site plan and any other documents used for school. Also educate end users on how to connect to WiFi network. 
	N/A though as part of overall cost by Welsh Government
	20/08/2023

	Project Completion 
	Handover – Conduct walkthrough for school administrators to ensure they are happy with everything. Provide contacts for ongoing support (Will still be provided by BCBC IT). 
Create a final project report summarising the installation and outcomes.
	N/A though as part of overall cost by Welsh Government
	27/08/2023
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Funding for this project was provided by the Welsh Government. It’s initial plan was to upgrade schools outdoor areas such as gardening areas, sport fields and outdoor classrooms with WiFi. The project was funded by the Welsh Government but the decision on how to spend the money was decided by BCBC IT along with the school.  Advanced Satellite Solutions a contracted company who carry out parts of the work such as installing the APs also helped with guidance on where to place the devices.
The prices for the work carried out at Pencoed Comprehensive School are as follows:
Purchase of AP: 
HPE Aruba AP-575 (RW) - Radio access point - Wi-Fi 6 - 2.4 GHz, 5 GHz
Aruba Ext AP 575 x 1 = £961

Installation
Labour = £1650 (4 APs are being fitted so this is the cost of all 4)
Material = £390 (The cost of cabling, wall mounts, etc)
Equipment Hire Cost (eg cherry picker) = £480

As Aruba equipment had been implemented across all of the BCBC schools over the past few years there was no need to look for quotes from other companies.  
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Although cost is usually considered when BCBC is funding a new project it was not needed this time as the project was funded by the Welsh Government. Usually, they are tasked with fitting the requirements of performance within the budget available as best they can but due to this project having its own budget, they were able to prioritise performance slightly more and not forced into going for the cheaper option. 
Within reason and with not spending money just because it was available BCBC reviewed the school and the areas in which they had requested for external WiFi access. They held discussions with the head teacher and the schools it engineers to pick the best places for coverage. 
BCBC also met with Advanced satellite solutions to discuss what AP’s were available and what device provided the best coverage/performance for certain prices. HPE Aruba AP-575 was the chosen AP.  
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Aruba is a networking and wireless infrastructure solutions provider. It has a wide range of hardware products that are designed for wired and wireless networking, security and management. Aruba’s hardware products are used in enterprise environments, education institutions and hospitality settings.[2] 
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BCBC chose to use the HPE Aruba AP-575 (RW) - Radio access point - Wi-Fi 6 - 2.4 GHz, 5 GHz access point. It provides a high-performance wireless connectivity for outdoor environments and has the latest Wi-Fi 6 standard and can achieve aggregate data rate of up to 3 Gbps.[1] This allowed for the AP to supply the school area with a high speed and reliable amount of Wi-Fi needed for staff and pupils to use the devices smoothly.  The AP also supports up to 512 associated users which is ideal in the school environment with the number of staff and pupils that will be using it. As there were 4 fitted for in the school this means the devices will be able to smoothly manoeuvre around the outdoor classrooms without noticing a drop in connection. 
The Aruba AP-575 (RW) - Radio access point is also built to withstand the outdoor elements. It has been purpose built to deal with exposure to the high and low temperatures as well as persistent moisture. 
After reviewing this with the school, BCBC decide that this was the correct AP to purchase for the project. Not only due to the performance of the AP but also the measures taken when the device is built to make sure it withstands the elements. Meaning that it is almost guaranteed to perform and be reliable for years to come. 
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The project will have a significant impact on the school as staff and pupils will be able to use devices such as laptops, Chromebooks and tablets in more areas of the school. It will encourage staff to plan lessons and activities outdoors. This will benefit the pupils as lessons will become more interesting as they won’t be in classrooms all the time. There will be strong Wi-Fi signals in outdoor areas allowing staff and pupils more places to use laptops, tablets and Chromebooks to work and study. This will create new opportunities for them to make use of the schools’ resources. Staff will be able to take registers and hold classes in the outdoors areas and pupils will be able benefit from this as well. There will be quiet areas to work individually and in small groups and then areas for large groups and sports teams to make use of it. It will only benefit staff and pupils as it allows for more variety, meeting the needs of all pupils. 
It will also impact BCBC’s IT department as it will allow them to monitor how the devices work and if the school are making use of it or not. This can then be reviewed when looking at installing the devices into the other schools, allowing them to make any changes or improvements. They will also be able to monitor how it affects the schools’ network and if there are any decreases in performance that may affect devices in certain areas of the school. 
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The project will have endless benefits allowing staff and pupils to make use of outdoor areas with devices but despite the many benefits there are also a few limitations. The first is the distance of coverage, as stated previously the Aruba APs can achieve a maximum aggregate data rate of 3 Gbps. This means it will provide efficient coverage in outside areas. However, as with any Wi-Fi the further away you are from the AP the less signal you will get and due to these being outdoors this can become more prominent. Staff and pupils may find that they only get strong enough Wi-Fi in certain areas of the yard/outdoor classroom for their devices to work. 
Another limitation could be the number of devices connected to the APs could affect the performance of the overall network. It has been known that the more devices connected to one AP the slower it runs due to the amount of traffic. With that being the case, the AP will then be affecting the overall network as it will be trying to manage the extra devices on the network. The Aruba kit was installed into schools to improve the performance of the schools’ networks and adding these extra APs it will be important to monitor if it affects the performance.
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After reviewing all the evidence for the ARUBA External AP installation in Pencoed Comprehensive School the recommendation is to install it into the other schools in the borough. There are many different reasons to why this recommendation has been made and although the Welsh Government were funding the project, BCBC wanted to make sure that it was the right decision for not only the school but for the ICT department before committing to it. 
The first main reason for the recommendation is the budget. Welsh Government have set aside funding for this project and believe it is the next step in furthering education within schools. As BCBC run a on a small budget and this type of project would take years of saving to be able to pay, using the funding provided by the government they were able to prioritise performance over spending. This meant the school was able to have several high-quality APs fitted externally. 
Another reason for the recommendation is that the school is already running Aruba kit and it is performing well. In 2021 the all the schools in the borough were updated to Aruba kit with performance of the network improving for all users. Speaking to the schools engineer he said that the network was performing well and had plenty of space to allow for new APs and devices if needed. Allowing staff and pupils to use devices with even more coverage across the school.
Furthermore, another reason for the recommendation is the improvement in school education in the borough. Being able to use devices outdoors with Wi-Fi connection allows for outdoor classrooms to be used. This allows for a range in teaching and there for improves the engagement of pupils and their overall learning. 
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