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Part 1 - Practical
Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES
Understanding NTFS and Share Permissions.
As a Domain Admins user needs to use Client1, the Domain Controller needs to be available to facilitate user authentication/authorisation.
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Figure 1: Administrators identified via Active Directory.
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Figure 2: Determining the user identifier
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Figure 3: Domain Admins user logged in
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Figure 4: Share created
[image: Graphical user interface, application

Description automatically generated]
Figure 5: File created.
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Figure 6: Setting folder access permissions.
[image: Graphical user interface, text, application

Description automatically generated]
Figure 7: Permissions need tightening as existing ones are inherited.
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Figure 8: Existing permissions are removed.
Specifying own permissions provides more granular control, enhancing security, over user access/update to folders/files.
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Figure 9: Setting permissions for Domain Admins user.
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Figure 10: Assigned full control.
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Figure 11: Permissions from file perspective
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Figure 12: A non-admins user has no permission to update the file. Instead, they are directed to save their own copy.
Controlling permissions on individual files may be useful to prevent configuration settings being changed by users or may assist collaborative working by restricting file updates to a specific user group.




1.2 Share Permissions
Folder shares permit the sharing of resources, negating the need for multiple copies of information. This improves data accuracy.
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Figure 13: Folder share set-up on Server1
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Figure 14: Shared resource paths are shown.
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Figure 15: Access-based enumeration is set to cache content for off-line user access. It also prevents users seeing content that they are not entitled to.
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Figure 16: Admins with Full Control. User added with Read and Execute permissions. 
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Figure 17: File Share created 
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Figure 18: On Client1 a shared folder shortcut is mapped to the Z: drive.
Users may also access share by entering share path at Windows+R Run dialog.


Utilising Group Policy Management Console
Group Policy Management ensures that connected users and devices to a domain receive machine and user settings. This saves manual effort and enhances security ensuring that devices receive required software updates and patches. 
These policies may restrict use of administrative or configuration utilities (eg. Control Panel) and external drives, thereby preventing: 
· viruses/malware introduction
· restricted/sensitive data removal.
Network Group Policy Objects
GPO1: Control Panel Access restrictions
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Figure 19: OU Creation.
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Figure 20: User created inside of OU.

[image: Graphical user interface, text

Description automatically generated] 
Figure 21: Group Policy Object to restrict Control Panel
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Figure 22:  Control Panel access denied
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Figure 23: Group Policy Updates are forced to make them active immediately.
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Figure 24: Evidence that Rodney cannot access Control Panel
GPO2 Remove Access to Command Prompt
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Figure 25: GPO denying Command Prompt access
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Figure 26: Command prompt denied.
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Figure 27: Gpupdate force
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Figure 28: Evidence Command Prompt access denied.
GPO 3: Restricting Access to Removable Media Drives.
External drives may introduce viruses/malware and be used to extract restricted/sensitive data. Restricting their access is advisable.
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Figure 29: GPO to deny removable drive access
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Figure 30: Disabling removable storage access
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Figure 31: Evidence removable storage, including CD/DVD drives, access is denied.
GPO 4:  Restricting Software Installs
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Figure 32: Create new OU NWClientComputers
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Figure 33: Computer moved to new OU.
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Figure 34: GPO created to deny software installation
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Figure 35: Device software installs denied
See Appendix 1 Note.
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Figure 36: VM bidirectional copy/paste enabled. Notepad++ installer copied to Server1 share and accessed from Client1 device share shortcut.
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Figure 37: Evidence normal user denied software install.
GPO 5: Enforcing Password Policy
Having an effective password policy is a must for any system access. This is discussed further in Task 2.
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Figure 38: Password policy configuration.
[image: A picture containing text, screenshot, indoor

Description automatically generated]
Figure 39: Attempt to create password outside of policy fails. 
The passphrase On1yf0015&h0r535 is used. This has increased complexity, but is memorable, making it extremely difficult to hack.








Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES
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Figure 40: Displaying current ARP -A Server1 output
[image: Graphical user interface, text

Description automatically generated]
Figure 41: Route Print results
FTP installation
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Figure 42: Server2 VM confirmation, by IP address
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Figure 43: IIS/FTP service installing.
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Figure 44: Checking that Server2 can still ping Server1
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Figure 45: FTP User creation
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Figure 46: Setting FTP directory
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Figure 47: Basic Authentication and Read/Write permissions set
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Figure 48: FTP users banners/messages set
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Figure 49: On Client2, folder and text file created.
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Figure 50: Client2 logging onto ftp server and viewing local directory contents
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Figure 51: Changing directories remotely and locally, and transferring file
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Figure 52: File successfully transferred to Server2. Prior to transfer “test.txt” file was placed on Server2, providing confirmation that ftpuser has located the correct remote target location for file transfer.
Installing and configuring the Routing and Remote Access Service
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Figure 53: Installing required software on Server1. Same for Server2
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Figure 54: Server1 RIP setup confirmed
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Figure 55: Server2 RIP setup confirmed
Configuring RIP on both servers enables them to connect across differing networks.
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Figure 56: Ping Success Server2 from Server1
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Figure 57: Default Gateways are required to be set for Client1, above, and Client2 to 192.168.11.1, for the linked devices to be discovered.
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Figure 58: Successful ping Client1 to Client2.
IP Packet Filtering
Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.
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Figure 59: Setting up the IP filter on PrivateNet1 on Server1, blocking Client1 ping
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Figure 60: Ping blocked to Server1 from Client1
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Figure 61: Still able to ping Client2 from Client1
Filter 2:  Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2.
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Figure 62: FTP Service blocked on PublicNet. 
The above filter and additional for 192.168.10.201 (2 NICs covered) are configured. 
These filters also block PrivateNet1 traffic traversing PublicNet, through to FTP Service.
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Figure 63: Client1 FTP Access blocked after filter applied. Prior to filter application FTP access was possible.

Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2
FTP typically runs on ports 20 (command) and 21 (data) [1]. Both need to be filtered.
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Figure 64: Source IP address set for specific host Client1. As Server 2 has 2 NICs, the FTP service can be accessed through both 192.168.11.1 and 192.168.10.201, so these must be included for destination ports 20 and 21. 
The ICMP route was opened to enable testing and will be closed later.
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Figure 65: FTP connections from Client1 to both Server2 NICs are successful.
(1001 words)





Part 2 Observational Work
TASK 3: OBSERVATIONAL TASKS
i Password Principles.
Passwords are mostly the first line of defence (front door key) for any system. As such, passwords are critical for protecting and securing access to data. 
The highly regarded online security community, OWASP (The Open Web Application Security Project) [2], include weak password processes within “Identification and Authentication Failures” in their Top 10 security vulnerabilities [3]. 
Most password failures may be attributed to user failure to adhere to best practice on password selection and security. This may be somewhat mitigated by adopting the principles outlined below, that are enforced at a system level. 
Ultimately, however, password security is a user responsibility as it is not possible, even with all the user training that may be provided, to fully prevent users from being carefree with password security.  
What can be done - One of the easiest and cheapest methods to improve password security can be achieved by mandating a minimum length of at least 10 characters. Richardson’s (2015) study into password habits states - “Increasing the 32-character subset's password length to 10 instead of 8 increases the cracking time (at 2 million guesses per second) to over 17 years.” [4] This, however, must be balanced against the fact that overly long passwords may be written down by users, and this negates password effectiveness completely.
An effective password policy for system and user -
At a minimum, passwords should be:
· Unique – the same password for the same user identifier, across multiple systems, is highly inadvisable
· Complex/Long – minimum of 10 characters with increased complexity by using mixed case alpha-numeric and if possible other keyboard characters. The longer the password the harder it is to crack.
· Memorable - Passphrases may be used to assist memorability e.g. The cat sat on the mat may be represented as - Th3_c4t_s4t_0n_th3_m4t.
· Difficult to guess – passwords that are easily guessed e.g. your, wife’s, kids, pet names, etc. should be avoided. Also be aware of password social engineering techniques [5], e.g. “I went to Gwyrosydd school, what was your first school?”
· Require regular change interval of 90 days or less.
· Prevented from being overly similar (increment the number by 1) for several previous occurrences. 
· Stored securely - not stored on a piece of paper under a keyboard! Physical out of hours security checks could be undertaken to prevent and deter this behaviour.
· Password managed.  
System developers/administrators also have a major responsibility to ensure that:
· Passwords are not stored as clear text - passwords must be hashed and salted to encrypt the password in a manner that it is non-reversible.
· The password store itself is secured. 
· Encryption (HTTPS) is used - when transferring a password for authentication over a network
· Up-to-date anti-virus and malware defence is used to prevent keyloggers obtaining passwords.
· Multi Factor Authentication (MFA) [6] – via a pin, authentication service, One-time Password (OTP) methods are used. A study of “The Effect of Bad Password Habits on Personal Data Breach” determined that “correctly using second-factor authentication… is crucial to curb personal data breaches.” [7]. Use of MFA is considered highly advisable in modern network environments.
(508 words)



ii Failover Clustering for high availability systems/services
Definition
The Information Technology Infrastructure Library (ITIL) define Availability as “The ability of an IT service or other configuration item to perform its agreed function when required.” [8].
Considerations
When considering using High Availability the criticality of a business operation must be understood. That is - how much downtime will a business operation tolerate during any failure. This is a key factor. A business may tolerate some Human Resources system outage but cannot tolerate even a short outage for core business activity, such as Banking. 
Economics – what are the costs and/or benefits of High Availability? High Availability will, generally, require a minimum of 2 servers working on an active-passive principle [9]. One server is active, whilst another is passive (hot/cold standby) state. Each standby server requires hardware, software plus associated costs for supporting functions/architecture (people, buildings, network, cooling, power, etc.) on which a system may rely. The passive server is unavoidably underutilised whilst sitting in a prepared state.
Geographic location – failover nodes should not be on the same site, or geographically close, some lessons learned from the Twin Towers disaster record [10]. Other geographic considerations – don’t locate failover nodes on a flood plain! This author knows of that happening.
Some examples of critical systems/function that would require high availability are:
· Active Directory – to maintain system access and, more importantly, security.
· Database systems – to maintain data integrity and availability.
Smaller businesses may struggle to afford High Availability and should consider other means of protecting operational delivery. 
Deployment Considerations
The same Operating System version will be required across the cluster nodes. The same hardware is also advisable to maintain technical component consistency.
All nodes must be able to access their storage and in the same Active Directory domain.
Special consideration must be given to how and when software patching and updates will be applied as a maintenance failover may require planning and action. Update backout plans should be in place to recover cluster state should updates introduce operational failure. 
Periods of stability and checking are advisable after applying updates, prior to updating the other cluster node(s). 
Consider additional servers in an instance, to mitigate the risk of update failure. But that introduces further expense.   
Consider cloud deployment, as the responsibility for PaaS updates become the cloud vendor’s issue.
Server Role
One possible Windows Server role that may facilitate the provision of High Availability is the Failover Clustering Tools feature.
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Figure 66: Failover Clustering Tools selected.
The following screen provides the means of server selection for the failover nodes
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Figure 67: Server selection screen 
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Figure 68: A wizard performs a configuration validation.
Feature installation needs repeating on all servers that form the cluster.
The configuration validation ensures that the chosen hardware and settings are compatible with failover clustering, checking that the Operating Systems for the respective clusters are of the same version. 
Microsoft provide documentation of how to “Create a failover cluster” [11].
High Availability is critically important to maintaining and delivering system operations during unforeseen disruption.
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iii Network Policy
This document assumes that the business undertakes sensitive and critical activities, e.g. Central Government or Banking, requiring higher levels of security and governance to protect information held.
Purpose – Document the measures used to protect IT systems, data and services from misuse or harm.
Scope – Applies to all operations located on and/or off-site.
Business Applications – 
· All applications, including supporting infrastructure/services (power, cooling, etc.) will be regularly assessed to ascertain criticality to core business operations. 
· All critical infrastructure/services and dependencies will be made resilient.
· Business critical system availability will be regularly tested, ensuring that processes for instigating failover and recovery are checked. Scenarios for flood, fire, and other disasters will be planned and documented. 
· Testing of remote resilient failover sites connectivity and preparedness will be successfully completed every 4 months.   
· All data will be subject to backup procedures (full, incremental, and differential) [12]. 
· Regular exercises to prove efficacy, recoverability and accuracy of data backups will be undertaken.
· All data, at rest or in-transfer, will be protected via encryption, minimum SHA-2 [13]
· All applications will have a nominated responsible owner.  
System/Network Access – 
· All systems will use Role Based Access Controls (RBAC) [14] and Multi Factor Authentication (MFA) [5]. 
· Privileges and access will be limited to minimum required for user performance of business role. 
· All user access to be authenticated and authorised, via Active Directory, before being granted. 
· All user access will be subject to logging and audit control. 
· Maintenance and adjustment of user access privileges will be governed with system accesses granted or revoked as required. 
· All devices connected to the business network must be discoverable and have required security patches and up-to-date antivirus software.
· Security Policy Enforcement will be delivered by Active Directory Group Policy Management.  By default - software installation, use of external media, control panel and command prompt will be denied.  
Network Security – 
· Firewalls will be deployed at all network perimeters and configured to permit only specified traffic.
User Accounts – 
· Least privilege by default. 
· Administrator privileges will be highly restricted and not granted to standard user accounts. 
· User passwords will be complex (10 character minimum), immediately changed from default, contain mix of upper/lowercase characters, numbers and special characters, and require change every 60 days. 
Monitoring – 
· All event logs will be monitored, analysed, and investigated in near real-time for anomalous activity. 
· Monitoring must be undertaken on business assets located on or off-site.
Violations – 
· Will be analysed and investigated. 
· If required, disaster recovery and business continuity protocols will be actioned. 
· Responsible Staff will be appointed to oversee recovery of their respective areas during incidents.
· Security team will be informed.
Physical access – 
· Access to critical infrastructure areas, e.g., server, communications rooms, will be restricted to all except authorised personnel. 
· All accesses will be logged and audited. 
· Any non-staff access required will be subject to security clearances. Non-staff must always be accompanied.
Business/System change – 
· Will be subject to change governance procedures. 
· Changes must be tested and approved prior to being released to an agreed schedule. 
· Emergency change, e.g., security patching, may be fast-tracked but is still subject to governance procedures.
Training and awareness – 
· Staff will receive regular mandatory physical and information security training to raise awareness of risks. 
On-going security risk analysis – 
· Security Team to keep abreast of evolving threat environments through CVE [15] articles [16] and liaison with trusted security partners such as NCSC.
Policy Review – 
· Document subject to periodic review. 
· Any major incident will require immediate policy document review regarding applying any lessons learned. 
(574 words)
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Appendix 1 Note
At this point Client1 VM died, the VM would no longer boot cleanly and would hang for very long periods without presenting a means to log-in. 
To continue the worksheet Client2 VM was cloned and re-configured to that same configuration as the disabled Client1 VM and adjoined to the domain. 
Please Note: Screenshots from beyond this point may differ slightly due to this enforced change to the Client1 VM.
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C:\Users\Administrator>gpupdate /force
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User Policy update has completed successfully.
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(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ARP -A

Interface: 192.168.1.1 --- Ox5
Internet Address Physical Address Type
192.168.1.2 08-00-27-ac-ba-17  dynamic
192.168.1.255 FE-FF-FE-FE-FF-FF static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

Interface: 192.168.10.200 --- Ox7
Internet Address Physical Address Type
192.168.16.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

C:\Users\Administrator>
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C:\Users\Administratorsroute print

Interface List

7...68 06 27 @d ae 27 ......Intel(R) PRO/1060 MT Desktop Adapter
5...08 @0 27 bd 64 4d ......Intel(R) PRO/1006 MT Desktop Adapter #2
1oiiiiiiiieiiiiiaiie... ... SOftuare Loopback Interface 1

1IPv4 Route Table

Active Routes

Network Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.8 on-link 192.168.1.1 281
192.168.1.1 255.255.255.255 on-link 192.168.1.1 281

192.168.1.255 255.255.255.255 on-link 192.168.1.1 281
192.168.16.6  255.255.255.6 on-link  192.168.10.206 281
192.168.16.260 255.255.255.255 on-link  192.168.16.208 281
192.168.16.255 255.255.255.255 on-link  192.168.10.206 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.10.206 281
224.0.6.0 240.0.6.0 on-link 192.168.1.1 281

255.255.255.255  255.255.255.255 on-link 127.0.6.1 331

255.255.255.255  255.255.255.255 on-link  192.168.10.206 281

255.255.255.255  255.255.255.255 on-link 192.168.1.1 281

Persistent Routes
None.
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Administrator: Command P

Jicrosoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

Jc: \Users\Administratorsping 192.168.16.260

pinging 192.168.10.200 with 32 bytes of data:
[Reply from 192.168.16.260: bytes=32 time<ims
[Reply from 192.168.16.200: bytes=32 time<ims
[Reply from 192.168.16.200: bytes=32 time<ims
Reply from 192.168.10.200: bytes=32 time<ims TTL=128

ping statistics for 192.168.16.200:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Japproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

fc: \Users\Adninistrator>

To0r
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mmand Prompt

Microsoft Windows [Version 16..19044.1288]
(c) Microsoft Corporation. All rights reserved.

Users\Client2>ftp 192.168.11.1
Connected to 192.168.11.1.
220-Microsoft FTP Service

220 Greetings to Server2 FTP.

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.11.1:(none)): ftpuser22
331 Password required

Passuord:

230-Wielcome ftpuser22!

230 User logged in.

ftp> lcd C:\WYFTPFiles

Local directory now C:\MYFTPFiles.
Ftp> !dir

Volume in drive C has no label.
Volume Serial Number is CE69-3£61

Directory of C:\MYFTPFiles

16/63/2622 16:53  <DIR>

16/63/2622 16:53  <DIR> .

16/63/2022 16:53 © myftpfilezupload. txt
1 File(s) © bytes
2 Dir(s)  8,794,603,520 bytes free

Ftp> o
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220 Greetings to Server2 FTP.
200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.11.1:(none)): ftpuser22

331 Password required

236-Welcome Ftpuser22!
236 User logged in.

tp> 1cd

Local directory now C:\Users\Client2.
[Ftp> 1cd c:\MYFTPFiles

Local directory now C:\MYFTPFiles.
iFtp> 1dir

Volume in drive C has no label.
Volume Serial Number is CE69-3£61

Directory of C:\WYFTPFiles

16/63/2022 10:53  <DIR>
16/63/2022 10:53  <DIR> .

16/63/2022 16:53 © myftpfilezupload. txt
1 File(s) © bytes

2 Dir(s)  8,792,883,260 bytes free

command successful.
connection already open; Transfer starting.
11:47AM <DIR> MyFtpuploads
11:27AM <DIR> MyTestFTp

226 Transfer complete.

i7tp: 106 bytes received in 6.01Seconds 8.15Kbytes/sec.
i7tp> cd MyFtpuploads

256 CuD command successful.

[Ftp> put myftpfileaupload.txt

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.
rtp>
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