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[bookmark: _Toc236142104]Introduction
Task 1 of this report critically analyses the contemporary data security landscape, focusing on the implementation of Zero Trust Architecture (ZTA) as a response to increasingly complex cyber threats targeting modern IT infrastructures. The research examines the principles of Zero Trust, the limitations of traditional security approaches and the technological enablers that support adoption, including Identity Governance, Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE) and Security Information and Event Management (SIEM).
Building upon the findings from Task 1, Task 2 of this report applies the research outcomes to develop a practical cybersecurity strategy for Aegis FinTech. The recommendations explore how organisations can anticipate, protect against, detect and respond to advanced threats through effective security governance, appropriate technologies and risk management practices.
The report presents security policies covering AI and cloud services, hybrid working and third party risk management, followed by a compliance roadmap. It then proposes a Zero Trust based architecture, assesses key cybersecurity risks, outlines an incident response approach and develops a strategic roadmap for improving long term security resilience.
Together, these sections demonstrate how the principles and findings from Task 1 can be translated into practical cybersecurity measures that support Aegis FinTech’s ability to manage evolving threats and maintain a resilient security posture.


[bookmark: _Toc236142105]Task 1 - Securing the Modern Enterprise: From Zero Trust to AI Governance


[bookmark: _Toc236142106]Modern Cyber Threat Landscape

Over the past decade, enterprise environments have undergone significant transformation driven by the widespread adoption of cloud computing, Internet of Things (IoT) technologies, and hybrid working models [1], [2]. These developments have increased reliance on distributed infrastructures, while practices such as Bring Your Own Device (BYOD) have further expanded the number of endpoints requiring secure access.[2]
Due to infrastructures becoming increasingly interconnected, the cyber threat landscape has evolved in parallel, with threat actors adapting their tactics to exploit new technologies, remote access, and identity based attack vectors. According to the ENISA Threat Landscape 2025 report [3, p.8], phishing was recorded as the highest initial infection point at 60%. This indicates that threat actors prioritise identities and legitimate credentials to obtain initial access, rather than relying solely on attempts to bypass outer network defences.
While phishing represents the most common access method, it is not the only significant pathway leveraged by threat actors. The ENISA Threat Landscape 2025 report identifies vulnerability exploitation as the second most prevalent initial infection vector, accounting for 21.3% of observed cases [3, p.8]. Unlike phishing, which primarily targets human behaviour and identity credentials, this highlights the continued risk posed by weaknesses within applications, systems, and digital infrastructure. This shows that modern organisations must address both human and technological vulnerabilities, as threat actors progressively combine social engineering techniques with technical attacks to gain unauthorised access.
If an initial compromise is successful, the consequences extend further than just an initial breach. ENISA identifies ransomware, banking trojans, and infostealers as accounting for the majority of malicious code deployed following successful intrusions [3, p.9], displaying the significant impact of a successful attack. Additionally, a considerable proportion of recorded intrusions resulted in data breaches and information being leaked through cybercriminal channels [3, p.9], showing that attackers increasingly pursue sensitive data alongside financial gain and operational disruption. This evolution demonstrates that organisations must not only prevent initial access but also limit the ability of compromised profiles or devices to access critical resources.
Conventional perimeter security assumes that organisational resources exist within clearly defined network boundaries where trusted users and devices are protected from external entities [1]. However, NIST SP 800-207 argues that the growth of infrastructures has reduced the effectiveness of this approach because network boundaries are no longer clearly defined and earlier security models provide limited protection against internal compromise [4, p. 1]. Network infrastructures have extended and modern cyber threats more often target credentials through social engineering and the expanded attack surface [3] [4], and as a result relying on network location as the primary basis of trust has become inadequate for protecting modern organisations.
[bookmark: _Toc236142107]
Zero Trust Architecture Principles

The limitations of conventional security have encouraged organisations to reconsider security models that rely on network location as the basis of trust. Zero Trust has developed as a security approach that challenges the assumption that internal network entities should automatically be trusted [4]. Instead of referring to a specific security product or architecture, Zero Trust provides a framework for applying security principles that govern how organisations make access decisions [4, p. 1].
Central to this approach is the removal of implicit trust from security decisions. Unlike traditional models that often grant broad access after successful authentication within the network, Zero Trust requires access decisions to be assessed according to factors such as identity, device condition, and the context of the request. NIST SP 800-207 identifies principles such as continuous verification, least privilege access, and assuming breach as foundations of this approach [4, p. 6].
Continuous verification addresses weaknesses in perimeter based security, where compromised credentials or devices can enable malicious actors to move within trusted environments. A literature review on the early adoption of Zero Trust highlights that modern working practices and infrastructure changes have weakened the reliability of network location as an indicator of trust, increasing the importance of identity focussed security [6].
Another important principle is least privilege access, which limits the level of access granted to users, devices, and applications according to their specific requirements. NIST outlines least privilege as a mechanism for reducing the consequences of compromise by restricting unnecessary access and limiting attacker movement within enterprise environments [4]. Fernandez et al. argue that while least privilege is not a new security concept, Zero Trust provides a more structured approach by applying these established principles through dynamic and more specific access decisions [5].
Finally, Zero Trust operates on the premise that security incidents should be considered possible even within an organisation’s environment. Whereas existing security approaches focus exclusively on preventing external intrusion, this approach aims to minimise the damage caused if compromise occurs. Consequently, security efforts shift from exclusively preventing outer breaches towards limiting the consequences of successful attacks through mechanisms such as segmentation, monitoring, and controlled access [4]. Therefore, Zero Trust aims to evolve established principles to address modern cyber security challenges as the landscape changes[5], [6].

[bookmark: _Toc236142108]
Enablers of Zero Trust Architecture

Although Zero Trust principles provide the foundation for improving enterprise security, organisations require appropriate technologies and capabilities to apply these principles in practice. The expansion of networks has made it necessary for security controls to move beyond traditional network boundaries and continuously evaluate users, devices, and access requests. The CISA Zero Trust Maturity Model provides guidance for developing Zero Trust capabilities across areas including identity, devices, networks, applications, and data, while also underlining the importance of visibility, analytics, automation, and governance [7]. These capabilities illustrate that Zero Trust is not achieved through a single security solution, but through the combination of technologies and processes that support continuous verification and policy enforcement. Thus, technologies such as Identity Governance, Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Security Information and Event Management (SIEM) are important enablers for implementing Zero Trust within modern enterprise environments.

[bookmark: _Toc236142109]Identity Governance
A key enabler of Zero Trust is Identity Governance as it provides systems to verify identities and control access within an organisation. It supports continuous verification by ensuring access decisions are determined by contextual factors like identity, device security, policy and risk instead of a single authentication event. This aligns with NIST SP 800-207, which identifies dynamic authentication and authorisation as foundational principles of Zero Trust [4], while the CISA Zero Trust Maturity Model further emphasises that identity processes should be supported by visibility, analytics, automation and governance to enable adaptive access decisions across the organisation [7].
The widespread adoption of cloud services, remote working and hybrid infrastructures has increased the demand for Identity Governance. Research suggests that attackers are exploiting compromised credentials in favour of network vulnerabilities, making identity protection a growing priority [8]. Relying on network location alone is no longer sufficient. For Zero Trust implementation, organisations must continually monitor and verify user identities.
Continuous verification significantly reduces the risk of unauthorised access. However, the extent to which identity controls are effective is highly dependent on how well they are integrated alongside tools that can continuously monitor, detect and enforce policies. Identity Governance provides the foundation for identity security but must operate alongside complementary Zero Trust technologies.

[bookmark: _Toc236142110]Zero Trust Network Access (ZTNA)
One technology that complements Identity Governance is Zero Trust Network Access (ZTNA), which controls how users access organisational resources. As opposed to providing broad network access after connecting through a Virtual Private Network (VPN), ZTNA verifies every access request using factors such as user identity, device security, organisational policy and risk before permission is granted. This aligns with NIST SP 800-207, which identifies continuous authentication and dynamic access decisions as fundamental principles of Zero Trust [4].
As organisations have increasingly adopted cloud services, remote working and hybrid infrastructures, legacy remote access solutions have become less effective. Evidence suggests that ZTNA reduces reliance on network location by treating every access request as untrusted until enough identity and contextual information has been verified, helping to reduce unauthorised access and limit lateral movement across enterprise environments [8], [9].
Although ZTNA significantly strengthens access control by reducing implicit trust and limiting lateral movement, effective Zero Trust still depends on complementary technologies that provide continuous monitoring and identity management [7], [8].

[bookmark: _Toc236142111]Secure Access Service Edge (SASE)
Secure Access Service Edge (SASE) supports the implementation of Zero Trust by combining networking and security services into a unified cloud based framework. It enables organisations to securely connect users to applications regardless of their location while enforcing security policies throughout the connection. SASE applies continuous verification and policy enforcement through cloud based security services, reducing reliance on a central network and supporting the Zero Trust principles outlined within NIST SP 800-207 [4].
The growing adoption of cloud computing, hybrid working and broader workforces has reduced the effectiveness of establishd technologies such as Virtual Private Networks (VPNs) and Multi-Protocol Label Switching (MPLS). According to research, these approaches can introduce greater network complexity, increased latency and higher operational costs as organisations expand their remote access capabilities. By integrating technologies including Zero Trust Network Access (ZTNA), Secure Web Gateway (SWG), Cloud Access Security Broker (CASB) and Software-Defined Wide Area Networking (SD-WAN), SASE provides secure and direct access to organisational resources while reducing reliance on the network boundary [10].
Although it simplifies the delivery of secure access and improves the scalability of enterprise security, its effectiveness depends upon integration with technologies such as Identity Governance, ZTNA and SIEM to provide continuous monitoring, threat detection and policy enforcement. SASE improves scalability and policy enforcement but is most effective when integrated into a wider Zero Trust architecture [7], [10].


[bookmark: _Toc236142112]Security Information and Event Management (SIEM)
Zero Trust depends on continuous visibility across enterprise environments, making Security Information and Event Management (SIEM) an important supporting tool. By collecting and correlating security data from various sources, including network devices, servers, applications, and user activity, allowing security events to be correlated and monitored in real time [11]. This ability supports the Zero Trust principle of continuous verification by enabling organisations to identify suspicious behaviour, monitor activity, and detect potential security incidents across the enterprise and changing the approach to security to one that is proactive.
By providing a broader understanding of security events across an organisation, SIEM enables more informed security decisions and strengthens the ability to detect threats that may bypass conventional controls. It is suggested in research that integrating SIEM with Zero Trust enhances threat detection by combining continuous monitoring with policy based access controls, allowing organisations to develop a more adaptive security approach against increasingly sophisticated cyber threats [11].
SIEM may significantly improves visibility and threat detection, but its effectiveness is dependent on factors such as the quality of collected security data, accurate event correlation, and integration with other security technologies [11]. Unlike Identity Governance and ZTNA, SIEM does not directly determine or enforce access permissions, but instead provides the information required to identify suspicious activity and support security responses. SIEM contributes visibility and threat detection but does not directly enforce access decisions. It is most effective when implemented alongside the aforementioned enablers, allowing organisations to combine access control, continuous monitoring, and threat detection to create a more resilient security posture [7], [11].
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Zero Trust Architecture can improve enterprise cyber resilience by replacing implicit trust assumptions with continuous verification, least privilege access and micro-segmentation. NIST SP 800-207 defines these principles as the foundation of Zero Trust, while CISA provides a maturity model that applies these concepts across identity, devices, networks, applications, data, visibility and automation [4], [7]. Systematic reviews identify that Zero Trust can improve access control, reduce attack surfaces and increase threat visibility across enterprise environments [1], [2], [5]. The Bashir paper provides practical examples through case studies reporting reductions in unauthorised access attempts and security incidents following Zero Trust implementation [12]. Reviewing these findings, we can see that they are based on specific organisational environments and cannot be assumed to apply generally across all enterprises due to differences in infrastructure, security maturity and operational requirements.
The benefits of Zero Trust depend on how effectively its principles are applied within an organisation. Identity Governance, ZTNA, SASE and SIEM support continuous authentication, secure access, monitoring and threat response, helping organisations anticipate, detect and respond to sophisticated cyber threats [2], [8]–[11]. That said, integrating these technologies into existing environments can introduce challenges, particularly where organisations operate complex or fragmented security infrastructures [2], [13]. Hence, organisations must also establish processes while integrating supporting technologies to maintain Zero Trust effectively.
Adopting Zero Trust also presents significant challenges as it is not a single method that can be deployed immediately, but it is a long term transformation involving identity management, access control, monitoring and governance [13]. Some common barriers include legacy infrastructure, financial investment, technical complexity, resource discovery and resistance to organisational change [12], [13]. With the lack of a universally adopted implementation framework, this can create uncertainty during adoption and even though guidance from frameworks can provide structured approaches, implementation must still be adapted according to enterprise infrastructure, security maturity and business requirements [7], [13].
The literature also highlights the risk of treating Zero Trust as a technology purchase in place of a broader security strategy. Itodo and Ozer argue that vendor driven approaches may encourage organisations to focus on individual technologies without taking into consideration wider requirements such as governance, access control and structural change [13]. Effective adoption will require strategic planning, governance and technical capability alongside security technologies. These capabilities also support compliance by improving auditability, access governance and visibility over how sensitive resources are accessed and protected.
Collectively, Zero Trust provides clear security benefits by reducing reliance on implicit trust and improving an organisation’s ability to monitor, detect and respond to sophisticated cyber threats by following rigid guiding principles with tools that enable continuous verification methods. Nevertheless, these benefits are not achieved through adoption alone, as they rely on strategic planning with effective integration of security mechanisms that allow the ability to uphold Zero Trust principles over time. Therefore, Zero Trust should be regarded as a long term security strategy that shapes how decisions and policies are made so technical solutions can be applied to conform, instead of it being perceived as a byproduct of using specific tools.
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[bookmark: _Toc236142115]Organisational Design and Resourcing

(Fig. 1, Organisational Chart for Aegis Fintech Innovations Ltd)

The above chart (Fig. 1), is a proposed security unit that will allow the implementation of Zero Trust principles. Having dedicated teams and responsibilities will inform and support business decisions of security and ensure that the principles provided by NIST of continuous verification, least privilege access and not assuming trust are upheld.[4]
Cloud Security Architect – This role is essential as the main responsibility will be to design the cloud infrastructure and implement controls that assist in conforming with Zero Trust at a fundamental level. Previously discussed in Task 1, integrating enablers like ZTNA and SASE into the foundation of the architecture will allow Aegis Fintech to align strongly by limiting lateral movement and evaluating access [2], [10], [13].

Security Operations Analyst – To enable proactive threat response, it will be the Security Operations Analyst’s role to oversee and manage incidents. Incorporating SIEM can lead to a significantly stronger system by allowing real-time monitoring and detection of unusual activity for more efficient response to potentially identified threats.[11]

Identity and Access Management (IAM) Engineer – The IAM Engineer will implement tools focussed on identity security control. This will enforce user permissions based on only what specific roles require and continually identify user identities to remain consistent with the principles and remove implicit trust.[8]

Data Protection Officer – Currently, Fintech must manage and comply with laws of data protection and privacy within the UK, but with plans to expand the business into the EU, it must ensure compliance with the corresponding regulatory bodies. Dedicating an individual role to data protection will allow strict governance of how sensitive data is processed, to strenghten Zero Trust Architecture, which is supported by findings in Task 1 [7],[13].

[bookmark: _Toc236142116]Policy Framework Development

[bookmark: _Toc236142117]Executive Summary of Acceptable Use Policy for AI & Cloud Services
AI and cloud services are becoming more widely used within Aegis Fintech to develop the quality and efficiency of our financial analytics. Even so, our commitment to this expansion comes with new responsibilities with how we utilise these tools. Without precise guidance, staff may potentially commit misconduct through improper compliance of data handling and usage of unapproved services.
The Acceptable Use Policy for AI & Cloud Services provides staff with clear guidelines to safely utilise AI and cloud platforms. It outlines the responsibilities staff must adhere to when handling sensitive data while interacting with these services. This policy establishes clear boundaries to ensure that data remains protected, concluded from Task 1 findings that highlight effective security governance relies on processes and not just specific controls.
This policy allows Aegis FinTech to make use these services through clear guidance and accountability to mitigate security breaches and data misuse.

[bookmark: _Toc236142118]Executive Summary of Hybrid Work and Remote Access Security Policy
Aegis FinTech has embraced hybrid working and it has directly altered the working environment for how staff access IT systems. Adopting a more flexible working strategy has also directly increased the amount of endpoints that must be secured. Increasing the amount of endpoints has also expanded the potential attack surface, increasing the potential for compromise from additional factors.
The security requirements within this policy, emphasise what staff must follow when accessing the Aegis FinTech network, remotely. The policy underlines secure access methods, device security and mandatory monitoring of connected devices. Guidance for specific conditions that allow BYOD will also be provided.
Task 1 demonstrated that the development of IT infrastructures has required access decisions to be more constraint involving multiple factors that remove implicit trust and staff can work securely.

[bookmark: _Toc236142119]Executive Summary of Third-Party & Cloud Vendor Risk Management Policy
Working with external suppliers and cloud providers has enabled Aegis FinTech to more efficiently provide services and support operations within the business, but allowing third party vendors access to business systems or sensitive data exposes FinTech to potential risks.
This policy recognises that thorough assessments and evaluations must be conducted when engaging with vendors or supplier services. Contractual agreements will define security responsibilities and ensure the risks are reviewed throughout the working relationship.
As my research into Zero Trust has identified that the strength of the security also relies on governance, so having supplier oversight reduces the security risk from third-parties since organisations must continually verify trust and maintain visibility.
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(Fig. 2, Aegis FinTech Compliance Roadmap)

Stage 1 - Assessment and Governance Key Milestones:
· Conduct compliance analysis to identify responsibilities for GDPR and DORA compliance
· Identify processing of sensitive data
· Outline implementation to align with compliance
Task 1 has established that Zero Trust is a security strategy that needs to be embedded into the foundation. Understanding Aegis Fintech’s critical resources and risks will allow for effective governance.

Stage 2 – Security Controls Key Milestones:
· Implementation of Identity Governance and key enablers of Zero Trust
· Deployment of least privilege access and multi-factor authentication (MFA)
· Implement SIEM and ZTNA
· Continuous monitoring, logging and encryption
Introducing key enablers of Zero Trust will remove implicit trust and facilitate organisational visibility, strengthening compliance requirements with GDPR and DORA.

Stage 3 – Third-Party & Cloud Risk Management Key Milestones:
· Evaluate and risk assess third-party vendors
· Define contractual security responsibilities
· Continuous reviewing of supplier risks
Continuous verification and evaluation of risk must be upheld to maintain Zero Trust principles, especially with third-party suppliers to mitigate supply-chain compromises.

Stage 4 – Incident Response & Operational Resilience Key Milestones:
· Establish and apply an incident response process plan
· Data breach and incident response reporting procedures
· Disaster recovery through testing and backups
Robust resilience through proactive threat response will support Aegis FinTech to comply with data protection laws and reduce the consequential damage of malicious attacks.

Stage 5 – Audit & Continuous Improvement Key Milestones:
· Perform compliance audits and policy reviews
· Resilience testing of current systems
· Staff awareness training 
Conclusions determined in Task 1 identified that Zero Trust is a security strategy and not an individual technical solution, so continuous improvement is necessary for an adaptive threat landscape and maintain compliance with GDPR and DORA.
[bookmark: _Toc236142121]Technical Standards and Architecture
The research concluded that Zero Trust is the most effective strategy in the modern landscape, but how it is structurally implemented depends on organisational factors. Aegis FinTech will adopt the NIST Cybersecurity Framework, which provides a systematic framework to build a Zero Trust environment through continuous verification, monitoring and identity controls.
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(Fig.3, Technical Architecture Diagram)
The above architecture diagram (Fig. 3), is directly proposed from key findings in Task 1 which deduced that threat actors are prioritising identity based attacks and increasingly distributed infrastructures, resulting in identity becoming the primary security control.
The first tier’s purpose is for continuous verification through Identity Governance and MFA to confirm user identities before access requests can be evaluated, removing implicit trust. Requests will be assessed through factors such as identity, device posture and policy as ZTNA substitutes broad network access. 
Organisational wide visibility will be supported by SIEM for continuous monitoring and assist in efficient incident response and threat isolation, and Cloud Security Posture Management (CSPM) will address cloud misconfigurations and risks.

[bookmark: _Toc236142122]Strategic Risk Assessment

	Risk
	Likelihood
	Impact
	Risk Score
	Mitigation Strategy

	Credential Compromise
	High
	High
	High
	MFA & Identity Governance. Continuous staff awareness training

	Supply-chain compromise
	Medium
	High
	High
	Supplier assessments and contractual security responsibilities 

	Cloud Misconfiguration
	Medium
	Medium
	Medium
	CSPM for cloud configurations and continuous monitoring of cloud resources


(Fig.4, Risk Register Table)

The risks displayed in the table above (Fig.4), have been identified through research findings gathered from Task 1. Credential compromise has been recognised as the highest priority from results stated in the ENISA Threat Landscape 2025 showing phishing as the most common initial infection point at 60%. With The Board of Directors’ growing concerns with targeted ransomware in the financial sector, and it being stated within the majority of deployed malicious code, it is crucial for identity security to be a top priority.
Supply-chain compromise has been identified as high impact risk since the reliance and quantity of external vendors has developed in conjunction with cloud services. It vital for Zero Trust principles to extend beyond internal stakeholders to third parties to mitigate risks of unauthorised access with contractual accountability. 
The substantial increase and reliance of cloud infrastructure, as discussed in Task 1, has directly expanded the attack surface. Securing and managing cloud environments is a priority to minimise the probability of a data breach or intrusion.

[bookmark: _Toc236142123]Incident Response and Business Continuity

The following playbook will guide Aegis Fintech in response to an immediate ransomware attack. Task 1 has outlined that ransomware typically follows up from an initial breach caused by stolen credentials so the management concentrates on containment, limiting lateral movement and the recovery process to restore critical systems

1 – Identification: By utilising alerts from SIEM and endpoint protection, identify the scope and impact of infected systems
2 – Containment: Isolate affected devices and deactivate breached accounts to mitigate the spread
3 – Threat Removal: Remove ransomware infection and identify vulnerabilities in access for full eradication. Affected credentials must be reset and access vulnerabilities fixed.
4 – Recovery: Using immutable backups restore affected systems but testing is required before establishing a connection back to the network
5 – Lessons learned: Internal review and reflection after the incident to identify improvements to processes or systems where appropriate

Communication plans:
· Incident Response will be notified after confirmation of the ransomware
· Updates of the business impact and resolution with be directly communicated with senior management
· Consistent updates to teams engaged in the remediation of the incident
· Inform staff members of affected systems and advice of any temporary preventive measures
· Regular public service announcements to customers of any operational disruptions, recommendations or risks to sensitive data
· Liaise with GDPR and DORA  informing of the incident if necessary
· Document activity and timelines of the incident to support reflection process

Procedures for restoring systems from immutable backups:
· Once confirmation has been gathered of the ransomware containment, investigate any remaining traces of infection within systems
· Verify and validate the most recent usable immutable backup
· Depending on operational requirements, prioritise and restore necessary critical systems
· Isolate systems and test functionality before entirely restoring systems
· Continually monitor activity to track signs of reinfection
· Services to be restored to normal operation once integrity is confirmed
[bookmark: _Toc236142124]Governance and Strategic Roadmap











(Fig.5, Chart Showing Structure of Cyber Security Steering Committee)CEO
CISO
CIO
CFO
Head of Legal
Cyber Security Steering Committee

The proposed structure of the Cyber Security Committee is a framework to enable supervision of Aegis Fintech’s cyber security strategy that informs and aligns with business decisions. The collaboration of roles and perspectives will support governance, financial investment and compliance to maintain a Zero Trust architecture.
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	Timeline
	Initiative
	Key Deliverables
	Metrics of Success (KPIs)

	Q1
	Assess & address Priority Risks
	Implement Identity Governance controls and MFA. Assess risks in third-party and cloud services. Staff phishing training introduced
	Complete implementation of MFA. Identified highest risk suppliers and staff training completed

	Q2
	Reinforce Threat Detection & Access Control
	Implement continuous monitoring through SIEM. Assess user privileges and deployment of ZTNA
	Access privileges reviewed and organisational wide visibility of activity

	Q3
	Secure Third-Party & Cloud
	Establish SASE and CSPM for improved cloud security. Supplier security responsibilities determined
	Full functionality of implemented systems resulting in improved cloud security. Critical suppliers assessed

	Q4
	Continuous Improvement
	Initiate penetration testing. Review policies and evaluate alignment with Zero Trust
	Successful resilience testing and business objectives met. Policies reviewed and updated to maintain a Zero Trust Architecture




The above roadmap is informed by Task 1 into a methodical approach to addressing key risks including identity security, the management of cloud services and external stakeholder risk. This structured approach will support the adoption of a Zero Trust Architecture and will allow Aegis FinTech’s cyber security strategy to be strengthened through an implementation plan, while progressively improving security controls, monitoring and resilience.
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This report examined the cybersecurity challenges facing modern financial organisations and evaluated how Zero Trust Architecture can support improved security outcomes. Task 1 identified that changes such as cloud adoption, hybrid working and increased reliance on digital services have expanded the attack surface, allowing threat actors to increasingly target identities, credentials and access pathways. The findings showed that Zero Trust addresses these challenges by replacing implicit trust with continuous verification, least privilege access and improved visibility across organisational resources.
However, the evaluation also highlighted that Zero Trust adoption presents practical challenges, including legacy infrastructure, technical complexity and the need for effective governance. The research showed that security technologies such as Identity Governance, ZTNA, SASE and SIEM provide important capabilities, but their effectiveness depends on how well they are integrated alongside organisational processes, policies and strategic decision making.
Using these findings, the report developed a cybersecurity strategy for Aegis FinTech that addresses key risks through policy development, regulatory alignment, technical security controls, incident response planning and long-term governance. The recommendations were designed around the risks identified during the research, including credential compromise, cloud security weaknesses and third-party dependencies.
Ultimately, improving Aegis FinTech’s cybersecurity resilience requires a coordinated approach that combines technology, governance and continuous improvement. Zero Trust provides a foundation for strengthening security decisions and reducing exposure to modern threats, but its effectiveness relies on maintaining these principles as an ongoing organisational strategy rather than treating security as a single solution.
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