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[bookmark: _4f6s24ntrl2l]Abstract
The “Internet of Things” (often abbreviated to IoT) refers to devices that connect to the internet and which send and or receive data to perform actions on the device. These devices are anything which is not exclusively a device for computing, where internet functionality is a secondary feature to its overall function, so such devices as home appliances, lighting and wearable technology[footnoteRef:0]. The main aims of the push to have devices contactable over the internet which previously have not been considered is to give a consumer the ability to manage and automate their ecosystems, whether from a governmental or industry standpoint for companies or countries, or for ordinary consumers. An example of an IoT infrastructure for the consumer market would be having your phone connected to the lights within your house so they are able to be turned on while the GPS on your phone detects you are near your front door. [0:  J. Morgan, “A Simple Explanation Of 'The Internet Of Things'”, Forbes, May 13, 2014. [Online]. Available: https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/ [Accessed Jul. 1, 2020]] 


[bookmark: _7q8toknegbus]Introduction
The market for Internet of Things-ready appliances and devices has been growing rapidly in the past decade, as Cisco cites the real “boom” was around 2008/2009, where the ratio of people to IoT devices they owned went from 0.08 in 2003 to 1.84 in 2010[footnoteRef:1]. The global IoT market was valued at $190 billion in 2018 and is expected to grow tenfold to $1.1 trillion by 2026[footnoteRef:2], with companies from a host of regional markets such as China, India, US and Europe hoping to capitalise on the proliferation of connected devices grows with consumers in the next 10 years. Large tech companies such as Amazon have moved into the IoT space to supply infrastructure (such as Amazon Alexa) and consumer devices like the Amazon Echo line of devices. [1:  D. Evans, “The Internet of Things - How the Next Evolution of the Internet Is Changing Everything”, Cisco, Apr. 2011. [Online]. Available: https://www.cisco.com/c/dam/en_us/about/ac79/docs/innov/IoT_IBSG_0411FINAL.pdf [Accessed Jul. 1, 2020]]  [2:  Fortune Business Insights, “Internet of Things (IoT) Market Size”, Fortune Business Insights, No date. [Online]. Available: https://www.fortunebusinessinsights.com/industry-reports/internet-of-things-iot-market-100307 [Accessed Jul. 2, 2020]] 


The downside to this proliferation of devices that are always connected to the internet are that they can be compromised and have flaws in their security design from the manufacturer. Hacking and exploits are constantly being developed and discovered both by white hat and black hat hackers, and there have been several high profile causes which have caught the attention of mainstream news outlets and raise questions of how secure we can really be when we bring so many different devices to talk to a network into our homes.

[bookmark: _7n1vkcooo6f7]Case Studies
The largest case in terms of how much it affected people was the Mirai botnet. The Mirai botnet attack was done on October 12th, 2016 and involves a large-scale distributed denial of service (or DDoS for short) attack which affected internet connectivity for many people on the eastern seaboard of the United States. A botnet is a collection of computers that have been compromised by either a person of a program specifically looking for vulnerable computers which are then issued commands by another computer to make requests on the internet[footnoteRef:3]. Traditionally botnets have consisted of desktop PCs and laptops, but since IoT devices work using the same network protocols and they are typically always online, as opposed to personal computers which may be turned off when not in use, they make for a large and highly available botnet army. Another reason why a botnet was able to grow to the size to perform attacks to take down complete server farms is that gaining access to a lot of IoT devices was very easy. Most home IoT devices come with a password to log into the devices via a portal on a computer, but these passwords are typically manufacture-assigned and a lot of devices will use the same password for each piece of hardware. [3:  Norton, “What is a Botnet?”, Norton Security, No date. [Online]. Available: https://uk.norton.com/internetsecurity-malware-what-is-a-botnet.html [Accessed Jul. 2, 2020]] 


From an automation standpoint this makes it quite easy to build up a library of passwords for devices known to have them replicated from the manufacturer and gain access en masse. Add to this that there is no fail safe put in place to force customers to change the passwords from the default during setup or to offer two-factor authentication, meaning regular consumers are not asked to protect their devices. The main targets of the original Mirai botnet were home routers, security cameras and DVRs[footnoteRef:4]. Since the Mirai botnet attacks, the source code was released publicly and has been built upon using known vulnerabilities of other devices such as smart TVs to allow others to create their own botnet, and there are still examples of it being used today[footnoteRef:5]. [4:  A. Spadafora, “Mirai botnet returns to target IoT devices”, TechRadar, Mar. 19, 2019. [Online]. Available: https://www.techradar.com/uk/news/mirai-botnet-returns-to-target-iot-devices [Accessed Jul 3. 2020]]  [5:  VoidMenu, “NEWEST MIRAI BOTNET HITTING 110+ GBPS!!! [10K+ BOTS]”, YouTube, Jun. 6, 2019. [Online]. Available: https://www.youtube.com/watch?v=ATApf0WRrig [Accessed Jul. 3, 2020]] 


Vehicles and transportation are another area of development for connected devices. Originally this was limited to global positional sensors for things such as telemetrics or for monitoring fleet vehicles, but over the past decade, there has been a concerted effort from global automakers to integrate technology more into the mechanics and functionality of the cars they build. One of the ways this is being used is to allow cars to communicate with each other or other wireless devices. Examples of this would be using your smartphone to unlock and manage your vehicle, traffic lights being able to detect how many vehicles are at a given junction and change timings accordingly, or other cars to prevent collisions while driving[footnoteRef:6].  [6:  C. Evans, “What is a connected car and what are the benefits?”, What Car?, Feb. 20, 2019. [Online], Available: https://www.whatcar.com/news/what-is-a-connected-car-and-what-are-its-benefits/n18929 [Accessed Jul. 4, 2020]] 


The two main network technologies being proposed for the future of connected cars is WiFi, called Dedicated Short Range Communications, or C-V2X, which uses cellular networks such as 5G. Traditionally automakers have used WiFi standards for connected cars due to it being a more mature technology, but there are arguments to use cellular technologies for the faster bandwidth and option to scale when new cellular standards arrive in the future. China has already adopted C-V2X as the standard for all connected cars and has even dedicated a frequency band specifically for vehicles, while policymakers in other countries and regions are still undecided[footnoteRef:7]. [7:  Bloomberg Technology, “5G and the Future of connected cars”, YouTube, Aug. 1, 2019. [Online]. Available: https://www.youtube.com/watch?v=x6DfzkeQpQ0 [Accessed Jul. 4, 2020]] 


The biggest example of a car being vulnerable to hacking came from a Wired article in late 2015 where two security researchers, Charlie Miller and Chris Valasek, were able to breach a Jeep Cherokee that was connected using the UConnect internet connectivity platform, which is used in most Fiat Chrysler’s cars. In the article, they were able to take control of the heating, infotainment and stalk controls, while also showing their ability to brake, accelerate and steer the car, locking out the driver from interfering[footnoteRef:8].  [8:  A. Greenberg, “Hackers Remotely Kill a Jeep on the Highway - With Me in It”, Wired, Jul. 21, 2015. [Online]. Available: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/ [Accessed Jul. 5, 2020]] 


Connected vehicles are vulnerable to attacks and hacking which would have severe and potentially deadly consequences to the occupants and others. In the US, an estimated 50 million cars have some kind of integrated internet connectivity when calculated in 2019, with it expecting to rise exponentially as more models come equipped with it in the future and older cars are retired from the road. Attacks can be having remote control over the acceleration, braking or steering of the car, entry and start up of parked vehicles for theft and the ability to modify traffic controls to cause road traffic collisions[footnoteRef:9]. [9:  S. Ikeda, “Connected Cars: A New and Dangerous Vector for Cyber Attacks”, CPO Magazine, Aug. 12, 2019. [Online]. Available: https://www.cpomagazine.com/cyber-security/connected-cars-a-new-and-dangerous-vector-for-cyber-attacks/ [Accessed Jul. 6, 2020]] 


Now it must be said that driving is a hazard in of itself, with 1,870 deaths on the road in the UK in 2019[footnoteRef:10]. One of the aims of the industry behind connected cars is to reduce the amount of injuries and deaths that occur while driving, and in a uncompromised system it will be able to achieve that, by being able to monitor all sides of the vehicle and blind spots which the driver cannot see, but the security of the systems is paramount as it could increase the death toll if it is compromised by hackers, or if the connections between cars are not operating properly. [10:  Department of Transport, “Reported road casualties in GreatBritain: provisional estimates year ending June 2019”, Department of Transport, Nov. 28, 2019. [Online]. Available: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/848485/road-casualties-year-ending-june-2019.pdf [Accessed Jul. 6, 2020]] 


The last IoT device I would like to discuss is around the boom in home security and surveillance cameras. Traditionally, these cameras would operate on a closed network which would use wired connections for the video feeds. These were not very popular with home consumers due to the amount of building work needed to connect wires to a central hub, especially if the cameras were to be mounted outside. Smart security systems use wireless cameras that are either plugged in for power or contain batteries which need to be charged every couple of months.

These systems use your home network to connect all of the cameras together, and can be controlled using a web application to monitor, save or interact with the cameras. They’re able to offer cloud storage solutions, typically by the manufacturer, and a lot of cameras on the market offer artificial intelligence features such as facial recognition and object tracking[footnoteRef:11]. [11:  Security.org, “The Best Home Security Systems of 2019”, YouTube, Apr. 18, 2019. [Online]. Available: https://www.youtube.com/watch?v=a74hvlAfg5E [Accessed Jul. 7, 2020]] 


The proliferation of these cameras has led to concerns about security. The most notable case of hacking occurred when a Ring home security camera was hacked and provided the attacker a feed and ability to communicate with a 8 year old girl in her bedroom[footnoteRef:12]. This story made international news, and brought a lot of attention to the lack of checks in place by the Ring ecosystem. Ring is Amazon’s brand of smart doorbells and cameras. [12:  J. Holley, “Family says hackers accessed a Ring camera in their 8-year-old daughter’s room”, WMC Action News 5, Dec. 10, 2019. [Online]. Available: https://www.wmcactionnews5.com/2019/12/11/family-says-hackers-accessed-ring-camera-their-year-old-daughters-room/ [Accessed Jul. 7, 2020]] 


Days after the news story broke, Motherboard did an article showing how having access to the account credentials can allow multiple people to access the Ring dashboard from across the world without any security warning being sent, or requesting additional authentication by using two-factor authentication. Ring blamed these attacks occurring on the consumer, but the parameters and flag system that other, equally as large tech companies have in place for their consumer accounts are not present on the platform[footnoteRef:13]. From an exploit perspective, another Amazon smart home camera product, Blink, was found to be exploitable via DNS poisoning which would allow the interceptor to run commands by sending back fabricated requests[footnoteRef:14]. [13:  J. Cox, “We Tested Ring’s Security. It’s Awful”, Motherboard - Tech by VICE, Dec. 17, 2019. [Online]. Available: https://www.vice.com/en_us/article/epg4xm/amazon-ring-camera-security [Accessed Jul. 8, 2020]]  [14:  L. O’Donnell, “Amazon’s Blink Smart Security Cameras Open to Hijack”, Threatpost, Dec. 10, 2019. [Online]. Available: https://threatpost.com/amazon-blink-smart-camera-flaws/150962/ [Accessed Jul. 8, 2020]] 


There are inherent risks with using a wide area network to communicate sensitive information that would be captured on a smart camera, but network and hardware is the responsibility of the manufacturer, and must be accounted for as home security becomes decentralised from the physical location and towards cloud services.

[bookmark: _oyci68s8myg0]Conclusion
Smart home and Internet of Things devices are being adopted more and more by consumers and large technology companies are capitalising on their large research and development budgets to bring many different products to the market each year, all at relatively low price points. This proliferation of products and the software ecosystems to bind them all together means that people being able to create a connected home are able to do so without costs in having construction work or using insular systems which require separate controls. The downside to this is people are inviting more internet connected devices to things which have been separate from that kind of communication in the past, and these devices can impact the physical wellbeing of someone. From a thermostat to their crossover, if compromised it can cause serious harm to someone if tampered with. Consumers should be made aware of the risks from devolving a physical control over these devices, but as has been explained previously, many companies take a lax approach to the security of these systems for the consumer.

