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What is ransomware
Ransomware is one form of malware. This is when a user’s files are encrypted which means that the user cannot access their files because someone has taken the data and is demanding ransom in return for the data. 

People can get ransomware through various ways such is phishing. For example. They can get it by opening harmful emails that might be containing viruses. People might pretend to be someone they are not when sending the user that harmful email or a link to a malicious site. For example, they could pretend to be someone that you know. If the user clicks on the attachment or link that is provided in the email, then the user’s device can get affected by the malware.
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CryptoWall is a type of ransomware that is affecting a lot of people. CryptoWall is very dangerous. People can use it easily and it can spread quickly. One thing that makes CryptoWall different is that it can stay hidden inside the operating system as well as adding it to the startup folder. It can also make it harder and to restore the files by getting rid of the files shadow copies. It is hard restoring the files because the file and the filenames can be encrypted.
This harmful form of ransomware can get people sending them phishing scams, people clicking on malicious ads and by using exploit kits.

How to defend yourself
	Users can defend themselves from CryptoWall and other ransomware in various ways. One of these ways is by making sure that they keep their device up to date. They can do this by making sure they update regularly.
	Another way that users can make sure they do not get affected by CryptoWall is by making sure that they use an anti-virus scanner and have anti-virus software installed on their device. This will scan for any harmful malware as well as blocking them.
	They can also make sure that their firewall is turned on to make sure that malware does not connect to the them
	Users must make sure they do not go on harmful links. Make sure that you do not click links that look suspicious. Some web security software might warn you if the link leads to a dangerous site.	
	It is important that users make sure that they keep their files backed up. Files must be backed up regularly incase they do lose any. 
	There are also various ways to defend against CryptoWall after they get through. 
Making sure that malware removal apps are installed can also help. Make sure all the files are scanned. Another way is by restarting your device and going on safe mode. Users can also load up a previous restore point. 
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