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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


In this assignment I am going to consider and reflect on the impact of organisational justice on myself as a member of the Police service. I will also consider the steps being taken by South Wales Police to raise ethical standards within the organisation. 

Within the Police service, there are a number of rules and regulations, which every Police officer and member of Police staff need to adhere to, in order to uphold the professional standards, and maintain public trust. The Code of Ethics, is the minimum standards, which every member of staff should uphold. When someone is attested as a Police Constable they become a holder of public office, meaning that their actions on and off duty are covered by the Code of Ethics, and are regulated by law (Bryant and Bryant, 2019, p.92). As stated by Bryant and Bryant (2019, p.92), The Code of Ethics was introduced by the College of Policing in July 2014, and is central to the professionalisation of the Police service and Police Practices. As well as the Code of Ethics, there has been a lot of research conducted in relation to organisational justice, and the benefits this has on the Police Service as a whole.

As stated by (HR Zone, no date), organisational justice refers to an employee’s perception of their organisations behaviours, decisions and actions and how these influence the employees own attitudes and behaviours at work. Within organisational justice, there are two key elements, procedural justice and distributive justice. Distributive justice is how fairly employees feel that inputs and rewards are allocated across the organisation. As opposed to procedural justice, which consists of three elements; how fairly employees feel decision making processes are within the organisation; how open, honest and timely employees feel decisions are communicated and how respectful and dignified contact is perceived between senior staff and employees on a personal level (Quinton, et al., 2015).

I feel that organisational justice has a positive impact on myself, as a member of the Police service. As a Police Officer, a lot is expected of me, both in work and outside of work. I am well aware of the high standards, I am expected to adhere too, and also what my role entails. I believe that my supervisors are clear and concise about what is expected of me and my team. Every shift I get sent a tasking document from my Inspector, it is written in black and white, what needs to be achieved by my team, so there is no confusion or communication issues. I am also able to directly speak with chief officers, and vice versa if needed. Having such a good relationship with chief officers is useful, and it helps to close the gaps and encourages an open environment. I feel I am always treated with fairness and respect by higher ranking officers. This I feel has a positive impact on me, as I know what I am meant to be doing, and when I am meant to be doing it. I think this has a positive impact on my attitude in work, and feel that I am always positive, and try my best. As stated by (HMICFRS, 2019) officers and staff are more likely to treat the public fairly and respectfully, if they feel that they are being treated this way, particularly by their own force. Organisational justice is a vital aspect of any assessment of police legitimacy. This year, during the COVID-19 pandemic, has been particularly challenging for the Police as a whole. There has been new legislation brought in, which I am expected to know, and report people for. We are sent an email each day by the COVID command room, detailing what’s new, or has changed, and guidance on how to implement it. I have found this very useful.

As I have earlier mentioned, every officer has to follow the Code of Ethics within Policing, in order to maintain public trust, and Police integrity. As stated within the (Code of Ethics, 2014) ethical behaviour comes from the values, beliefs, attitudes and knowledge that guide the judgements of each individual. This includes the standards of professional behaviour, including fairness and respect. South Wales Police are taking positive steps in raising ethical standards within the organisation. These include regular ethical dilemmas which are distributed to each member of staff, and are then discussed with their supervisors, on how each officer would deal with it, and the correct way in which it should be dealt with. South Wales Police has both an in house and external ethics committee, which can be accessed by anybody for support, and guidance relating to any ethical challenges faced by staff members. The joint independence ethics committee, comprises of independent members, as well as officers of varying ranks. They hold regular meetings, where a number of issues are discussed, including ethical dilemmas, and incidents of note, during recent times (South Wales Police, no date). This shows that the force is constantly looking at ways which they can improve their ethical standards. It is agreed by Her Majesty’s Inspectorate of Constabularies and Fire & Rescue Services (HMICFRS) (2017) that during South Wales Police’s annual review, that they have an effective system in place for considering ethical decision making, by having both internal and external ethics committees, which has established a confidence and legitimacy, improving public confidence. It also refers to training being put in place to align the Code of Ethics.

To conclude, I believe that Organisational Justice has a positive impact on me as an individual within the Police service. I am well aware of the organisations goals and I feel that these are communicated well, and if I have any queries, I know I can speak to Chief officers in order to clarify. This year during the COVID-19 pandemic, thins have been particularly challenging for everyone, but I feel communication has remained good throughout, and everybody has pulled together to make it work. I think that South Wales Police are taking positive steps in order to raise ethical standards, including the use of ethical dilemmas and utilising ethics committees both within the force and externally.
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1200 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


In this assignment I am going to discuss a policing incident, where I utilised a partnership approach and reflect on what happened. I am going to discuss the options I considered throughout, and how I decided on the most appropriate option to resolve the problem. I will also justify my intervention and highlight potential consequences of my decision. During the assignment I will use Bortons Reflective Tool, in order to reflect.
Myself and a colleague were asked to attend a domestic violence incident, where the victim was threatened by her partner, by saying he would burn her house down with her children inside. Prior to attending the incident, I asked the control room to conduct checks on both parties, to see whether there were any warning markers in place. They informed me that the victim was a high-risk victim of domestic abuse, with another perpetrator, and the suspect was a high-risk domestic abuse aggressor with another victim. As defined by (Met Police, no date) domestic abuse is any incident or pattern of incidents of controlling, coercive or threatening behaviour or violence. It can involve a number of different types of abuse, including physical, emotional or psychological abuse. The control room also informed me that there had been a domestic incident between both parties a week earlier, where the subject had punched a window, which subsequently shattered on the victim’s face, causing injury. There were no previous reported incidents between the pair prior to that. Domestic abuse is something which the Police deal with on a regular basis, and I know that prior to an incident being first reported to Police, it is highly likely there have been a number of previous incidents, which were not reported. As stated by (Felson et al. , 2002) there are a number of reasons why the victim may not report incidents to the Police, the main ones being; embarrassment of what others will think; the desire to protect the offender from criminal prosecution; and the fear of reprisals once the offender is released. Once the victim has found the courage to report an incident to the Police, it is extremely important that the attending officer, does everything to assist them, and to alleviate the fears outlined above.
When I attended and spoke with the victim, it was clear that she was extremely frightened of the perpetrator, and what he was capable of. She believed that he was capable of carrying out the threat. She was initially willing to give a statement of complaint, but after much deliberation she decided that she didn’t want to. I tried my best to try and make her understand the risks, to both her and her children, however she was adamant she did not want to make a complaint. I immediately realised that her decision was not only putting herself at risk, but also her children. I used the National Decision Model (NDM), to consider my options and decide my next course of action. As described by Bryant and Bryant (2019, p.96) the NDM consists of a number of elements, with the Code of Ethics being central. The NDM encourages ethical decision making and can be used by anyone within the Police service to make decisions. The 7 parts to the NDM are; Code of Ethics; Information and Intelligence; Assessment; Powers and Policies; Options and Contingencies; Action and Review. During this incident I had to consider the ultimate safeguarding of the victim. 

In order to safeguard the victim, not only did I have to arrest the subject, but I also had to consider what I could offer to the victim. I completed a Public Protection Notification Report, which includes questions relating to their relationship, and a risk assessment. When filling out this form, there is an ‘Officers observations’ box. Within this box it was important for me to raise my concerns that the victim did not understand how worrying the incident was, and how the subject could harm her children. I then tasked this report to the Domestic Violence Unit, who subsequently share it with partner agencies, including social services, medical professionals etc. Due to the high risk involved, it was inevitable that a Multiagency Risk Assessment Conference (MARAC) would be carried out. As defined by (Reducing the Risk, no date) “MARAC is a victim focused information sharing and risk management meeting attended by all key agencies, where high risk cases are discussed”. It is really important that multiagency relationships are good, as this offers the best support for the victim, and allows agencies to help put a safety plan in place. As outlined by (Harvie and Manzie, 2011) in 1988 (through the Crime and Disorder Act 1998 and the Criminal Justice Act 1998) community safety partnerships were introduced as a statutory requirement for local authorities. Statutory agencies were compelled to work with local community groups in formulating comprehensive responses, with multi-agency partnerships established across England and Wales in all 376 local authorities. 

Throughout the incident I continued to use the NDM and considered what options were available to me. At this point the subject was still outstanding, and the victim’s safety was paramount. In order to safeguard her, I had to consider a place of safety for her. The whole situation was difficult to deal with, as she did not want to pursue a complaint, so therefore was dismissive of any assistance. I used my communication skills and empathy and in the end she agreed for me to contact Women’s Aid on her behalf. As stated by (Women’s Aid, no date) they are a charity who are working to end domestic abuse against women and children. I spoke with them on the phone and explained what had happened. As the subject lived with the victim, they offered her and her children a place to stay, which she agreed to. I also spoke with the victim, and discussed Victim Support with her. This is something that I offer to every victim of crime. As outlined by (Victim Support, no date) they are an independent charity, who strive to help people effected by crime to feel safer and find the strength to move on.

Inevitably the best outcome would have been to arrest the subject and have him remanded in order to safeguard. However, as the victim was not willing to make a complaint against the subject, it was highly unlikely that he was going to be remanded, and more likely that he would get released. For this reason, I used a dynamic risk assessment, in order to think about other options, as I was speaking with the victim. There were however still risks in place. The fact that the victim had even reported the matter to Police, might anger the subject, and he may try to contact her, or find out where she is, and potentially cause harm to her or her children. For this reason I requested for bail conditions to be imposed on the subject, to stop him from attempting to contact the victim. 

To conclude, this was potentially a very dangerous incident, and I feel that I took the appropriate actions in order to safeguard the victim and her children. I utilised the NDM to consider a number of options when adopting a multi-agency approach, such as referring the victim to Women’s aid, victim support and completing a PPN. As this was the second serious incident within two weeks, it was clear that the situation was escalating rapidly, and action needed to be taken. I feel that had I not covered all bases, and put all appropriate safeguarding in place, the escalation would have continued. I outlined a possible consequence of my actions, being the anger of the subject, however mitigated this by referring the victim to women’s aid, and imposing bail conditions on the subject.
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1400 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this assignment I am going to discuss an incident where I have played a significant role with a victim of crime, evaluating the appropriateness of different approaches by both professionals and Police in supporting them or managing their risk. I will also evaluate what works in relation to tackling repeat victimisation and repeat offending. I will reflect on how the incident went and will use Bortons reflective tool in order to do this. 

As a response Police officer, we tend to deal with different people every day, and tend to answer emergency calls. Therefore, we may not be aware of those most vulnerable in our communities. As outlined by (College of Policing, no date), a person is vulnerable if, as a result of their situation or circumstances, they are unable to take care of or protect themselves or others from harm or exploitation. This definition is broad, and can be applied to a lot of different situations, for example, an elderly person living along, a person suffering with a disability or illness, or even a person who is addicted to a controlled substance or alcohol. 

While I was on my neighbourhood Policing attachment, we were tasked to attend an elderly lady’s address, where neighbours had reported concerns that persons were attending her address, and they feared that the lady was being taken advantage of. In this scenario South Wales Police has an operation named ‘Operation Signature’. Operation Signature is utilised when a potential victim of fraud is identified, and steps are put in place in order to identify what has happened, and what actions are required going forward. I attended at the address and spoke with the victim. It was clear from speaking with her that she was extremely vulnerable. She lived alone, and didn’t have any family who lived close by. It was immediately clear to me that she had good neighbours living around her, who were willing to help as best they could. On speaking with the lady, she told me that a male regularly attends her address, and tells her that her roof needs fixing. Due to the ladies health issues, she could not go outside and check for herself, and on one occasion had handed over approximately £2000 to the male, for him to fix it. On the day I attended, the male had re-attended, stating that her windows were old, and they needed replacing, and the lady handed over a further £1500 to the male. It was clear to me, that the work was not being carried out, and the lady was being taken advantage of. I then realised that the victim was a repeat victim of crime, and it was likely they would come back.
As defined by (Bedfordshire Police, no date), “A person is to be treated as a repeat victim if they perceive themselves to be so or who have been a victim of more than one recorded crime of antisocial behaviour (ASB) incident within 12 months”. For this reason, the victim was to be recorded as a repeat victim of crime. In a study conducted by Pease (1998) it was found that 8 per cent of the UK population experience personal crime, but 1 per cent of the population experienced 59 per cent of personal crime. This shows that once a victim has been a victim of crime once, it is highly likely that they will then become a repeat victim. Now the suspects had been successful in obtaining money from the victim it was likely that they would return in order to do it again, so it was important that myself as the attending officer, put measures in place to try and stop this from happening. As stated by Farrell and Pease (2001, p. 3), offenders choose victims because of attributes of their possessions, location or selves. The victim lived in a detached property, which looked run down from the outside, and she lived alone. I conducted house to house enquiries, and CCTV enquiries, in an attempt to identify an offender, however nobody had seen anything or anybody suspicious. I spoke with a neighbour whose back door overlooked the victim’s back door. I informed him of what was happening, and he took it upon himself to keep an eye out for any suspicious activity. 

I recognised that I had to utilise the Problem Analysis Triangle (PAT), in order to establish the underlying problem. The PAT triangle consists of 3 main parts, the offender, the location and the victim. As outlined by Leigh et al (1996) once the incidents have been identified which need to be included in the analysis, it is then important to establish what it is about the place, the caller or victim, and the offender that causes the problem to arise. The idea is that when one part of the triangle is taken away, the problem will no longer arise. For example, the installation of target hardening, may deter the offender from attending the victims address. In a study conducted by (Ashton et al 1998) it showed that change or supposed change in the target is the primary factor which prevents repetition. 

In this sort of scenario, crime prevention advice is key. I spoke with our crime prevention officer, and he agreed to attend, and offer target hardening advice. Crime prevention has been defined as the securing of a future non-event (Forrester et al. as cited in Farrell and Pease 1993). This means that by putting measures in place, this will hopefully stop any further crime being committed by the subject. A number of prevention tactics can be put in place such as installation of CCTV cameras, neighbourhood watch schemes, among other things. In this case, it was agreed that a memo-cam would be installed. A memo-cam is a discreet camera, which can be installed at the victim’s home, and is activated by movement. A visible security camera is a good deterrent to stop crime, however a memo-cam is discreet, and would allow images to be taken of the offenders, as they are unaware it is there, in an attempt to prosecute them for any further crime. I also tasked the neighbourhood policing team, to start a police watch package. This means that an officer or PCSO will visit the victim at least once a week, for reassurance. 

As I deemed the victim to be a vulnerable, repeat victim when I returned to the station, I completed a Public Protection Notification (PPN) report. A PPN summarises a victims vulnerabilities, and allows the attending officer to make a risk assessment. This is then shared with the public protection unit (PPU), who in turn will share it with relevant partner agencies, such as social services and GP surgeries. When I completed the PPN for this victim, I ensured I outlined my concerns, regarding her inability to care for herself. In turn this was shared with social services, and they attended and conducted a home visit. It was deemed that the victim had early on-set dementia, and she needed carers to assist her. Having carers going to and from the address throughout the day, worked well as another deterrent to stop the offender.

The offender returned, and the memo cam caught an image of his face, and he was subsequently identified and arrested. This proves that identifying that the victim was a repeat victim, and putting the necessary measures in place assisted Police in identifying the offender, and bringing him to justice. By early intervention from Police and supportive neighbours of the victim, this allowed fast action, and tackling repeat offending. As I involved other individuals, and agencies, and put the necessary crime prevention measures in place, this allowed me to manage the risk of the victim, especially as she was vulnerable. If I was faced with a similar issue in the future, I would take the same approach, as this worked well on this occasion. The victim was safeguarded and reassured, and offender was arrested. 
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Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1250 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:


In this assignment I am going to discuss a serious incident, where I played a significant role and gathered and analysed relevant information and intelligence from a range of sources. I will focus on how I have made use of additional sources of intelligence and explain how I applied learning from previous and serious complex investigations to this incident. I will reflect on how I dealt with the incident and will utilise Bortons reflective tool.

As a response Police officer, I deal with multiple incidents each shift. However less often, I will deal with a matter which is of a serious and complex nature. As defined in section 93(4) of the Act (Police Act 1997) serious crime involves the use of violence, results in substantial financial gain or is conducted by a large number of persons, with a common purpose. Myself and a colleague were on mobile patrol, when we were asked to attend a main street in the City centre, after a report was received of a disturbance, but the caller had since hung up, and we had very limited information. On our arrival at the location, I could see there were a number of persons surrounding a male on the floor. He was sat slouched in a pool of blood. I immediately activated my Bodyworn video camera, in order to record my attendance, and capture any first disclosures, and the scene. All of the persons surrounding the male were of the Kurdish community, and spoke limited English. I quickly realised that this was serious, due to the injuries the victim had sustained, and the amount of blood he had lost. I immediately tended to the victim, providing him with first aid. While doing so, I was considering what was going on around me. I realised that is likely that the victim had been assaulted, and the outcome could be serious. I called to my colleague to ask for further units to attend the scene, due to the large amount of persons gathering, and the fact this could now potentially be a crime scene. I considered and actioned ‘Golden Hour’ principles. As stated by Bryant and Bryant (2019, p.229) The Golden Hour is the first period of any incident, whereby witnesses need to be identified, and the scene is preserved quickly, in order to protect evidence, while it is fresh and undisturbed. By completing these actions, I was building the foundations of the investigation. 

As stated by Gehl and Plecas (2017, p.2) a “Criminal investigation is not just a set of task skills, it is equally a set of thinking skills”. It is important that in these circumstances, I developed an investigative mindset, in order to aid the investigation and assist with creating an investigative strategy. As stated by (ACPO Centrex, 2005, p.60) having an investigative mindset allows the investigator to consider all information and evidence that has been gathered during the course of the investigation in order to make decisions based on that information. ACPO has described five principles that should underpin an investigation, these being; understanding the source of material; planning and preparation; examination; recording and collation and evaluation (ACPO Centrex, 2005, p.63). Due to the serious nature of the incident, it was clear that I would not be the officer in case, however I was the first officer on scene and therefore an investigator, so there were actions I needed to complete in order to follow the correct processes and procedures of an investigation. As defined in (Criminal Procedures and Investigations Act (CPIA) Codes of Practice, 2015) an investigator is any police officer involved in the conduct of a criminal investigation. All investigators have a responsibility for carrying out the duties imposed on them under this code, in particular recording information, and retaining records of information and other material. The CPIA is central to the correct procedure being followed in an investigation. As outlined by Bryant and Bryant (2019, p.530) CPIA defines all roles of persons involved in an investigation, and each role is accorded responsibilities throughout the investigation. 

I spoke with the victim, who spoke limited English, which made it difficult to confirm what had happened. I utilised language line in order to speak with the victim, and gain an understanding of what had occurred. The victim told me that he had been assaulted by a male person known to him, and he had been hit to the head a number of times with a weapon, possibly a hammer. This was captured on my Bodyworn Video Camera, which could subsequently be used as a first disclosure from the victim. I continued to speak with a number of persons around the victim, none of whom had actually witnessed the assault happen, but had been told by the victim what had happened and who had assaulted him. They gave me a name of the suspect, and I immediately updated the control room and colleagues with the information. As defined by Bryant and Bryant (2019, p.511) information is normally from a source that needs no confidentiality constraints, and is overt. Intelligence is material that has been recorded, graded and evaluated. 

Paramedics arrived a short while later, and began to treat the victim. I then started to take first accounts from witnesses at the location. I utilised my electronic pocket notebook in order to do this. As stated within (CPIA Code of Practice, 2015), where information which may be relevant is obtained, it must be recorded at the time it is obtained, or as soon as practicable after that time. I then went on to complete house to house enquiries, and CCTV enquiries in the surrounding area. I ensured that every action I took was recorded on the occurrence enquiry log. Due to the incident occurring on a main street, there were lots of shops around, who had private CCTV. As outlined by Bryant and Bryant (2019, p.542) CCTV evidence can form part of a primary investigation and can be used to establish a sequence of events and to provide evidence. There was CCTV footage of the whole incident, which showed the actions of the victim and subject. By completing these initial actions of the investigation, it allowed me to develop the little information we knew when first arriving at the scene, and underpinned the investigation. I uploaded all the relevant information and intelligence to niche, evidence.com and the casefile including house to house and CCTV enquiries, first accounts from witnesses and my statement containing my actions. All of this was then handed over to CID officers, who would continue the investigation. The defendant was later arrested for attempt murder.

To reflect, this was one of the most serious incidents I have attended in my service as a Police officer so far. It was a stressful situation with a lot of people. I feel that I adopted an investigative mindset, in order to protect the scene, and obtain key evidence, in order to assist CID officers with the later part of the investigation. I attended a similar incident 6 months prior, and I feel that I learnt a lot at that incident, including correct preservation of the scene, which allowed me to identify these actions even more quickly during this incident. After this incident, I received praise from high ranking officers on how I performed, and how the initial actions I took assisted with the investigation, resulting with a charge on the defendant. Should I be faced with a similar incident in future, I would ask for further units to attend to cordon off the scene more quickly, as due to the amount of persons at the location, it was hard to preserve evidence, whilst also applying first aid to the victim, which is ultimately more important.
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


In this assignment I am going to discuss an incident involving digital technologies, and I will explain the immediate actions that I took to reduce the risk of harm caused by the incident towards the victim, and reflect on how it went. I will also detail who may be more vulnerable to digital crime. I will use Borton’s reflective tool, in order to reflect.

Due to the amount of technology available in this current time, crime involving digital technologies is becoming an increasing problem and is more difficult to solve, due to technological advances. The (National Crime Agency’s (NCA) Cyber Crime Assessment, 2016) estimates that the annual cost of cybercrime to the UK economy is billions of pounds, and is growing. There are a number of ways in which criminals can use digital technologies to exploit anyone, including the most vulnerable in our communities. As a Police Constable, it is important for me to be aware of the different crimes being committed, how I can investigate them, and offer the most appropriate crime prevention advice to the victim. As outlined by Bryant and Bryant (2019, P.491) there are five main ways that digital technologies can have an effect on crime. These are; technology as the target of crime; technology as an aid to crime; technology as a communication tool to plan or enact crime; technology as a witness to crime; technology as a storage medium. All of these involve some form of electronic or digital technology.

I am going to focus on technology being used as an aid to crime. This is also known as ‘Cyber-enabled crime’. As defined by (Crown Prosecution Service (CPS), 201) cyber-enabled crimes are “traditional crimes which can be increased in scale or reach by the use of computers, computer networks or other forms of ICT (such as cyber-enabled fraud and data theft)”. The use of digital technologies allows the offender to remain anonymous, and it is harder for Police to trace who they are. An example of this type of crime is phishing. As stated by (Action Fraud, no date) phishing is a method used by fraudsters to access personal information, such as usernames and passwords. The purpose of phishing is for criminals to obtain personal details and financial data for fraudulent reasons (CPS, 2019). 

I was asked to attend an elderly person’s address, as it was believed that they were the victim of a phishing scam. I attended and spoke with an elderly gentleman, who stated that his bank had contacted him by email to say that he owed money. He clicked on the link in the email and entered his personal details, including his bank account details. When he told a family member what had happened, they subsequently contacted the Police, as they believed the email to be false. It was important for me to quickly establish if there was any evidence relating to the offence, and if so to take details, and secure any evidence. I obtained a copy of the email and the email address it was sent from. This did not appear to be legitimate as it was somebody’s name. I made a report on the victim’s behalf to Action Fraud, including all of the relevant details. Action Fraud is the UK’s national reporting centre for fraud and cybercrime, where a report should be made when someone is scammed, defrauded or experienced any other cybercrime in the UK (Action Fraud, no date)
Fraud can have a huge impact on anybody’s life, however this victim was extremely vulnerable. As defined by (College of Policing, no date) “A person is vulnerable if, as a result of their situation or circumstances, they are unable to take care of or protect themselves or others from harm or exploitation.” It was important now, for me to put preventative measures in place with the victim and to offer crime prevention advice to stop this from happening again. I advised that he contact his bank to make them aware of what had happened, and to cancel his bank card. He did this while I was with him. The bank would now be aware of what had happened, and would flag up any unusual transactions. I then asked the victim to change his passwords on his computer and email address, to minimise the risk of the offender gaining access. I also advised the victim not to open any emails in the future, and to contact his bank directly first if he had any concerns. All of these steps are classed as crime prevention, and target hardening. As stated by Choi (2001), a target-hardening approach via computer security will make it more difficult for computer criminals to commit computer crimes in cyberspace. However, as outlined by Bryant and Bryant (2019), some categories of persons might be more susceptible to certain crimes, however criminals often distribute their attempts to locate potential victims to a wide and non-specific audience, in the hope that some will respond. I informed the victim of this, and told him that it was unlikely that he was targeted. However, as outlined by (Gavett, et al. 2017) older adults may be particularly vulnerable to phishing attempts for a number of reasons, such as decreased familiarity and comfort using computers, as well as less experience with web browsing. Taking the time, and offering this further crime prevention advice to the victim, gives him a better understanding, and hopefully will alleviate this situation re-occurring. Following my immediate actions at the scene, to prevent further harm or loss to the victim, I referred him to victim support services, so that he could speak with someone about how he was feeling. I also submitted a public protection notification report (PPN), as I believed he was vulnerable. This will then get sent to our public protection unit, who will in turn share it with relevant partner agencies, such as social services. I also tasked neighbourhood officers to attend for a reassurance visit. 

To conclude, I think that I handled this situation fairly well. I haven’t dealt with many incidents within my service so far which involve many digital technologies. I feel that this is something which my knowledge needs to improve on. I feel that I gave the victim the appropriate target-hardening advice, and advice on what to do to stop the incident from re-occurring. I feel I referred the victim to the relevant agencies, in order to give them support and reassurance. I think that victims of fraud can have mixed emotions, and feel ashamed, and silly by what they have done. I believe I spoke to the victim with understanding and empathy, and made him feel more at ease. If I was to be faced with the same situation in future, I would hope that I would have a better understanding of crime prevention advice that I can offer the victim, and possibly any charities, such as Age UK who can assist.
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