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[bookmark: _Toc182160808][bookmark: _Toc182161015]Task 1 – DevNet Associate Chapters

In this essay, I display knowledge that I learned from the Cisco DevNet Associate ACCB5029 course. I went over chapters 2, 3 and 4, experienced the lab work, attempted the quizzes and exams at the end of each chapter, which I passed, to develop and test my knowledge.

[bookmark: _Toc182160809][bookmark: _Toc182161016]Chapter 2
DevNet is a fully integrated program including a website, an interactive developer community, developer tools, integrated discussion forums and sandboxes. DevNet allows developers to have a starting point for all Cisco API’s, including API Documentation, education, and developer support [1].
DevNet provides learning labs. This feature enables access to self-paced tutorials that cover various topics such as engineering technologies, programming languages, and concepts such as model-driven programmability, REST APIs, Python, JavaScript, and Cisco platform instructions and exercises [2].
A key feature DevNet also includes is a preconfigured environment called Sandbox where developers can test and develop technology without harming production systems [3].
“Exchanges”, a DevNet feature, provides three different approaches for users to connect with each other: Automation Exchange – Solutions and toolkits to troubleshoot, Code Exchange - mainly uses GitHub API to organize and display related repositories and Ecosystem Exchange - provides over 1500 solutions for design and development [4].
DevNet also offers Developer Support to help troubleshoot integrations, API connections or developer use cases on CISCO products. Developers can open a support case which provides one on one support [5]. 
One thing that stood out to me in this chapter was the DevNet SandBox, I think having a place where I can develop, and test code will enhance my skills and knowledge and prepare me when working on a real-life project.

[bookmark: _Toc182160810][bookmark: _Toc182161017]Chapter 3
[bookmark: _Int_aWJ8QdkO]Software Development Life Cycle contains 6 different phases: 1. Requirements & Analysis, 2. Design, 3. Implementation, 4. Testing, 5. Deployment, and 6. Maintenance [6]. There are various SDLC models: Waterfall – Each step of the process must be completed before you move on to the next step [7]. Agile Scrum – Small teams who meet up daily for timed work to constantly adapt to deliverables and meet requirements [8]. Lean – Focuses purely on reducing waste and maximizing value being brought to the customer such as delivering at a fast rate [9]. 
Software Design Patterns is a common practice used to resolve problems. In 1994, a group of 4 people created a book about design patterns and sectioned it out into three parts: Creational – patterns utilized to guide, and when scaling, to abstract software object creation. Structural – Patterns to describe trustable methods. Behavioral – Patterns detailing ways an object communicates and works together to meet challenges in software engineering [10].
A method commonly used to manage changes to a set of files and to keep the history of any changes made is called Version Control Systems. This allows collaboration so that multiple people can work on a project simultaneously without cancelling each other's changes [11].
Code reviewing is when developers overlook the codebase, a subset of code, or any specific changes made to the code, and provide feedback. The main purpose of code review is to ensure that the code is easy to read and understand [12]. And the main purpose of software testing is to ensure that the code works the way it was designed to work [13].
Data formats are crucial in Software Development. The three most common formats when exchanging information with remote API’s are: XML, JSON and YAML [14].
I can see how this chapter contains aspects of real-world relevance such as SDLC. Understanding different approaches, communicating and working with a team, and using effective reliable strategies to ensure value to customer needs is something that will benefit a lot when working in real-world circumstances.

[bookmark: _Toc182160811][bookmark: _Toc182161018]Chapter 4
An API is a tool used to help software's communicate with each other by using communication protocols or even web-based interactions. An example of an API would be Google maps. Businesses like UBER can use google maps API instead of having to create their own from scratch. API’s help automate tasks and allows for data integration which means that when data is provided by another application, an application can directly consume or react to it [15].
When it comes to APIs, there are two types of design styles: Synchronously - (directly respond to a request and can even provide data immediately) [16]. Asynchronously (provide a response to establish that the request has been received) [17].
APIs also have 3 main API architectural styles: RPC – Remote Procedure Call, SOAP – Simple Object Access Protocol and REST – REpresentational State Transfer [18].
These REST API requests comprise 4 necessary components such as Uniform Resource Identifier (URI) - identifies a specific resource a client is looking for. HTTP Method – communicating actions that are being requested. Header – a standard HTTP header format which communicates extra information between the client and the server. And Body – contains data related to the specific resource the client wants to manipulate [19].
For security measures, REST APIs may need to be authenticated. Authentication is the act of verifying someone's identity. Authorization is when a user proves that they have permission to perform a requested action [20]. A great and secure mechanism is OAuth which combines both authorization and authentication to increase security measures [21].
It is possible to create complex interactions when using REST APIs. This is where rate limits come into play. Rate limits allow a web service to control the number of requests a user application can make per defined unit of time [22]. 
A webhook allows convenience as it uses a HTTP callback to a specified URL which notifies your application when a certain activity or event has taken place in real time [23]. 
Trouble shooting is necessary in REST APIs as not everything will turn out correct. Before troubleshooting, ensure that you have the API reference guide and API authentication information to guide you [24]. 

[bookmark: _Toc182160812][bookmark: _Toc182161019]Conclusion
I have developed my understanding on the DevNet developer environment, Software Development and Design, and Understanding and Using APIs. This is just the beginning so I can't wait to dive even deeper and further develop my knowledge and skills so that I can use what I have learned in real life situations.
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We were asked to form groups and discuss our thoughts on the topics: DevNet Resources and Sandboxes. In my group, we physically looked at what DevNet Resources and Sandboxes has to offer and discussed ideas and formed a summary to present to the other groups. After not only doing our own research but hearing some points and perspectives from the other groups, I’ve gained a general understanding of DevNet Resources and Sandboxes.

[bookmark: _Toc182160814][bookmark: _Toc182161021]DevNet Resources
DevNet is an environment suitable both for beginners but also experienced network engineers and developers and provides several resources.

I would like to say that the main resources that stood out to me would be the learning aspect of things. DevNet provides Learning Labs, self-paced courses and tutorials giving you step by step instructions, a full “A-Z” guide on specific topics. This is perfect for beginners as they don’t need any prior knowledge, they can just follow along and learn everything as they go!

In Jacobs group discussion, they mentioned how DevNet provides “Exchanges” where you can type up a keyword, hit search, and receive a list of topics related to that. Whether you’re looking for an answer to a question, or more information about a specific topic, if you want to create posts asking a question or even answering questions or providing solutions. I feel as if this is super convenient as you get to connect and learn a lot from the other developers using the same platform, therefore enhancing your knowledge and skills.

I also noticed that DevNet creates a space to not only bring a community of like-minded individuals together, but to also provide each other with support. DevNet includes forums to be able to get your questions answered, or discuss certain topics with one another, thus improving your knowledge. And in some cases, DevNet also provides 1-1 support cases where you can get your question/problem solved within one business working day.

I also wanted to add that in Orin’s group discussion, they mentioned the fact that one member of the group has not used the operating system Linux in a long time and forgot some of the commands. So, while on the DevNet learning resources he was able to receive a step-by-step guide on Linux and helped him remember and refresh his mind with using Linux. This just goes to show the benefits of these DevNet learning resources and how even if you don’t know what to do, you can still come out learning and gaining new skills at ease!

Overall, DevNet provides resources to accommodate a learning experience, as well as providing support and community and is tailored both for beginners and experienced developers.

[bookmark: _Toc182160815][bookmark: _Toc182161022]Sandboxes
My understanding of Sandbox is that it is a place where you can run your code on a live infrastructure.  

One point my group (John’s Group) discussed was that Sandbox is browser based. This means that essentially anyone with an internet can use it. Jacobs group also mentioned that it is browser based and how easily accessible it is to everyone, which I completely agree on as you can have access to it anywhere and anytime, and don’t have to download and set up a VM thus removing friction/hassle and promoting conveniency

A great point another member of my group, Zhe Yu, mentioned was that Sandbox offered the opportunity to “roll back” so essentially if you made a mistake or if something went wrong when testing out code, you can just undo the mistake like it never even happened. This comes to show that Sandbox is a great testing environment, especially if you are new, still learning and are prone to making mistakes. This helps ease off the pressure and can help new learners learn more effectively.

Jacobs group also mentioned that there are “pre-built” Sandboxes available, and he was completely right! DevNet Sandbox offers various prebuilt sandboxes whether you want to work more on Networking, IoT, Security, Full-Stack Observability, they have a wide range which are already pre-built and can immediately get to work on.

Overall, Sandbox is a great environment to learn, play, and test new things with the comfort thought that you won’t break your system as it is a browser based and safe to use virtual environment. The convenience it brings is impeccable and the learning experience truly is effective.














[bookmark: _Toc182160816][bookmark: _Toc182161023]Task 2 - Activity 2

[bookmark: _Toc182160817][bookmark: _Toc182161024]Methodologies in Today’s Software Development Scenario
In software development, there is a cycle or methodology which is commonly used to allow developers to develop high quality and efficient software at a lower rate of cost. This is called the Software Development Life Cycle. There are 6 steps required in the SDLC which involve Planning, Design, Development, Testing, Deployment and Maintenance [25].

The three most common methodologies are waterfall, agile and lean. The one you choose depends on the type of project used, the time taken for the project to be completed and how many people are needed to complete the project.

[bookmark: _Int_sa9ES5Qd]The waterfall method comprises 6 phases: 1. Requirements, 2. Design, 3. Development, 4. Testing, 5. Deployed, 6. Maintenance. The waterfall method takes the approach where each phase of the cycle must be completed before moving forward which means that you can’t go back a phase [26].

The agile method focuses more on ensuring customer satisfaction. This is executed by cutting down a project into smaller cycles and collaborating on each one. After each cycle, they get feedback provided by stakeholders and request changes throughout the process to further enhance the product and fit the customer needs [27].

The lean method uses a framework to optimize development time, resources, and heavily focuses on eliminating waste to deliver only the essential needs of the product and nothing else. The team deploys a product and gets feedback from users of what they like and don’t like then improves the product, based on the customer’s needs [28].

I think the best methodology in software development would be the lean method. I think in the short term the product will not be the best at all but in the long term, your product will improve drastically. Doing market research and finding out exactly what your customers wants and needs are, will only help you understand not only how to market the product but to create a product that exactly fits their needs thus leading your customers to be satisfied, your product having higher ratings and more customers coming through the door.

For me, the agile scrum method would work best as a team. In this method, small groups of teams are formed and must attend short meetings daily to overlook crucial tasks. They work in iterations which consist of 2–4-week sprints to create a deliverable product by focusing on the important features first. More features are then built out later and improved based on feedback in-between sprints [29]. Having those daily meetups allows everyone to understand what is going on and to make sure that everyone is on the same page, thus leading to more efficient work to be completed.

[bookmark: _Toc182160818][bookmark: _Toc182161025]GIT – Version Control System
Git is a version control system that tracks file changes. Git allows developers to make any changes to the project whilst also allowing any previous versions of the project to be recovered. Git also enables developers to see all the changes, decisions and progressions of the project in one place, making it super convenient when working in a team [30].
There are 3 types of version control systems: Local VCS, Centralized VCS and Distributed VCS.
 A local VCS is a local database which is stored locally in your computer. A benefit of using a local VCS is that it is fast and resilient as even if the central repository is down, developers can still work on the code. The downside is that when different developers manage changes, the changes are merged automatically, making it extremely challenging to access different versions of the project [31].

A centralized VCS contains a single server which consists of all versions of the file. This allows different developers to access the file simultaneously which means managing versions of the project is made easy as you can see what everyone else is working on.

A centralized VCS works on a client-server model and contains a single copy of the project on the server. Developers can pull down changes and the version control will automatically update the contents for files that have been changed but only one individual can work on a particular file at a time.

The best and most efficient option, when working in a team, is distributed VCS allows developers to collaborate simultaneously on a project as each developer owns a local copy of the project and can see the entire history of it. When a developer has made a change, they need to push to file to the main repository so that the version control system can identify any conflict when the files have been changed [32].
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