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1. [bookmark: _Toc70691677]Introduction
The purpose of the following report will showcase the various actions that the author took in order to successful communicate private and public networks while also configuring an FTP server which devices can access and utilise with appropriate IP Filtering to reduce access.
2. [bookmark: _Toc70691678]Assumptions 
It is assumed that the read has adequate knowledge of information technology and can understand a variety of common terms within the field.

3. [bookmark: _Toc70691679]Arp Table
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Figure 1 - Server 1 Arp Table
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Figure 2 - Client 1 Pinging Server 1
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Figure 3 - Verifying Routing Table

4. [bookmark: _Toc70691680]Deploying File Transfer Protocol (FTP) Core Services

[image: ]
Figure 4 - Creation of a Role-Based or Feature-Based installation
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Figure 5 - Selecting Destination Server


[image: ]Figure 6 - Selecting Web Server (IIS)


[image: ]Figure 7 - Ensuring FTP Server is Selected
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Figure 8 - Creation of FTPuser.
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Figure 9 - Creation of FTP Site
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Figure 10 - Unselecting No SSL
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Figure 11 - Selecting Basic Authentication
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Figure 12 - Adding Banner to FTP Site
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Figure 13 - Adding FTPuser into FTProot Folder
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Figure 14 - Creation of FTPUploads also ensuring Firewalls have been turned off
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Figure 15 - Creation of FTPFiles within Client2
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[image: ]Figure 16 - Connecting to FTP Server (Server2) from Client 2
Figure 17 - Logging into FTP Server
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Figure 18 - Changing Local File Directory
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Figure 19 - Listing of what is currently stored within the directory.
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Figure 20 - Successful Upload of File
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Figure 21 - Confirmation of File Upload.

5. [bookmark: _Toc70691681]Installing and Configuring routing and remote access services
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Figure 22 - Creation of a Role-Based or Feature-Based installation
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Figure 23 - Selecting Server Destination
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Figure 24 - Selecting Remote Access as Server Role
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Figure 25 - Selecting Routing and DirectAccess and VPN
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Figure 26 - Installing Server.
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Figure 27 - Configuring Remote Access
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Figure 28 - Selecting Custom Configuration
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Figure 29 - Selecting LAN as the Routing Method
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[image: ]Figure 31 - Wizard Complete, Starting ServiceFigure 30 - Confirmation that Services have started.
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Figure 32 - Selecting new IPv4 Route.
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Figure 33 - Server set up with identical settings to Server 1.
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Figure 34 - Pinging Server1 PublicNet to Server2 PublicNet and Vice Versa.
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Figure 35Pinging Server1 PrivateNet to Server2 PrivateNet and Vice Versa
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Figure 36 - Client 1 Pinging Client 2

[image: ]
Figure 37 - Client 2 Pinging Client 1
5.1. [bookmark: _Toc70691682]How do routers reference which networks they are able to connect to?
Router/s are network devices that forward data packets between multiple computer networks, routers form the backbone for various traffic and can direct this traffic to any place that it is connect to. Data sent through the internet such as Webpage or an email is in the form of a data packet. The packet is forwarded from one router to the next until reaching it destination node. A router gathers network address information from data packets headers and can be used to determine the destination and a path to that destination. Routing tables or routing policies contain this information. You can see this information when using the ARP table [1] command, for Microsoft Windows this is ‘ARP – A’ as shown in figure 3.  Routing Policies such as RIP which is one of the oldest lasting distance vector routing protocol uses hop count as a routing metric. This in turn means that RIP can find all hosts within a 15 hop distance (the limit size which RIP can support). [2] Routing tables contain various information from a variety of different sources such as a default or static routes which have been inputted manually, or dynamic entries from routing protocols on which the router learn routes from other routers.

6. [bookmark: _Toc70691683]IP Packet Filtering
6.1. [bookmark: _Toc70691684]Prevent anyone pinging firewall.
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Figure 38 - Implementing IP Filtering for ICMP
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Figure 39 - Correct Settings Applied
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Figure 40 - Failed to Ping due to IP filtering. [image: ]
Figure 41 - Client 1 pinged Server 2
6.2. [bookmark: _Toc70691685]Restricting access to FTP Service
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Figure 42 - Implementing IP Filtering for Outbound Port21
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Figure 43 - Client 1 Failing to connect to FTP on Server 2.
6.3. [bookmark: _Toc70691686]Only Allow Specific hosts access within PrviateNet1 to access FTP Services.
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Figure 44 - constructing IP Filtering Rule for Port 21
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Figure 45 - Connection from Client 1 to FTP Successful
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[image: ]Figure 46 - Inputting incorrect Source IP

Figure 47 - Client 1 Failed to Connect to FTP

7. [bookmark: _Toc70691687]Failover Clustering for high availability systems/services

When organisations and network experts begin to design a system for a product, there are a variety of variables that must be considered.
The network must be created to support the product or system in its entirety and in the event that this network does support the system, disaster recovery techniques will need to be put in place to prevent downtime. In this section, the author will be discussing Failover Clusters.
Failover Clusters are a group of independent computers that work together to increase the availability and scalability of clustered roles within a network. The clustered servers also known as nodes, are connected using physical cables such as ethernet and by software such as Microsoft Failover Cluster on Server 2016 which the author has been utilising in the previous sections [3].
Failover clusters provide cluster shared volumes (CSV) which provide consistent, distributed namespace that clustered roles can use to access shared storage from nodes. Utilizing this technology, it drastically reduces the likelihood of service disruptions.
Failover Clusters come in a variety of forms; however, the author will only be discussing High and Continuously availability file share storage.
7.1. [bookmark: _Toc70691688]High Availability (HA)
High Availability refers to the business being able to avoid unplanned downtime of services by eliminating any single pint of failures within the network. High availability measures the reliability of various network components such as hardware, operating system, middleware and database software. Another measure of this is the ability to minimize the effects of unplanned outages.
7.2. [bookmark: _Toc70691689]Continuous Availability (CA)
Continuous Availability refers to the ability of being able to avoid planned outages. In this example we are going to use a system requiring a reboot after software updates have occurred. During this period users are sent to another available server while this server is unavailable. 
7.3. [bookmark: _Toc70691690]Considerations when setting up a Failover Cluster using Microsoft Server 2016
Microsoft Server 2016 has the capability to create Failover Clusters utilising the Role-based or Feature-based system within the Server Management area.
There are various pre-requisites before this can be completed.
7.3.1. [bookmark: _Toc70691691]Server Requirements
· All servers that will be added as a cluster node must be running the same version of Windows Server.
· Hardware within the Servers must be one of the supported configurations.
· Clusters must be able to reach the Servers storage.
· With best practice, the creation of an OU is recommended and place all computer accounts for the servers within that group within Active Directory. This ensures that account requirements can be effectively provided and manged.
· Discs within the Server must be configured to have the correct LUN to read-write
7.3.2. [bookmark: _Toc70691692]User Accounts Requirements
Accounts that require access to create the cluster is a domain user who has administrator rights on all servers that you want to be a cluster node. As mentioned above, this is done effectively using Group Policy as it ensures once set up correctly that administrative users can access all servers.

8. [bookmark: _Toc70691693]Observational Tasks

8.1. [bookmark: _Toc70691694]Assumption
The organisation is leading in digital transformation in order to make services more accessible and sustainable.
The key responsibilities of this organisation are:
· Expanding access to the wider world and clients
· Delivering high-quality digital services
· Enabling big data analysis for better outcome


8.2. [bookmark: _Toc70691695]Network Policy
Purpose:
The purpose of the policy is to set out the responsibilities of all staff members within the organisations in relation to the security of the network. Security of the network broadly means accessing, disclosing, sharing, retaining of data.
These responsibilities include but are not restricted to ensuring that:
· All staff members access systems and information safely and securely
· The confidentiality, integrity and availability and suitability of information is maintained.
· All individuals as referenced within the scope of this policy are aware of the obligations. 
Scope:
This policy applies to the workforce of all members of staff within the organisations, including staff, student, trainees/apprenticeships and contracted third parties and any other person performing duties within the organisation.
Roles and Responsibilities:
The CEO is responsible for ensuring the highest level of organisational commitment to the policy and the available of resources to support the implementation and any associated legal requirements such as General Date Protection Regulations (GDPR) [4].
Specific responsibilities will be delegated to the approached member of staff within the following roles, Data Protection, Senior information Risk owner, Networking Lead, Cyber Security Lead.
Managers are responsible for implementing this policy within their department/directorate. This is to ensure staff are aware of the policy and understand their responsibility to adhere to the policy.
Policy:
User Access Control:
Access to information will be controlled on the basis of the business requirements.
System managers or equivalent will ensure that security controls and data validation process, this includes and not limited to Audit trails and monitoring will be designed into any application systems that store any information, including Person information, business information or special class information.
Workforce has responsibilities to access only to information which they need to know in order to carry out their duties, this is also known as segregation of duty [5]
Example of inappropriate access includes but are not limited to:
· Accessing other staff personal information
· Accessing records that your job role does not require.
Physical Access Controls:
All organisations are responsible for determining the security measures required based on a local physical risk assessment. 
Maintaining confidentiality in a business environment can be challenging and the need to preserve this confidentiality must be carefully balanced with the appropriate care, treatment and safety of the business and its clients.
Where physical security measure exists, it must be ensured that they are employed at all times.
Examples of this includes but are not limited to:
· Ensuring door access is appropriately managed.
· Windows security locked when no staff are in the building.
· Access Card, PIN codes or keycodes implemented.
Workforce must ensure clear desk and clear screen policies are enforced when away from work ensuring that confidential information in any format is secure and not visible to anyone who may not be authorised to see it.
Remote Working:
The Organisations recognises that there is a need for flexible work as members of staff may be offsite and require access to the network. Handling confidential information outside of your normal working environment brings risks that must be managed. Remote working Risk assessment may be conducted to ensure that confidentiality of information is maintained. All networking connections inbound will be controlled via Virtual Private Network (VPN) [6] solution to ensure confidentiality and secure of information in transit.
Examples of this includes but are not limited to:
· Working from home
· Working while travelling on public/share transport
· Working from public venues (such as Coffee Shops, hotels)
· Other organisations buildings (Other sites, third party or client locations)
· Working abroad
Regarding the above, control measures must be in place to ensure the appropriate risks involved can be mitigated. No member of staff will work remotely unless they have been authorised to do so.
Monitoring 
The organisation trusts its workforce; however, the organisation reserves the right to monitor all work related process to ensure the effectiveness of the service/s. this in turn means that any personal activities that the employees may be completing within a work environment may come under scrutiny.
Members of staff can be reassured that the organisation take a considered approach to monitoring, however, it reserves the right to adopt different monitoring patterns as required.
Example of this includes but are not limited to:
· Utilizing the Security information and event management (SIEM LogRhythm [7])
· Wireshark [8] Passive monitoring 
· Ping Monitoring [9]
· SNMP Monitoring [10]

Disaster recovery 
The organisation recognises that there is a need for additional disaster recovery measure to ensure the availability of information and services. It is the responsibility of the service manager to implement the appropriate disaster recovery and availability solutions to ensure downtime is kept at a minimum. Considerations of loss of data, loss of service and loss of client trust will need to be considered [11]. It is recommended to implement one of the following solutions to ensure the above does not happen:
· Implementation of redundancy checks
· Implementation of Failover Clusters (High-availability or Continuous-availability) [3]
· Implementation of a Hot Site for backup recovery [12]
· Implementation of resilient networking [13]
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Command Prompt - ftp 1

[REMi crosoft Windows [Version 16.6.19642.631] ~

(c) 2620 Microsoft Corporation. All rights reserved.

C: \Users\Client2>ftp 192.168.101.1
Connected to 192.168.161.1.

) 226-Microsoft FTP Service

[Mi¢220 Welcome to Matts FTPServer
[F200 OPTS UTF8 command successful - UTF8 encoding now ON.
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\Users\Client2>ftp 192.168.101.1
onnected to 192.168.101.1.

20-Microsoft FTP Service

2 Welcome to Matts FTPServer

60 OPTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.101.1: (none)): DC1-NWT\Ftpuser

onnection closed by remote host.

\Users\Client2>ftp 192.168.161.1
onnected to 192.168.101.1.

20-Microsoft \FTP Service

26 Welcome to Matts FTPServer

60 OPTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.161.1: (none)): DC1-NWT\Ftpuser

331 Passuord required

assword:

)30 User logged in.
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:\Users\Client2>ftp 192.168.101.1
nnected to 192.168.101.1.
226-Microsoft FTP Service
226 Welcome to Matts FTPServer
200 OPTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.101.1: (none)): DC1-NWT\ftpuser
nnection closed by remote host.

:\Users\Client2>ftp 192.168.101.1
nnected to 192.168.101.1.

226-Microsoft FTP Service

226 Welcome to Matts FTPServer

200 OPTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.101.1: (none)): DC1-NWT\ftpuser

331 Password required

Passuord:

236 User logged in.

Ftp> 1cd C:\FTPFiles

Local directory now C:\FTPFiles.

Ftp> o
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ocal girectory now C:\FTPFiles.
tp> dir

00 PORT command successful.

25 Data connection already open; Transfer starting.
4-20-21 10:15PM <DIR> Ftpuploads

26 Transfer complete.
tp: 54 bytes received in 6.00Seconds 54600.00Kbytes/sec

tp>
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266 OPTS UTF8 command successful - UTF8 encoding now ON.

User (192.168.161.1:(none)): WIN-INI3SULGERH\Ftpuser
331 Password required

Password:

230 User logged in.

ftp> lcd C:\FTPFiles

Local directory now C:\FTPFiles.

Ftp> dir

260 PORT command successful.

125 Data connection already open; Transfer starting.
04-29-21 16:15PH <DIR> Ftpuploads
226 Transfer complete.

ftp: 54 bytes received in 0.@@Seconds 54660.6eKbytes/sec.
Ftp> put ftpfilezupload.txt

200 PORT command successful.

550 Access is denied.

Ftp> put ftpfilezupload.txt

200 PORT command successful.

550 Access is denied.

Ftp> put ftpfilezupload.txt

200 PORT command successful.

550 Access is denied.

Ftp> put ftpfilezupload.txt

200 PORT command successful.

550 Access is denied.

Ftp> put ftpfilezupload.txt

260 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

Ftp>
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:\Users\Adninistrator>ipconfig

Windows TP Configuration

Ethernet adapter Publichet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Ethernet adapter PrivateNet1:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Reply from 192.168.1.101: byte:
Reply from 192.168.1.101: byte:

.

\c) s9lo Tllcrosort Lorporation. ALl rights reservead.

Fe80: :405b: b3ab:5b85:8bd8%14
: 192.168.1.100

255.255.255.0

Fe80: :2c5e:2fd:7392:4670%6

192.168.160.1

: 255.255.255.0

:\Users\Adninistrator>ping 192.168.1.161

pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.101: bytes=32 time<ims
2 time<ins
2 timecins

Ethernet adapter PublicNet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Ethernet adapter PrivateNet2:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

: 192.168.1.101

255.255.255.0

Fe80: :8930: F6c:73a:boFd%7
192.168.101.1

: 255.255.255.0

:\Users\Adninistrator>ping 192.168.1.160

Pinging 192.168.1.160 with 32 bytes of data:

Reply from 192.168.1.160: bytes=32 time<ims

[Reply from 192.168.1.166:
[Reply from 192.168.1.166:
Reply from 192.168.1.160:

ping statistics for 192.168.1.106;
Packets: Sent = 4, Received

bytes=32 timecims

3333

4, Lost = @ (8% loss),

pproximate round trip times in milli-seconds:
Minimum - ems, Maximum - ems, Average = ems

:\Users\Administrator>_
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dministrz nmand Prompt

dministrator: Command Prompt

Ethernet adapter Publichet: Ethernet adapter Publichet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :405b: b3ab:5b85:8bd8%14
192.168.1.100
255.255.255.0

Fe80: :cod6: c98a:9b9d: 4e6%3
192.168.1.101
255.255.255.0

Ethernet adapter PrivateNeti: Ethernet adapter PrivateNet2:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :2c5e:2Fd:7392:4670%6
192.168.160.1
255.255.255.0

Fe80: :8930: F6c:73a:bOFd%7
192.168.101.1
255.255.255.0

:\Users\Administrator>ping 192.168.101.1 :\Users\Administrator>ping 192.168.166.1

Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.101.1: bytes-32 time<ims TTL=-127
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims

Pinging 192.168.100.1 with 32 bytes of data:
Reply from 192.168.160.1: bytes-32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.100.1: bytes-32 time<ims TTL-127

ping statistics for 192.168.161.1
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Japproxinate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

ping statistics for 192.168.100.1:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Japproxinate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

fc: \users\adninistrator> fc: \users\adninistrator>
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Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.101.1: bytes-32 time<ims TTL-128
Reply from 192.168.101.1: bytes-32 time<ims TTL-128
Reply from 192.168.101.1: bytes-32 time<ims TTL-128
Reply from 192.168.101.1: bytes-32 time<ims TTL-128

ping statistics for 1j2.168.161.1
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:\Users\NWT-MLI>ping 192.168.166.1

ping statistics for 192.168.160.

Packets: Sent = 3, Received = 0, Lost = 3 (106% loss),
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Pinging 192.168.161.1 with 32 bytes of data:

2 timecims
2 timecims
32 time<ims
2 timecims

REB1y from 192.168.161.1: byte:
Reply from 192.168.161.1: byte:
Reply from 192.168.161.1: byte:
Reply from 192.168.161.1: byte:

3333
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mmand Prompt

[Hicrosoft Windows [Version 16.6.19842.631]
(c) 2026 Microsoft Corporation. All rights reserved

C: \Users\NWT-HLI>Ftp 192.168.101.1
> Ftp: connect :Connection timed out
Ftp>
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Connected to 192.168.161.1.
226-Microsoft FTP Service

226 Welcome to Matts FTPServer

260 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.161.1: (none)):
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:\Users\NWT-MLI>ftp 192.168.161.1
: connect :Connection timed out
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Recycle Bin

dministrator: C.

Microsoft Windows [Version 16.6.17763.737]

(c) 2018 Microsoft Corporation. All rights reserved

C:\Users\Administrator>arp -a

Interface: 192.168.100.1 --- OX6
Internet Address Physical Address
192.168.100.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b
224.0.0.252 01-60-52-00-00-fc

Interface: 192.168.1.100 --- Oxe
Internet Address Physical Address
192.168.1.255 FFFFFEFF-FFFF
224.0.6.22 01-60-54-00-00-16
224.0.0.251 01-60-52-00-00- b
224.0.0.252 01-60-52-00-00-fc

C:\Users\Administrators,

Administrator: C\Windows\sys.

o
i
D
=

Type
static
static
static
static

Type
static
static
static
static





