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1. [bookmark: _Toc129956824]Introduction
Change is very present in every company (Blanco-Portela et al., 2017). The reason for that is that companies often depends on internal and external factors, and these factors are always unpredictable (Blanco-Portela et al., 2017). The main purpose of this report is to analyse and critically evaluate how a change is made within the company. The company chosen for this case study is Apple. The change that recently happened at Apple has been the security improvement on all Apple devices. 
Based on this information, the report will look at how does security improvements were implemented at Apple. The report will start with a brief background of the company. Then it will move into creating a SWOT and a PESTLE analysis from which the reason for the change will be extracted. Moreover, the report will also incorporate the change model that Apple used when implementing the change, which is Lewin’s 3 step model change theory. After applying this theory to Apple, the report will focus on the leadership and management of the company, in order to evaluate the leadership involvement within the change and to identify a complex area of change and how this has been managed by the leaders. After this, the report will also look into Apple’s culture by using Handy's Culture Model from 2020. This is necessary to evaluate whether the change was based on Apple’s culture and if the culture had any impact on the change. Finally, a look will be given into the change agents to identify whether Apple had helped with the change or challenges implementing the security improvements. 
Recommendations will also be given based on the challenges identified when Apple implemented the security improvements. 
The report will be academically supported by specialised literature, which will include academic journals books and relevant website. 
2. [bookmark: _Toc129956825]Background and Reason for Change
Apple is a company that has been created in 1976 by Steve Jobs, Steve Wozniak, and Ronald Wayne (Lusted, 2012). The company started as a computer manufacturer due to the technical skills of Steve Wozniak and the selling skills of Steve Jobs (Lusted, 2012). Apple had continuous growth and in only four years the company went public. Because Steve Jobs was known to have a different leadership style, he was fired by the shareholders of that time. However, because Apple's culture was in fact Steve Jobs, the shareholders decided in 1997 to ask for his return as the CEO of the company (Kim, 2020). Ever since Steve Jobs returned and until his death, Apple has created some of the most recognisable devices in history such as the iPod, the iPad, or the Macintosh (Kim, 2020). Constantly throughout the years, Apple's main focus was on customer experience and data protection (Owsley, 2017). At the same time, Apple had constantly improved its own software, in order to offer as much security as possible to its customers (Owsley, 2017). 
The major change that happened at Apple in the past two years has been the security changes. Within these changes, Apple introduced the iMessage Contact Key Verification, which has been increasing the security of text messages sent. Another change has been the Security Keys for Apple ID, which means that users can now ask for a security password every time they're trying to login in through their account which is increasing their privacy (Apple Inc., 2022). 
A SWOT analysis will be performed in order to identify any internal factors that might have supported the change in security systems at Apple. One of the biggest Apple’s strengths is the fact that the brand is easily recognisable and has built a very loyal customer base (Selden, 2020). Even more than that, Apple is known for having innovative products on the market as well as innovative services (Horák and Kaisler, 2022). One example here would be the iPod which has been innovated the entire market when it firstly appeared, and no other device was ever able to compete with the iPod (Horák and Kaisler, 2022). At the same time, Apple is proud to only put high quality products on the market which have very unique features that no other competitor ever had (Glimstedt, 2020). And this is a main part of the reason why Apple has some of the biggest customer base in the world (Glimstedt, 2020). At the same time, Apple has a lot of financial strength and profitability because they invest so much in their products (Glimstedt, 2020). Even more than that, Apple is always an advocate for sustainability, and they are promoting that through their working process as well as through their products (Lu et al., 2022). Lastly, Apple’s care for data privacy is well known, and for people who value privacy Apple is a go to company to purchase from (Alamri et al., 2022).
On the other hand, Apple also has a few weaknesses. A main one is that even though Apple products are preferred by the customers, Apple products are quite expensive (Kelly, 2023). Apart from that Apple constantly releases new versions of their products, at least once a year, and sometimes this can be seen as a pressure for customers to change their devices more often (Kelly, 2023). At the same time, when compared to Android operation system, Apple is quite limited in customization, which for some customers this have been a problem (O’Marah, 2017). Finally, Apple can be seen as an ecosystem, where in order to have a full experience all the devices must be purchased, which includes the iPhone, the Apple Watch, the iPad, the Macbook and the iMac (O’Marah, 2017). 
By looking at Apple’s opportunities, a major one has been the integration of artificial intelligence in the device making process (Apple Inc., 2020). At the same time because apple has such a strong customer base it can also enter another market, for example finance, as the company already started to adventure within this field by introducing the Apple credit card (Apple Inc., 2011). 
Lastly, by looking at Apple’s threats, the major one has been the increasing competition, especially with a particular competitor Huawei, which replicate iPhone design and offers the phones at a cheaper price (Mao et al., 2020). At the same time, because there is currently an economic crisis, apple is likely to decrease in sales simply because people will not afford to buy their products anymore (Gurman, 2023). 
At the same time, to identify the external factors that have caused the change a PESLTE analysis will be conducted.  The political factors that mainly impacted Apple was the manufacturing contracts with Chinese suppliers, and because of the conflict between United States and China, Apple had to let go to some of those contracts, and try to find other manufacturers (Forbes, 2023). This has negatively impacted Apple because their operational cost increased, and the company had to also increase the prices of their products (Forbes, 2023). The economic factors that affect Apple is the current economic crisis, which does not allow customers to afford Apple products anymore (Bennett, 2023). This negatively affects the company because their profits are dropping significantly (Bennett, 2023). The social factor of Apple shows that Apple is still having the customer preference on their side as the company is still the number one company in manufacturing (Wang, Sarkar and Sarkar, 2018). At the same time, customers prefer Apple because it has some features that no other company is having such as increased security, Apple Music, Apple TV and Apple Arcade (Wang, Sarkar and Sarkar, 2018). The technological factors that affect Apple is the continuing advancements of technology which allows Apple to further invest in that and create more products or continue to be innovative (Apple Inc., 2020a). The main legal factor that affected Apple was the GDPR. This made the company to further enhance the security in order to avoid data leaks of their customers (Chemlali, 2022). Finally, looking at the environmental factor, Apple is fully focused on sustainability and it's one of the most sustainable companies on the market (Apple, 2022). 
Given this the main reason for which Apple introduced the new security changes has been the GDPR which is the legal factor of PESTLE. However, the company was not a stranger to data privacy protection, and it was already well known for taking this into consideration every time they come up with a new product on the market (Alamri et al., 2022). Therefore, this change can only enhance the strength that apple already has.
3. [bookmark: _Toc129956826]Change models
Companies often try to make the changes as much as possible and this is where the change models come in to help (Hosoda, 2021). The main change model that is the most easier to use and it is the most popular is Lewin’s model (Prasojo, Putri and Hariyati, 2021). This consists of three main stages which are called Unfreeze, Change and Freeze (Prasojo, Putri and Hariyati, 2021). The unfreeze stage is when the company is forced to make a change (Prasojo, Putri and Hariyati, 2021). This usually happens when either an internal or external factor is changing, so the company must act on it as well (Prasojo, Putri and Hariyati, 2021). This stage requires a lot of planning and research into how it is the best to adapt to the changes brought by internal or external factors (Prasojo, Putri and Hariyati, 2021). The second part of the model is the change (Prasojo, Putri and Hariyati, 2021). This refers to the actual implementation of the change (Prasojo, Putri and Hariyati, 2021). This involves the entire process from when the change is firstly announced to all the stakeholders up until it is actually applied (Prasojo, Putri and Hariyati, 2021). Finally, the last stage is known as freeze, and happens when r the changes being made by companies must be integrated as a part of their usual process until it will not be considered a change anymore but will be a normal step in their process (Prasojo, Putri and Hariyati, 2021). 
Apple applied the Lewin’s Change Management Model. Within the first stage, Apple looked at the new GDPR regulations, and at what happened with Facebook which has been the company that made privacy mistakes and was put on trial for that (Chemlali, 2022). After this incident, data protection has been an important topic among companies and an important factor for customers when they decide whose services or products are they going to use (Chemlali, 2022). Therefore, Apple started to plan on implementing security data on customers’ devices and messages. The second part, the change, has been introduced to the customers on a live Annual Apple Event, where developers have explained the reason why those changes are necessary, which is to protect the customer’s data (Apple Inc., 2022). At the same time, Apple issued an update on all the devices, which included those changes (Apple Inc., 2022). All that customers had to do was to click update and the changes were automatically made in their devices (Apple Inc., 2022). By looking at the freeze process, Apple has now integrated those security changes in every new device that they are making, and it has become a normal security measure to have these new changes included (Apple Inc., 2022). 

4. [bookmark: _Toc129956827]Leadership and Management
Apple is well known for its leadership, especially in the time of Steve Jobs, when he was the heart of the company (Kim, 2020). Steve Jobs was the first Apple leader that thought about data protection and tried to integrate it in the devices that were approved by him (Kim, 2020). However, because Steve Jobs sadly passed away, Tim Cook is now the leader at Apple (Kim, 2020). These security changes have been made under the direct supervision of Tim Cook, which kept those values from Steve Jobs (Kim, 2020). Since data security has always been a concern of Apple, it was expected that all the leaders should involve in in maintaining that security (Kim, 2020). At the same time, because data security has been pretty advanced already, there hasn't been any evidence of a complex area of this change. Customers were already used to apples privacy settings, even when GDPR happened (Chemlali, 2022), Apple users were still calm because they knew Apple had enhanced security anyway (Apple, 2022). So, while this is a good thing, unfortunately there is no evidence on how complex issues have been managed, since there was no complex issue found. 
5. [bookmark: _Toc129956828]Culture
The culture of a company dictates all the actions that the company will take (Handy, 2020). At the same time, there have been different types of culture identified. There are multiple culture models which have different types of culture, but the most recent one has been Handy's model (2020). This model simply shows that there are four types of culture which are assigned to four ancient Greek Gods. The first type of culture that Handy's model (2020) is presenting is the club culture which has in the middle the leader of the company and people that are similar with him. The relation between everyone is based on respect, and people are happy to work with their chosen leader. Another type of culture identified by Handy (2020) is the role culture where every employee has a certain role that must be filled. The third model is that task culture (Handy, 2020), where the accent is put on the work and multiple experts are being hired to ensure that the tasks are finished on time and without problems. Finally, the existentialist culture (Handy, 2020) is the type of culture that primarily focuses on people and their will being. Within this type of culture, the employees are part of the culture and everyone has the same beliefs and everyone is aspiring to do better and be better (Handy, 2020). 
At Apple, the company culture has started as the club culture with Steve Jobs in the middle of the company that dictating everything (Kim, 2020). Nowadays, it seems like the company has changed a bit and it started to focus more on people instead of only one person (Kim, 2020). Everyone is working together to get the tasks done and everyone is constantly looking for innovation (Kim, 2020). Employees are also treated very well, and they are having perks that no other companies are offering, just so that they can feel good enough to continue to work and help Apple be innovative (Kim, 2020). 
6. [bookmark: _Toc129956829]Change agents
The change agents are those agents that appear during a change and have different feelings about the change (Specht et al., 2017). For example, there could be four types of agents based on their feelings regarding the change (Specht et al., 2017). The people that consider that the change is beneficial for the company and is aligning with their own, they are considered advocates of the change (Specht et al., 2017). Additionally, they support the change and will be a support in challenging times (Specht et al., 2017). On the other hand, the people that are not convinced why the change must be implemented and they need time to adjust are considered to be Incubators (Specht et al., 2017). They usually need to incubate their thoughts for a while until they will reach a final decision (Specht et al., 2017). However, these agents can be the ones that are the easier to transform in advocates (Specht et al., 2017). Another type of person is the person that does not have any opinion on the change and prefer to not interfere with this (Specht et al., 2017). This type of person is known as Apathetic, and it is considered to be more of a resistor, and it is hard to transform it into advocates (Specht et al., 2017). Finally, the person who is completely against the change is considered to be the resistor (Specht et al., 2017). This type of person does not engage in any way with the change, and if opportunity arises, will try to convince other to be against the change as well (Specht et al., 2017). This type of person is most likely to never be able to convert into advocate (Specht et al., 2017). 
At Apple, during the implementation of these security changes, there has not been acknowledged any type of resistors to the change (Apple Inc., 2022). However, because of a strong culture and values surrounding security at Apple, it is believed that all the employees and customers were advocates for this, especially in the global context of GDPR (Apple, 2022).
7. [bookmark: _Toc129956830]Conclusion
Apple is an impressive company that always took customers privacy seriously. Because of the global context of GDPR happened, users were started to look more into what privacy means and how their data is being used by companies. When this happened, Apple already had a strong system that could protect their customer’s data, but the company decided to enhance that and make further changes to protect the devices, as well as their private correspondence. Apple has a strong culture and always has a strong leader. This could be seen in the way that Apple deals with change by immediately reacting to what is happening outside the company. The company was focused to find immediate solutions to the negative impact of the external factors, and it has been helped by the strengths of the company which came in handy. 
While technically the security changes that Apple made have been a success, there is lacking evidence of struggles or change agents, which should be transparent as well. 
8. [bookmark: _Toc129956831]Recommendations
	[bookmark: _Hlk129870290]Recommendation Objective
	Measures-What action will be undertaken to resolve/improve
	Priority
High/Medium/Low
	Support & Development-
External/Internal
	Review dates
	Other comments- Eg. Was this a planning or implementation stage failure

	Transparency over challenges
	Apple spokespersons should speak about the challenges that the company had with implementing the changes, in order to be transparent.
	Low
	Training in transparency and corporate honesty.
	This should be reviewed when the next change will be implemented, to check if Apple has acknowledged any of the challenges or downsides of the change. 
	Transparency over challenges is important. Even though Apple wants to make every change seem easy and without stress, every change comes with challenges. It could be better if Apple would be more transparent about their struggles to get even closer to their customers or even to show in the literature what challenges have they faced and how they have overcome those challenges.

	Identify change agents
	Leaders should have regular meetings with their teams to ask for feedback on the proposed changes. 
	Medium
	Leaders must take the word and organise meeting with their teams, while the members of the teams must be honest.
	Every six months or earlier if necessary.
	By not acknowledging the change agents might also means that there are more resistors that initially predicted and then the employees will be unhappy with how things are going but will not say anything unless they are asked. This could also make people leave the company. Therefore, change agents are very important to be identified. 
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